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Apply the principles and practices of Data security, Governance and Compliance based on a given scenario
Analysis of three different security frameworks
一、The first security model（ Committee of Sponsoring Organizations of the Treadway Commission）
1.1The content and development of the model
The latest COSO-ERM framework improves the readability, consistency, and usefulness of the framework as a whole by forming the structure of the element principle. Overall, the COSO-ERM(2017)framework integrates comprehensive risk management from the three dimensions of corporate vision, corporate strategy and corporate values, integrating it into the whole process of business management activities and the realization of enterprise performance value, and thus realizing the combination of risk control and value creation.   COSO-ERM(2017)feature content, as shown in Table 1-1  
	


Risk governance and culture
		Realize the board's oversight of risk

	
	Establish a mode of operation

	
	Define the desired organizational culture

	
	Demonstrate a commitment to core values

	
	Strengthen accountability

	
	Attract, develop and retain good individuals

	

Risk, strategy and goal setting
	Consider the risk and business environment

	
	Define risk appetite

	
	Evaluate the strategies available

	
	The goal of establishing a business is to take risks into account

	
	Define acceptable performance floats

	


Risks in execution
	Identify risks in execution

	
	Assess the severity of the risk

	
	Prioritize risk

	
	Identify and select risk responses

	
	Assess the risks in execution

	
	Establish a portfolio view of risk

	
Risk information, communication and reporting
	Use the relevant information

	
	Use of information systems

	
	Communicate risk information

	
	Report on risk, culture, and performance

	Monitor ERM
	Monitor for significant changes

	
	Monitor ERM 



1..2 The advantages and weaknesses of the model
COSO Enterprise Assessment Framework is very good, enterprises can use it to correctly locate and identify risks, and take appropriate measures to improve. However, the COSO Enterprise Assessment Framework can only passively locate and identify risks, and cannot combat risks in a high-dimensional fashion.
二、The second security model（COBIT Framework.）
2.1The content and development of the model
COBIT's full name is Control Objectives for Information and Related Technology. It is a collection of best practices (frameworks) for IT management, created in 1992 by the Information Systems Audit and Control Association, ISACA, and the IT Governance Council.
COBIT 5.0 A practical guide product launched by the ISACA International Information Systems Audit Association, COBIT 5 is designed to help businesses build a reliable and high-quality information system. 
COBIT 5.0 Principle:
COBIT 5 provides a comprehensive IT governance and management framework that supports the development of information system audit objectives and related standards, and COBIT 5 is committed to achieving a balance between enterprise benefits and optimizing risk levels and resource utilization based on five principles. 
It includes the following five principles:
Principle 1: Meet the needs of stakeholders
Principle 1 requires that the governance goals set by the enterprise create value to the stakeholder needs of the enterprise that applies the COBIT 5 framework for governance and management through the scenarios or theories provided in COBIT 5.  In general, the specific application method is to apply the goal layering, first understand the stakeholder's profit target, and then layer by layer into enterprise goals, and then the enterprise goal corresponding to the IT goal clarity, and finally develop the action to promote the action. 
Principle two: End-to-end coverage of enterprises
Principle 2 requires organizations to integrate IT governance into corporate governance, providing comprehensive IT governance and management support based on a dynamic goal-setting approach in the COBIT 5 framework. In this process, the focus should be on defining the scope of governance, developing a governance framework, and rationally assigning relevant role responsibilities, relevant activities, and the relationship between the two. 
Principle 3: Use a single integrated framework
Principle 3 requires organizations to maintain up-to-date standards with other standard frameworks in the application of COBIT 5 framework IT governance, and the applied framework fully covers the entire enterprise, which is itself integrated by integrating all aspects of the existing ISACA Association guidelines. At the same time, a single, integrated framework model requires that the COBIT 5 framework be agreed with other frameworks such as ISO, ITIL, and TOGAF, providing a reference for enterprises to practice IT governance and management activities. 
Principle 4: Adopt a holistic and comprehensive approach
Principle 4 requires organizations to be able to develop a context-specific COBIT 5 power strategy when applying the COBIT 5 framework, which describes seven areas of power strategy: Principles, Policies and Frameworks, Processes, Organizational Structures, Culture, Ethics, and Behavior, Information, Services, Infrastructure and Applications, and People, Skills, and Power. 
Principle 5: Distinguish between governance and management
Principle 5 requires that governance and management be clearly regionally divided in the use of COBIT 5, but that governance and management be kept interactive. Governance is about weighing and evaluating stakeholders' needs and choices, developing action guidance strategies through different levels of priority, monitoring target performance and business compliance, and managing to achieve corporate goals through a series of activities such as planning, building, running, and monitoring based on governance guidance and principles. The interaction between the two is reflected in the process model, information architecture, organizational structure and other suggested methods of COBIT 5. 
The COBIT framework is a classic, and it can be said that the risk management of all the problems that may be encountered in IT risk can be answered in COBIT.
2.2 Implementation steps for the framework
The COBIT framework process ensures that organizations organize their IT-related activities in a repetitive and reliable manner and divides the processes they implement into seven phases.
The first phase is to begin identifying and agreeing on the needs of the implementation or improvement plan.
The second phase focuses on how to use the correspondence between business requirements, IT resources, and related IT processes in the COBIT box to define the scope of the implementation or improvement plan. 
The third phase should set an implementation goal, using tools such as COBIT's maturity model to identify gaps in the current situation and objectives, and then identify potential solutions.
The fourth phase should determine the final solution to the project by referring to the successful implementation of a similar business case, as well as an implementation standby plan.
In the fifth stage, the proposed final solution should begin to be reflected in the daily control activities, at the same time should set out the standards for measuring the effectiveness of control and form a long-term monitoring mechanism, using COBIT objectives and indicators to ensure the achievement and maintenance of business consistency and monitor performance;
Phase VI focuses on the continued operation of new or improved solutions and the continuous monitoring of their expected control effects;
In the seventh phase, the overall success of the implementation of the program is confirmed, the further requirements of internal IT controls of the enterprise are understood, and the control requirements are continuously improved. Over time, building enterprise IT internal controls will follow a sustainability cycle.
COBIT does not appear to be directly used to evaluate a particular system. Should stand in the overall strategy of the enterprise from the perspective of combing, and then the system analysis. COBIT 2019 has equally comprehensive coverage in IT governance. However, it is difficult to scale down COBIT 2019 for smaller organizations。
The third security model（ISO27000 Series.）
3.1The content and development of the model
The first step is to emphasize that ISO27000 is a standard family that includes an overview of terminology, requirements, specifications, implementation guidelines, measurement, information security risk management, certification body requirements, and more. 
Use the example of making tables to describe the relationship between the standards of the ISO27000 series. 
ISO27000，On terminology, published in 2009: point out that some nouns, such as table, edge, straight, etc., should be used later;
ISO27001，Requirements, published in 2009, to certify the table, indicating what should be required as a table;
ISO/IEC27002，Specification, 2013 revision: How to meet the requirements of the table? The table should have 4 sides, the sides should be straight.
ISO/IEC27003，Implementation Guide, published in 2010: How to guarantee 4 edges? How can I make sure the edges are straight?
ISO/IEC27004，Measurements, published in 20009: Whether the table meets the requirements and see how much difference there is between what was made and what was made.
ISO/IEC27005，Risk Management, published in 2008: There are no suitable examples of tables.
ISO/IEC27006，Certification body requirements, published in 2007: table production, certification body to be certified.
As mention earlier, ISO27001 is required, ISO27002 is the specification, ISO27001 only gives specific targets, and ISO27002 points out specific control measures. 
ITO27001 cannot simply be considered to be management-only and document-only. For example, after the requirements of access control are put forward, the security domain division should be divided according to the requirements of the division of security domains, and there should be specific technical schemes to realize the requirements of access control. Therefore, ISO27001 not only involves management requirements, but also a variety of supporting documentation and guidance documents as a reference for technical solutions landing. 


















Analysis of CaribbeanCoffee for three models
4.1 Analysis of the company
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4.2 Risk control of CaribbeanCoffee based on COSO 
4.2.1Build a sound board structure
Under the COSO-ERM framework, risk control is at a higher level, and the board of directors should assume the main responsibility of risk management and play a greater role in strategic execution, operations management, supervision and supervision. Therefore, in the process of optimizing the board structure of CaribbeanCoffee, independent directors can be brought in to hire professional and high-performing people. 
4.2.2Optimize the function
The COSO-ERM(2017)framework states that enterprise value creation is a fundamental goal of risk management. All departments are the implementers and implementers of comprehensive risk management of enterprises. The first line of defense, the core business unit. The second line of defense, supporting the functional departments. The third line of defense, to ensure the functional departments. 
4.2.3Strengthen the construction of corporate culture
Management should start from the overall level of the enterprise, combined with the enterprise strategy and business objectives, guide each company to establish the correct values, sum up the Chinese-life insurance company's own characteristics of the corporate culture, in the way of the dissemination of corporate culture, to be carried out from the top down, if necessary, through administrative means to increase the transmission of corporate culture, and then affect the way of thinking and code of conduct of employees. Under the influence of corporate culture, employees will gradually develop a sense of risk management culture. On the one hand, it can reduce the cost of time, on the other hand, it can also give employees a clearer understanding of the link between risk management and value creation.
4.2.4Improve the construction of human resources
CaribbeanCoffee to achieve long-term development, must be combined with the enterprise development strategy, according to the development requirements of different stages, the development of specialized talent development planning, so as to ensure that enterprise development can obtain a steady stream of talent momentum. In the way of talent development, CaribbeanCoffee can take a combination of external introduction and internal training, on the one hand, from the outside to recruit professional risk management personnel, on the other hand, can also increase in-house training efforts from the internal staff to cultivate professionals. Through a strong professional, outstanding ability of the talent team to promote the overall risk management of enterprises. In personnel training, through the establishment of a scientific and reasonable incentive system and fair and equitable competition mechanism, according to different positions and levels, the development of differentiated training programs, increase the company's risk management training at all levels of staff, so that the theoretical knowledge and practice level has been greatly improved, this is The CaribbeanCoffee to achieve healthy, stable and sustainable development. 
4.3Control of IT risk based on COBIT and ITIL 
4.3.1COBIT's I T requirements for CaribbeanCoffee  
一、Business leaders are able to prioritize IT needs and develop appropriate plans. With COBIT's Goals Cascade, companies can translate the needs of their stakeholders into viable strategies. In this way, top management can pinpoint the IT processes they want to focus on. This clear business and IT relationship strategy creates an understanding between the two. As a result, IT teams know that their business wants them to fix routing software and focus more on specific IT processes, especially risk management.
二、A clear baseline system. Initially, COBIT was launched as an audit framework. Today, it still presents a very convenient enterprise IT evaluation system. It allows CaribbeanCoffee to perform internal audits and prepare potential partners for external audits when the time is right to successfully pass and win new customers. 
Third, stability and new software. With clear target cascades in, companies' IT now ensures that their delivery systems are running smoothly and that the number of delays is sufficiently reduced. In addition, senior management decides and arranges for the development of new network and mobile applications so that corporate partners can monitor delivery in real time. 
5.4Based on ITIL's I T requirements for CaribbeanCoffee  
First，Specific ITIL practice processes for organizing and regulating the work of IT departments. ITIL's operations describe in detail how IT departments effectively organize their work according to various ITIL processes. With this organizational model, IT experts are rarely overloaded, significantly reducing downtime costs.
Second, the accountability system. ITIL offers a wide range of KPI systems on which CaribbeanCoffee can evaluate the effectiveness of the entire IT department or specific IT staff. In addition, using ITIL presumes using the ITSM platform, which stores data about who did what. 
Third, to clear up ITIL problem management. To solve IT problems more effectively, ITIL provides a system that differentiates events, events, issues, changes, and requests. If a similar event occurs in the third, for example, the third time, it can be considered a problem whose root cause is analyzed and eliminated. Such systems allow problems to be dealt with in more detail, speed up their resolution, and prevent them from happening again. 
FOURTH, ITIL change management and CMDB. ITIL has detailed procedures for changes to enterprise IT. First, authorize a change. Second, people understand specific changes. If the change is not successful, a pre-approved exit plan is developed. 
4.5Information security risk control based on ISO27000 for CaribbeanCoffee 
4.5.1Define the scope and objectives of risk control
CaribbeanCoffee's information security management system risk control is within CaribbeanCoffee, including the company's data documentation assets, physical assets, software assets, people and services. 
(1) Data document asset security management
(2) Physical asset management and environmental security management
(3) Software asset security management
(4) Human resources security management
(5) Service security management
(6) Information security incident handling and business continuity
4.5.2Develop a risk control improvement plan
According to the requirements of establishing the information security management system, the development of information security risk control plan is the second important stage. Risk assessment reports are the basis for planning a risk management plan. The organization should provide a planned risk control plan in the light of information security policies and risk assessment reports. The process of risk control includes determining the risk level baseline, analyzing the current risk and identifying key risk control targets, developing a risk management plan, executing a risk management plan, and evaluating the effectiveness of the risk management plan.
4.5.3 Determine the risk level base table
The risk level base table is based on the results of the risk assessment and a comprehensive analysis of the results. The risk level base table identifies two to three risk thresholds and divides the level of risk. There are three ways to determine a risk level:
(1) The80/20 law
(2) Basic statistics
(3) Advanced statistics
4.5.4 Principles for the selection of risk protection and improvement measures
Risk reduction is not the best solution 釆 should be avoided or reduced, or even accepted, in other ways. There are five starting points when thinking about risk management decisions:
(1) Accept risk: calculate the value of the risk and know how to bear the consequences of the risk;
(2) Risk avoidance: Ignoring risk is not the right solution but risk can be avoided by moving assets out of the risk area to avoid risk or by giving up entirely business activities that may create security weaknesses;
(3) Transfer risk: Transfer risk by purchasing insurance or outsourcing. 
(4) Reducing damage: reducing losses through post-mortem, emergency response, disaster recovery, 
(5) Reducing the likelihood: implementing controls to reduce risk to an acceptable level;
4.5.5Risk analysis and risk management focus on control objects
After excluding a number of risk control measures that will not be used and choosing to accept risks, there are three basic principles that can be used in risk analysis:
(1) Baseline method: simple, fast and easy to operate. Risk analysis and assessment can be done without the need to organize risks on a case-by-case basis, and only a small amount of organizational resources is required. This is an economic analysis method. 
(2) Detailed risk analysis: in-depth identification of weaknesses, threats, and security needs of information assets. A detailed analysis of the possible consequences of the risk and its likelihood. This is an accurate analysis method that enables more accurate security improvements, with the disadvantage that they are costly and time-consuming. 
(3) Combination method: that is, the use of baseline method and detailed line analysis method combined, the use of one part of the information assets benchmark method analysis, the other part is the use of detailed analysis method analysis. 
4.5.6 Improvements in physical assets and environmental safety management
一、The data center room environmental security improvements
(1) Preventive improvement measures: Include access to the information center room in the scope of written records. This is an improvement to reduce the likelihood of risk. The improvement introduces little risk and higher reliability. Costs can be ignored and comply with legal and regulatory requirements. The disadvantage is that manually recorded written reports may be missing or missing, so the control effect is moderate. 
(2) Further reinforcement of the rack's connection to the ground. This is an improvement to reduce damage. When an earthquake occurs, the cabinet is securely secured to the floor, preventing the equipment from spreading and rolling over causing more property damage and casualties. The improvement itself is highly reliable and secure and does not introduce new risk factors. It is recommended that priority be given to implementation. 
(3) Monitoring improvements: regularly review data center room access data. This is an improvement to reduce the likelihood of risk. Regular composite access records can detect and prevent people from using expired, voided, and copied fake cards to get in and out of the engine room at a certain early date. Measures are expected to have a moderate effect and are recommended for implementation. 
二、Improvements in network security management
(1) The full adoption of two-factor authentication technology, combined with digital certificates, planning for a more secure network access licensing mechanism. 
(2) Plan the DMZ zone between inner and outer networks, place the edge devices in the DMZ zone, and the intranet system opens only the required ports for the DMZ area, blocking unauthorized access within all DMZ areas. 
(3)  Separate data documents with the highest level of security requirements from the internal network. 
(4)  Develop document network management policies at the level of confidentiality requirements and specify the transfer requirements for different documents. 
三, computer use security management improvements
(1) The same as network devices, the full use of two-factor authentication technology, combined with digital certificates, planning for further secure network access licensing mechanisms. 
(2) Develop a document access management policy at the level of confidentiality requirements, specifying the storage, reading, and modification requirements for different documents. 
(3) Conduct a course to educate users about the various forms of phishing, viruses, etc. that exist, and inform the user of these situation reports to the SOC. 
(4) Only desktops and laptops issued by the company are allowed access to intranet data documents. 

4.5.7 The contents of the disaster recovery plan
The content of the disaster recovery plan is based on the results of the risk assessment, while further mining the organization's key activities and corresponding dependent activities and threats. This leads to a complete disaster recovery plan around key activity. Breaking down the disaster recovery plan in detail includes:
(1) The purpose and objectives of disaster recovery: defining the purpose of disaster recovery;
(2) The scope and preparation of a disaster recovery plan: a description of the definition and scope of control of the plan, the development of pre-disaster preparedness, the definition of business, resources, and the importance of each business and resource that are dependent on key activities in disaster recovery
(3) Disaster recovery procedures and processes: develop notification procedures after a disaster, define service levels in disaster situations, develop contact lists, contract with suppliers on demand, and develop recovery procedures;
(4) Management mechanism for a disaster recovery plan: Describes the organizational structure and organizational members and responsibilities of the disaster recovery plan
(5) Testing and maintenance of disaster recovery plans: conducting disaster recovery planning exercises on a regular basis;
(6) Disaster prevention measures: the implementation of possible risk control improvement measures;
Disaster prevention measures that can be implemented
(1) For office power, communications, air conditioning, as far as possible installation and dual-way supply, to avoid disaster
(2) It is difficult to stop work on a particular infrastructure, such as a power plant, and to be implicated in having to initiate a disaster recovery plan. 
(3) Purchase the spare equipment necessary for the core industry and restore the core business as quickly as possible when the disaster recovery process is initiated, reducing the cost of disaster recovery in turn through the value of the core business output. 
(4) Develop efficient emergency response mechanisms, such as an emergency contact list in the form of a contact tree, which includes not only company phones, mobile phones, but also home phones, private email addresses, and real-time communications. 
(5) Servers that provide users with multiple alternative remote access methods can work from home as long as the user's home network is still working. 
(6) Confirm that the communication access method, media and own equipment match the temporary office location and can be installed quickly in place. 
(7) Make sure that tapes and disks at the temporary storage facility are stored safely and reliably. 
(8) Cross-disciplinary training for employees, especially key employees in disaster recovery programs, ensures that disaster recovery and reconstruction can be successful if a disaster prevents some employees from participating in disaster recovery. 
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