[bookmark: _Toc41174865]Executive Summary
Business ethics is the study of the rights and wrongs of behaviour in a business environment. And corporate social responsibility reflects the responsibilities of enterprises to a wide range of stakeholders and the requirements and expectations of society on the enterprises, including economic, legal, ethical and philanthropic responsibilities. For social media companies, the focus of social responsibility is on the security and privacy of user information.

Facebook is the world's largest social media company. By the end of 2019, Facebook had 2.50 billion monthly active users, holding a large amount of users' personal information. However, in the Cambridge Analytica scandal, Facebook did not take any action to remedy Cambridge Analytica's theft of user information without users' consent, reflecting Facebook's lack of CSR in protecting user information.

The main purpose of this report is to analyse the corporate social responsibility and potential problems of social media companies based on the case of Facebook and Cambridge analysis scandal, including the area of creating wealth for shareholders, complying with the various data protection acts, meeting the social demand for user information security and privacy protection, and giving back to society.
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[bookmark: _Toc41174866]1.0 Introduction
Business ethics and corporate social responsibility (CSR) have received extensive attention in the context of globalization. And social media companies such as Facebook are considered more about the privacy and security of their users' information by society because of their business forms and various business scandals. Facebook is the largest social media company in the world and holds a large amount of user information (Facebook, 2020a). However, the Cambridge Analytica scandal shows that Facebook still has problems with corporate social responsibility and the security of users' personal information (Badshah, 2018). 

In this report, corporate social responsibility and related concepts are explained firstly. And then, taking Facebook and Cambridge Analytica scandal as a case, the main corporate social responsibility and possible problems of social media companies are analysed.
[bookmark: _Toc41174867]2.0 Concepts
[bookmark: _Toc41174868]2.1 Business Ethics
Ethics involves the study and application of morality and reason, it aims to rationalize morality, trying to explain behaviour by logic and plausible reason, producing ethical theories and specific rules and principles of right and wrong that can be applied to any specific circumstance, so as to provides possible solutions to ethical problems (). And business ethics provides a framework for understanding and interpreting the business environment, which aims to study the rights and wrongs of business situations, activities and decisions ().

Interest in business ethics continues to rise due to its growing importance. In the context of globalization, the influence of government is declining, while the power and influence of business in society are rising, which reflects the great potential of companies to make significant contributions to society (). In addition, the persistence of ethical violations leads to the expectation that companies will do better through business ethics ().

Classical ethical theories include Utilitarianism and Ethical of Rights. Utilitarianism focuses on collective welfare and it believes that whether an action is moral depends on whether it creates the greatest benefits for the people most affected by the action -- greatest happiness principle (). But it is too subjective and does not consider quantification and distribution of utility (). And Ethical of Rights is concerned with the respect of human being, and it was assumed that whether a behaviour is moral acceptable depends on whether the behaviour to respect the basic and inalienable human right (). These ethical theories provide a framework to help managers judge from multiple perspectives whether their decisions and actions are right and ethical in the current business environment.
[bookmark: _Toc41174869]2.2 Shareholder and Stakeholder
A shareholder is a person or an entity that owns part of a company by holding shares (Fontinelle, 2018). Friedman proposed that businesses should operate only for the benefit of their shareholders, with the sole responsibility of increasing profits and creating wealth for shareholders (). Friedman emphasized that only humans are morally responsible for their actions and that managers are responsible for acting only in the interests of shareholders (). And the broader social problems should be handled by the state rather than corporate managers ().

However, Freeman takes a different view, arguing that companies have a responsibility to a wider range of stakeholders, not just shareholders (). Stakeholder refers to any group or individual that may affect or be affected by the realization of an organization's goals (). Freeman believes that others have a legitimate claim on the company because the company relies on the support of broader stakeholders, such as customers, employees, and the government (). And Freeman puts forward the principle of corporate rights and the principle of corporate effect, emphasizing that the company has the obligation not to violate the rights of others and is responsible for the impact of its behaviour (). Based on Freeman's broader view of stakeholder responsibility, management is not only an agent for shareholders, but also needs to consider the rights and interests of all stakeholders (). The responsibility to the wider stakeholders is sometimes referred to as corporate social responsibility (CSR).
[bookmark: _Toc41174870]2.3 Corporate Social Responsibility
There is no single clear definition of CSR. Carroll's pyramid of corporate social responsibility is a widely used model. Based on this model, corporate social responsibility refers to the attempt of companies to meet the economic, legal, ethical and philanthropic demands of a society at a specific point in time (p50). This model reflects the social requirements for the company to make profits and comply with the law, expectations for the enterprise to do the right thing, and desires for the enterprise to become a good citizen (). But Carroll's pyramid of corporate social responsibility also has limitations, such as ignoring how to resolve potential conflicts between two or more responsibilities ().

The reasons for corporate social responsibility include moral and business perspective. From the moral perspective, the operation of enterprises not only depends on shareholders, but also relies on the support of a wide range of stakeholders in the society (). Besides, the activities of enterprises will have a variety of influences on stakeholders and even lead to some social problems (). Therefore, enterprises need to use their power responsibly (). And the business reason of corporate social responsibility can be described as enlightened self-interest, because the corporate social responsibility is conducive to enhance the long - term revenues by more and more satisfied customers, to ensure the independence of the enterprise by reduce tougher legislation due to strengthening self-regulation, to reduce costs, and to maintain the social licence to operate (多个reference). From the perspective of enlightened self-interest, the conflict between economic responsibility and legal and ethical responsibility can be considered as the balance between short-term interests and long-term interests.
[bookmark: _Toc41174871]3.0 Social Media Company and CSR: Facebook
[bookmark: _Toc41174872]3.1 Background
Facebook is the largest social media company in the world. It is headquartered in California and employs more than 48,000 employees (). Its mission is "Give people the power to build community and bring the world closer together" (). Facebook's main business is to provide personalized advertisements through the analysis of user information, and more than 140 million businesses contact customers through Facebook (). In 2019, the advertising revenue of Facebook is $69,655 million, accounting for 98.5% of the total revenue ($70,697 million) ().

At present, more than 3 billion people share messages through Facebook, and more than 100 billion messages are shared through Facebook every day (). By the end of 2019, Facebook had 2.50 billion monthly active users and 1.66 billion daily active users (). According to Facebook's privacy policy, Facebook collects user information through various channels, such as cookies, which reflects that Facebook holds a large amount of user data ().

But Facebook does not have a CSR report, and its behaviours reflect a continuing lack of CSR in the security and privacy of user information, reflected in a series of data scandals. In 2018, Cambridge Analytica scandal revealed Cambridge Analytica steal sensitive personal information from as many as 87 million Facebook users in 2014 and used it to predict and influence the election (). And Facebook have found this error in 2015 but did not take any measures, reflecting the lack of attention of security and privacy of user information of Facebook ().
[bookmark: _Toc41174873]3.2 Ethical Issues
From the perspective of corporate social responsibility, Facebook mainly has defects in legal responsibility and ethical responsibility. Social media companies, like other companies, have a fundamental economic responsibility to grow profits and create wealth for their shareholders (). Both Friedman and Freeman emphasize the importance of economic responsibility and creating wealth for shareholders (). As an important stakeholder, shareholders’ demand of increasing profit and stock price should be considered by companies (). 

Facebook has performed well in terms of economic responsibility, which is reflected in Facebook's revenue growth. Over the past few years, Facebook has maintained a revenue growth rate of about 30%, with revenue growing 37% from 2017 to 2018, and revenue growing 27% from 2018 to 2019 (reporting results). But Facebook's decision-making mistakes exposed in the Cambridge Analytica scandal have also taken a toll on its performance in terms of economic responsibility. For example, after Cambridge Analytica scandal, Facebook's share price fell by 19%, its market value dropped by $119 billion, and its user growth slowed (news).

https://www.theguardian.com/technology/2018/jul/26/facebook-market-cap-falls-109bn-dollars-after-growth-shock

Social media companies are also required to comply with various laws to meet the legal needs of society, especially the various data protection laws. As "codified ethics", laws and regulations reflect the minimum basic rules codified by society and required companies to operate according to them (). General Data Protection Regulation (GDPR), Personal Data Protection Bill, 2019 (PDPB), California Consumer Privacy Act (CCPA) and other new data protection laws have established stricter regulations on the collection, storage, use and protection of users' information to ensure that their citizens' privacy rights are more comprehensively protected (). In addition, compared with traditional data protection laws, these new data protection laws break through geographical restrictions and are used to restrict all organizations that have access to and handle the personal data of their citizens, no matter where the entity is located (). Social media companies such as Facebook, whose businesses and users often include citizens of various countries, have been subject to higher legal responsibility.

In terms of legal responsibility, Facebook performed poorly because its business decisions and actions did not strictly comply with the law to ensure the privacy and security of users' information. The U.S. Federal Trade Commission (FTC) fined Facebook $5 billion for the Cambridge Analytica scandal, based on the Federal Trade Commission Act ().

Society also expects social media companies to operate in an ethical manner (). Ethical responsibility refers to behaviours, standards and policies that are expected or prohibited by society even if there is no explicit requirement in law (). One of the key ethical responsibilities of social media companies is to protect the privacy and security of user information (Trepte, 2017).

Trepte, S., 2017. A Cross-Cultural Perspective on the Privacy Calculus. Social Media Society, 3(1)

From the perspective of ethical theory, Facebook is inadequate in terms of ethical responsibility. Based on Utilitarianism, Facebook's decisions and behaviours during the Cambridge Analytica scandal were immoral. Utilitarianism emphasizes that whether the behaviour is moral depends on whether it conforms to the greatest happiness principle (). In the Cambridge Analytica scandal, Facebook's inaction in the protection of user information did not bring the greatest benefit to the largest group because it brought the risk of information abuse to users and brought the risk of stock price decline, reputation decline and user reduction to shareholders. And based on the ethical of right, Facebook's decisions are also unethical because it does not respect and protect users' human right, privacy right ().

[bookmark: _Hlk41173216]Social media companies also need to consider their philanthropic responsibilities. Philanthropic responsibilities are voluntary responsibilities for companies, including all forms of business giving, which reflect the society's expectation for enterprises to become good corporate citizens (). Although the society desire company actively undertakes the philanthropic responsibility, the lack of philanthropic responsibility will not lead to the negative evaluation to the company (). Social media companies can actively participate in various philanthropic activities in order to meet their philanthropic responsibilities.

Facebook has performed well in terms of philanthropic responsibility. There is a page on Facebook, " Strengthening Communities ", which shows the main support provided by Facebook to the society and various communities, such as providing donation of AU$ 1.25 million for the rescue of wildlife affected by the fire in Australia, launching the project "Facebook Community Boost" to provide grants and free training for small businesses in the United States, establishing Blueprint to provide free online learning, investing $1 billion to address the affordable housing crisis in California (). These actions demonstrate Facebook's caring and giving back to the community, and reflect Facebook's attempts to be a good corporate citizen.

https://about.fb.com/news/category/strengthening-communities/

[bookmark: _Toc41174874]4.0 Conclusion
In the context of globalization, the importance of business ethics and corporate social responsibility continues to rise. And social media companies' corporate social responsibility for the privacy and security of users' information is getting more attention. The Cambridge Analytica scandal is a reflection of the social media company's potential problems with corporate social responsibility. As the world's largest social media company, Facebook has done well in terms of economic and philanthropic responsibilities, as its revenue has been rising and it has given back to the community. But the Cambridge Analytica scandal has also taken a toll on Facebook's performance of economic responsibility. And Facebook did not actively take legal responsibility, which reflected by FTC's $5 billion fine for a lack of protection for user data. In terms of ethical responsibility, Facebook's performance also needs to be improved. Because based on utilitarianism and ethical of right, it is immoral to lack the protection of user’s information. From both business and moral perspective, it is necessary for Facebook and other social media companies to enhance their corporate social responsibility in respect of personal information, so as to meet the demands of society in all aspects.
[bookmark: _Toc41174875]5.0 Recommendations
Facebook still needs to improve its corporate social responsibility and its ability to protect the privacy and security of users' personal information. In terms of legal responsibility, Facebook needs to consider the legal requirements and differences in different regions. Moreover, Facebook needs to obey the stricter requirements of laws such as GDPR, PDPB and CCPA, and update its privacy policy and settings of social media website in a timely manner, so as to meet the requirements of the new legal framework, such as reducing the collection of user information and giving users more control over their personal information.

In terms of ethical responsibility, Facebook must take into account society's expectations regarding the privacy and security of personal information in order to make more ethical business decisions and provide greater protection for personal information. The introduction of various ethical theories is beneficial for Facebook to analyse the correctness and morality of its business decisions from multiple perspectives.

Improvements in legal and moral responsibility could also help Facebook improve its performance in economic responsibility, such as reducing the risk of business scandals, user boycotts and falling stock prices. In addition, Facebook needs to organize a complete CSR report or code, so as to provide a direction for managers and employees to coordinate their behaviours, so that Facebook can undertake corporate social responsibility as a whole, which is currently lacking in Facebook.
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