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Research report: Information leaks in healthcare








Cybersecurity is very important in healthcare. It protects patient records, hospital systems, and medical devices from cyberattacks. Hackers try to steal, change, or sell sensitive information. One of the first computer viruses, Creeper, appeared in the 1970s, showing that even early computer systems were vulnerable. Today, as healthcare systems become more digital, protecting patient data is more important than ever.
This report explores the problem of information leaks in healthcare. It explains why cybersecurity matters, how leaks happen, and what can be done to prevent them. Keeping patient data safe is key to protecting both people and the healthcare system.

Why is this research important
Cybersecurity in healthcare is crucial because it protects people’s private information. Hospitals and clinics store names, medical records, and personal details. If this data is leaked, it can lead to fraud or harm to patients.
Healthcare is often targeted by hackers. A famous example is the 2017 NHS cyberattack (WannaCry), which disrupted hospital services. As a healthcare systems move online, the risk grows.
Cybersecurity also helps maintain trust. If patents feel their information is unsafe, they may avoid seeking care. Some hospitals use old software or weak passwords. This research helps highlight areas that need improvement and shows how hospitals can stay safe.

Information sources
1.  NHS Digital – Cyber security
This official NHS website explains how hospitals protect patient data and systems from cyberattacks. It gives advice and shows what steps are being taken. It is reliable, current, and directly related to UK healthcare.
2.  World Health Organisation (WHO) – Cybersecurity in Healthcare
The WHO provides guidance for hospitals worldwide. It shows that data leaks are a global problem and offers clear steps to reduce risks. This source gives a broad view and expert advice.
3.  National Cyber Security Centre (NCSC) – Health Sector Threat Reports
The NCSC protects the UK from cybercrime. This source includes real examples and expert advice for hospitals. It is trusted and explains current threats clearly.

Research Methodology
There are two types of research: quantitative and qualitative.
· Quantitative research uses numbers and data to look at things like how many hospitals had cyberattacks.
· Qualitative research uses words to understand people’s thoughts, feelings and experiences.
For this project, I will use qualitive research to understand how leaks happen and how they affect patients and staff. I will rely on secondary research, which means using information from existing sources such as websites, articles, and reports.
This method is faster, free and gives expert knowledge. It will help answer my question: How can healthcare stop information leaks.
Data collection
There are two types of data: primary and secondary.
· Primary data is new information you collect yourself, like surveys or interviews. It takes time and effort.
· Secondary data is information already collected by others, like books, articles, websites, and reports.
For this research, I will use secondary data. Trusted sources like NHS Digital, WHO, and NCSC have expert advice and real examples about healthcare information leaks.
I chose secondary data because it’s quick to access and offers good information. I can’t do surveys or interviews myself, so using secondary sources is the best method for this project. It will help me understand the problem and how to solve it.

Information leaks in healthcare are a big problem. They can hurt patients, cause delays, and break trust. Cyberattacks are becoming more common, so hospitals must be prepared.
This report explains why cybersecurity is important. Using trusted sources like NHS Digital, WHO, and NCSC helped me learn about the risks and how to prevent them.

Secondary research gave me expert information and real examples. I found that hospitals need better protection, more training, and improved technology. Cybersecurity helps keep patient information safe and hospitals running smoothly. That’s why this research matters.
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