


abstract
The task given in the assignment is that a corporation wishes to implement a bring your own device to work scheme that will allow staff to bring their technology in and work, maintain and support their own devices. This poses several issues with security, productivity and intellectual property. 
Hyper-fort is a consultancy firm in the energy sector with a global presence and they’re required to deliver IT services to all their employees and clients and it has a huge wireless internet dependency so the solutions for managing the risks must all be done through software. 
With all the concerns in mind we must create a framework that will provide the solution to the task at hand. 
Introduction
When considering a bring your own device to work policy, you must consider several factors such as security, data integrity, system integration and device integration. Bring your own device schemes pose the greatest risk according to Dr Engin Kirda. 
The first factor to consider is security of both the company’s system and the user’s system, and the data held on each, considering this you will have to consider such threats as viruses, hackers, employees leaving the company and social engineers.
 The best way to enforce safe user usage is with policies such as user policy, network security policy and device management. And if these policies fail you must have implemented backup plans such as enterprise mobility management, strong antivirus protection, external backups and system design that incorporates fail-safes and contingency plans to ensure consistent uptime and data integrity 
With that said a strong network is not reliant on policies alone and will also depend on the technology used and the design of the network to create a balanced approach at network security 
 The user policy must cover all aspects of safe usage and intellectual property theft so that they’re aware of the dangers they pose to the other users of the network and the impact of their unsafe usage has on their job.
Many users are unaware of the dangers they can pose, teaching them what to be aware of and how to avoid the potential threats is the first step in creating a safer network for them and everyone else using it. 
Some users display a complete lack of interest of the policy and these pose the highest danger and will often ignore the rules and pretend to be unaware of the rules in place to protect them. 
And some users will completely disregard the policies and violate them intentionally in attempts to cause espionage, blackmail or extortion. 
Users need to be aware of the consequences of breaching the policy, and they must be administered swiftly to ensure data security is not breached and ending up lost, stolen and sold. 
Some of the threats to the network that a user could unintentionally pose are, bringing in devices that are infected, downloading infected media or forwarding chain mail that contains such threats. These can all be avoided with an enforced user policy, that is re-enforced with security awareness training and an awareness campaign.
Network security policy is the policy that is implemented to ensure users are granted the correct level of access rights, so that a low tier employee is only able to access content and parts of the system that is relative to their role at the company, limiting the damage a malicious user could cause. The policy should cover all parts of the systems services are mapped out and that the hierarchy of user access can be defined in such a way that the administration has complete control of how the network is used. 
Device management policy should cover all things related to the devices brought in and the devices used at the company, the policy should cover the most pressing issues such as digital security, data integrity and physical security. 
To start with the policy must ensure that all devices are up to date with the latest software available and all security measures are in place such as anti-virus, encryption and connections are set-up correctly with no third-party systems interfering or intercepting data for malicious reasons. 
The policy must also cover device physical security, the important points of this are being aware of your devices location at all times, and reporting it if it becomes lost or stolen and that it has a safe security measure in place such as a pin or two factor authentication and where you use it outside of work, as you don’t want the vulnerabilities of outdated and unsecured public WIFI impacting your devices security. 
After covering the policies in place you must turn your attention to using software to manage the devices used on your network, there are hundreds of options out there for this purpose but the one that comes with the highest recommendations is AirWatch, this program was designed with bring your own devices in mind and this software was created by the people who created VMware, another commonly used tool in many organisations so it has a very reputable background. 
AirWatch is the ultimate tool for enterprise mobility management and provides a wide variety of network management software and mobile device management under one unified software package. Providing MDM, MAM, MCM and ID management making the network managers jobs easier. 
The software works on any platform and is an amazing unified endpoint management tool, providing complete control over devices on the network with one software platform.
It also has MDM, Mobile device management that allows the IT department to perform mass rollouts of installations, updates and configurations to help manage the software on the devices. Also providing comprehensive tools for asset management and remote troubleshooting.
 It also has MAM, Mobile application management that allows the network administration to apply policy controls to individual apps providing a higher level of control for optimal employee productivity, ultimately creating a divide between business and personal usage while in the office.  
This software solution utilizes per app virtual private networks and asynchronous cloud storage to ensure data integrity. Also providing “risk-based conditional access controls” to ensure the data remains in safe hands. 
The design of the architecture must take several concerns into consideration, such as how much data can the connected devices retain and what failsafe is in place to prevent data leakage. Ideally, we would like the devices to be access cloud versions of the files they’re accessing so everything is saved to the cloud and not locally to the devices. If the software could control this so that while the devices are connecting to the provided resources that they’re only able to edit and view rather than download them this would be a good first step in preventing leakage as we could then monitor the access to the files and log who and when interfaced with them. The network could log all users’ actions on the network and use the logs as evidence if data becomes compromised and you wish to pursue action on finding and holding the culprit accountable. 
In the situation of all users having unrestricted access to the data stored on the network from outside of the office, it leaves a wide opportunity for data leakage. To limit this we could restrict access to devices outside of the physical network and ideally set up restricted access for those that have permission to work from home, then that very small user base can be monitored at a heightened level limiting the risk of data leakage.
There are several concerns about the decline in productivity due to employees feeling more comfortable conducting personal affairs while using their own devices while on company time. This will be addressed in the user policy and the Mobile application management portion of AirWatch and ultimately it will be monitored, and the appropriate discipline will be administered. 
Some of the biggest technical concerns for the bring your own device scheme is device compatibility and that is ultimately one of the deciding factors behind choosing AirWatch as the mobile device management software for the company. AirWatch should also be compatible with all windows platforms and mobile platforms running apple and most modern apple computer platforms. With all android devices above jelly bean being supported it offers a very wide variety of support for modern devices. [1]
The Mobile Application management provides ultimate control over the devices, allowing administration to manage and monitor the per app usage and how they’re being used. This provides a high level of control. 
“Mobile application management (MAM) technologies apply management and policy controls to individual apps instead of the entire device. MAM solutions typically offer a custom app store that enables control and delivery of both internally-developed and third-party apps. IT admins can add security, encryption and control to mobile apps using AppConfig Community standards or software development kit (SDK) or app wrapping solutions from the MAM provider.” [2]
The biggest threat to intellectual property owned by the company is when a employee leaves the company, albeit through voluntarily or forced. The nature of the person leaving the employment of the company can ultimately determine the nature of theft. Some employees may be approached by a competitor and offered a reward for stealing data that will benefit the rival company. Other cases could be that the employee is caught breaching the terms of employment and is dismissed from the company, then in an act of revenge tries to sell the secrets obtained through employment to try and sabotage or hurt the employers through data exfiltration. 
After using software to log all of the interaction with the data on the system and limiting factors such as devices are only able to access the data on company property, and security check points to ensure no data physically leaves the building there isn’t much more you can physically do. So that’s when you introduce legal limitations in such as employees signing non-disclosure agreements and other legal documents to ensure that anything gained for the company stays with the company. 

There are several advantages to a bring your own technology to work scheme, it allows for a more unified approach to working with what the employees find comfortable and allows a greater sense of freedom of use. 
Pros
Freedom 
This will give the employees a sense of freedom that they can pick and chose their own device to bring to work so that they may be more comfortable using what the pick. 
Sense of ownership	
Unfortunately, in a lot of cases it takes someone personally owning technology for them to truly respect it and look after it, and with this we may see a decline in customers dropping their work devices and claiming for a new one. 
Convenience 
Customers will find it way more convenient for them to be using their own technology, even if it’s just for taking notes during the meeting or contacting partners to close the deal. 
Preferences 
Some people really loathe using anything other than their own preferred brand and will likely be more productive if they’re happier with what they’re using. 
Company cost 
This bring your own tech scheme may save the company a lot of money on re-occurring upgrades that people are so keen to do. And maintaining and supporting devices will likely be a lot less. 







Cons

Supporting the devices
As with any device brought on to the network, the administration must support it adequately, by installing the relevant software for the job and the mobile management software to ensure the device is abiding by the policies in place. 
Security 
Some devices may be prone to exploits that other devices are not. With such a wide variety of devices on the network staying up to date with the latest vulnerabilities will be even more important to ensure the network remains safe. 
Personal devices leaving the company
Unfortunately, if someone does decide to leave the company they’re taking their device with them so the policy must and procedure must cover this to ensure that the security of the data is not compromised. 
Here you can see a context level data flow diagram of how the customer and the employee interact and how they’re using technology in their meeting to support the decisions. [image: ]
This holds several merits for both parties, as it allows the employee to find the latest facts, but it also allows the customer to do the same thing. The employee can act on this and show them that they’re getting the best deal and that the solutions provided by hyper fort are unique and that they’re only going to get them there. This also allows the customer to communicate with their co-workers to make an immediate decision, and if need be conference calls about the decision there and then. 
[bookmark: _GoBack]

The proposed architecture of the network incorporating the bring your own technology scheme. 
As seen in the attached screenshot the design implements a robust system to ensure optimal uptime and security, there is a second smaller WIFI network running alongside the main network for members of the public and customers to use while visiting our headquarters, this will provide a safe way for them to connect to the VPN and allow them to browse the internet with no way of connecting to the secured network that has the confidential data on it. [image: ]


Conclusion 
I believe that a bring your own device to work policy will ultimately be a very costly system to implement and maintain and it will likely create more security flaws that a unified system that uses one brand of device as there will be many security flaws in the variety of devices and because of this and the lack of faith in employees to keep their devices up to date I do not believe it to be a great idea for any business that handles confidential data. And I do believe that any implementation of this scheme is purely to try and look cutting edge without spending the money on the equipment for the employees. So, for an employer’s perspective it could be considered a good thing, but really it will cost a lot more in security management and data handling. 
From an employee perspective it could be considered a great thing, unless you have employees that do not like to invest in personal devices and now they’re being singled out for not having technology that is up to date or flashy and this could lead to other problems in the workforce and the morale of your employees. 
I would recommend that the policies in place are reviewed periodically and anyone who has access to the secured data must do so while on company premises unless otherwise authorised to do so. And I believe that a non-disclosure agreement would be a vital thing to put in place to ensure that data leakage comes with a heavy penalty. I also believe that the physical access to the network must be continuously monitored to ensure that the data held cannot be physically breached. 
Appendix 
https://www.zdnet.com/article/how-to-write-a-good-security-policy-for-byod-or-company-owned-mobile-devices/
https://www.air-watch.com/faq/what-is-uem
https://www.thebalancecareers.com/bring-your-own-device-byod-job-policy-4139870
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