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Introduction 

1. Key functions of general Operating Systems 

1.1 Process and Processor Management 
 

Process Management deals with the processes creation, execution, scheduling, and termination. The 
processor needs to divide the available time for execution among several programs. It is the job of the 
operating system to keep an eye on the state of the process and resource usage. The Windows Task 
Manager gives real-time data on the applications and background processes along with the resource 
usage of these applications [1]. There is another way of doing process management using PowerShell, 
where the command Get-Process is used to get information on the processes running on the local 
computer [2]. 

 

macOS has an application called Activity Monitor which lets the user view the details of the processes 
and sort them using columns as well as see the CPU activity. According to Apple Inc., the Activity 
Monitor can display the details of processes, CPU time and memory usage as well as being able to 
quit the misbehaving processes [3].

 

 

 

 
Tasklist displays all running processes in Windows. “/FI “STATUS eq RUNNING” is used for filtering out 

running processes from the list of all the processes. “/FO TABLE” is an option that outputs the information in 

a tabular form. Process Name, PID (Process ID), session, and memory are some of the useful information 

provided in the output. 
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1.2 Memory Management 
 

Memory management manages how RAM and virtual memory are allocated to processes. Isolation 

among processes should be maintained while efficient allocation of physical memory should be done 

by the OS. Microsoft clarifies that memory-performance data in Windows is found via performance 

counters which can be seen in applications like Task Manager [4]. This helps in comparing the memory 

performance across all processes with total memory performance. 

The Activity Monitor tool on macOS gives Memory Pressure, Physical Memory, Memory Used, 

compressed memory, cached files, and swap details [5]. Linux offers similar command line access 

through free and top command line applications. Memory management thus enables multitasking and 

helps in detecting poor performance, application misuse, and lack of sufficient RAM. 

 

 

 

 

The command Get-ChildItem -Force will show all files and folders in the chosen location including the hidden 

and the system objects. With the use of the -Force parameter, it is possible to show the objects which are hidden 

from the user view by default. 
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1.3 File System Management 
 

File systems enable organization of data in terms of files and folders. Operations on files, like 
creation, read, copy, move and deletion of files, are handled by the OS, and permission dictates the 
users who have access to those files. Windows offers File Explorer for graphical interface 
management, as well as the command line interfaces such as dir. Dir is described in Microsoft 
documentation as a command for displaying files and subdirectories including details like size and 
modification date [6]. 

 

In Linux and macOS operating systems, commands like ls, mkdir, cp, mv and chmod along with file 
explorer graphical interface are used. The common concept is that the OS acts as an abstraction 
layer for the physical storage devices so that applications do not interact with storage sector directly. 
The most important aspect is the file permission and ownership. 

 

 

 

 

 

Get-ChildItem -Directory command shows the directories of the chosen path only. By using -Directory switch, 

we are able to ignore the files and focus on directories within the Windows system. 
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1.4 Security and Protection 
 

Security and protection measures prevent unauthorized access to resources available within the 
operating system and also maintain confidentiality, integrity, and availability. Windows offers account 
management, access control, and security functions, while Linux and macOS rely on users, groups, 
permissions, and privileges. The Get-Local User cmdlet in Windows PowerShell allows fetching local 
user accounts, both default and created [7]. 

 

Another aspect of security is that which prevents an application or user from performing certain 
actions. An ordinary user does not need automatic administrative privileges since an infected 
application would alter the system in its entirety. Thus, OS security ensures that authentication, 
authorization, and resource security take place. This can be shown through user accounts, groups, 
and permissions on files of the specific OS. 

 

 

 

 

Use of the “ipconfig /all” command provides detailed information on the network configuration of the 
computer. Through the use of “/all,” one will be able to obtain information on the IP address, physical address, 
DNS settings, and whether the computer has DHCP or not. 
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2. Use of Windows OS CLI commands. 
Windows Command Prompt and PowerShell both support command line administration and automation. The 

examples listed below will demonstrate the five required topics. PowerShell is particularly useful for 

administration as commands like Get-Process retrieve process objects that can be easily filtered and format 

 

Ping 8.8.8.8 is a command used to determine if the computer is able to communicate with other computers 

through the network. The command is executed by sending packets to the destination and measuring the 

time taken for the reply. 

 

 

The tracert 8.8.8.8 command will trace the path taken by the packets as they traverse from your computer to 

their destination. The output will list each of the hops in the path, together with the time it takes for each one 

to respond. 
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The whoami command shows the name of the account that is logged into the system running the Windows 

OS. The usefulness of this command lies in its ability to determine which user account is logged on.  

 

 

 

The net user command is used to show the available user accounts in a Windows computer. This can be 

done by an administrator in order to manage user accounts in the system. 

 

 

 

The schtasks /query command is used to display the schedule tasks of the Windows system. It gives data 

like the name of the task, when it will run next, and its status. 
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Schtasks /query /fo LIST /v command shows the scheduled tasks in the form of list. The parameter /fo LIST 

gives output in the form of list whereas the parameter /v gives more information about the task like task 

status, last run time, next run time, and the executable task program. 
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3. Use of Linux OS CLI commands 

The Linux Command line Administration revolves around small utilities which can be combined by use of 

pipelines, redirection, and shell control structures. Bash supports conditionals and loops [9] whereas the 

normal Linux utilities support processes, files, networking, users and scheduling. 

 

The first Linux screenshot shows basic file and directory management commands. The pwd command 

displays the current working directory, while mkdir -v coursework creates a new folder called coursework and 

confirms that it has been created. The ls -l command then displays the contents of the current directory in a 

detailed list, including file permissions, ownership and other information. 

 

 

 

The next screenshot shows process management commands in Linux. The ps aux command displays 

detailed information about the processes currently running, including the user, Process ID (PID), CPU usage, 

and memory usage. The top -b -n 1 | head -n 15 command displays a snapshot of system activity and limits 

the output to the first 15 lines, making it easier to view the most important process information. 
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The ping -c 4 google.com is a command used to perform a test of network connectivity between the Linux 

system and Google. The use of -c 4 specifies that only four packets be sent to check the connection. The 

output displays the success of packet transmission and the response time. 

 

 

The command ‘ip addr show’ gives an output of the network interfaces available in the Linux system. This will 

give an output of the IP addresses, status of the interface, and network configuration. 

 

 

 

The command id -u will show the number that corresponds to the User ID (UID) of the current user who is 

logged into the system. The output shown in the picture is 1000, which is the UID of the current user.  
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Crontab is the command used for creating and managing scheduled tasks on Linux. This command can be 

used to schedule the running of commands and scripts at certain periods of time or certain intervals.  

 

 

The “systemctl list-timers” command is used to see timer tasks that are scheduled on a Linux machine. It 

gives details like the next time the timer will execute, the last time it executed, and the associated service 

name. 
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4. Use of Windows OS scripts 
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The above Windows script shows how commands can be automated to carry out several tasks. In the script, 

variables are used for data storage, user input is taken, calculations are done, there is use of an IF statement 

for decision making, and there is a FOR loop that allows for command repetition. 
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5. Use of Linux OS scripts. 

 

 

 

 

 

 

The Linux script demonstrates automation using Bash commands. It uses variables to store values, accepts 

user input, performs calculations, uses an if statement to make decisions, and uses a for loop to repeat 

commands. This shows how Linux scripts can automate multiple tasks and reduce the need to enter 

commands manually. 
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Conclusion 

From this report, it can be seen that Windows, macOS, and Linux offer identical capabilities of an operating 

system but use different methods and interfaces. Processor and process management enables running of 

multiple programs in the shared environment of the CPU. Memory management allows controlling RAM and 

virtual memory. File management offers persistent and organized storage, whereas security and protection 

limit access to certain users and processes. GUI applications such as Windows Task Manager and macOS 

Activity Monitor make all those features accessible for users. Command line interface of Linux provides 

detailed control. 

Windows and Linux CLI section shows how administration can become reproducible and accurate through 

use of commands and switches. Windows PowerShell is great for administrative work due to ability to pipe 

and filter commands, although traditional commands like tasklist and ipconfig can still be used. Commands 

in Linux are modular, allowing to combine process, file and network tools. User management and scheduling 

commands show how operating systems enable restricted access and scheduled operations. 

Scripting section demonstrates the concept of automation through scripts instead of individual commands. 

Batch and Bash scripts can receive user inputs, assign values to variables, do math, make decisions, and 

repeat commands in loop form. It means that regular actions such as system diagnostics, file listing, log 

analysis, and backup testing can be carried out in repeatable fashion. Practical screenshots that are 

requested in assessment should be taken by the student from his/her authorized computers and put into 

appropriate places. 
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