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Part A

Campus Club Management System (CCMS) – Database Design and Implementation Report


[bookmark: _Toc215127538]1. Introduction
University clubs and societies contribute significantly to student engagement, social inclusion, and personal development. However, many student unions continue to rely on paper-based tracking, spreadsheets, and inconsistent communication tools, creating inefficiencies in membership management, event planning, and reporting. A structured database-driven solution provides improved data integrity, reliable reporting, and efficient operational workflows.
This report presents the design and implementation of a Campus Club Management System (CCMS) developed using MariaDB. The system centralises club information, student profiles, memberships, events, participation records, and official announcements. Following recommended database engineering practices, the solution applies relational modelling, normalisation, constraints, stored routines, triggers, transactions, and performance optimisation techniques. Such an approach aligns with best practices described in relational database literature [1]–[3].

[bookmark: _Toc215127539]2. Database Design
[bookmark: _Toc215127540]2.1 Entity Identification
Based on the case study requirements, the following core entities were identified:
· ClubCategory – defines the classification of clubs (e.g., Academic, Sports).
· Club – stores operational details about each club.
· Student – maintains student personal and registration information.
· Membership – represents a many-to-many relationship between Clubs and Students.
· Event – records club events including capacity and scheduling.
· EventParticipation – tracks student engagement in events.
· Announcement – stores official communications sent to students.
· AnnouncementRecipient – stores which student received each announcement.
· MembershipAudit – records historical changes for auditing.
These entities capture all functional requirements outlined by the Students’ Union and support future expansion.
[bookmark: _Toc215127541]2.2 Attributes and Keys
Each table includes a primary key, appropriate data types, and foreign keys to maintain referential integrity. Examples include:
· club_id, student_id, announcement_id as primary keys.
· Foreign keys such as Membership.student_id → Student.student_id ensure integrity.
· Unique constraints such as uq_student_no prevent duplicated student records.
Such constraints reduce redundancy and prevent invalid entries, following recommendations in relational system design literature [4].
[bookmark: _Toc215127542]2.3 Entity–Relationship Modelling
A full ERD (submitted separately) illustrates all entities and relationships:
· ClubCategory (1) → (∞) Club



One category can have many clubs; each club belongs to exactly one category.
· Club (1) → (∞) Event
           A club organises many events; each event is linked to one club.
· Student ↔ Club (M:N) via Membership
· Student (1) → (∞) Membership
· Club (1) → (∞) Membership
             Conceptually: a student can join many clubs; a club has many students.
· Student ↔ Event (M:N) via EventParticipation
· Student (1) → (∞) EventParticipation
· Event (1) → (∞) EventParticipation
Conceptually: a student can attend many events; an event can have many students.
· Announcement (1) → (∞) AnnouncementRecipient
One announcement can be sent to many students.
· Student (1) → (∞) AnnouncementRecipient
One student can receive many announcements.
· Membership (1) → (∞) MembershipAudit
      Each membership record can produce many audit entries when changed.
The ERD ensures that each functional requirement—events, membership tracking, announcements—is supported through appropriately modelled relationships.

[bookmark: _Toc215127543]2.4 Normalisation to Third Normal Form (3NF)
Normalisation was applied systematically to the Campus Club Management System (CCMS) schema to reduce redundancy, avoid update anomalies and ensure logically consistent data storage. The design process followed the classical progression through First, Second and Third Normal Form as described in relational database theory [5].

First Normal Form (1NF):

To satisfy 1NF, all tables were designed so that attributes contain only atomic (indivisible) values and each row is uniquely identifiable. For example, the Student table stores a single email address per row (email), rather than a list of emails, and name attributes are split into first_name and last_name instead of a single concatenated name field. Similarly, event details such as event_datetime and venue appear as single-valued attributes in the Event table. No repeating groups or multi-valued attributes are present, so each table conforms to 1NF.
Second Normal Form (2NF):
2NF requires that every non-key attribute is fully functionally dependent on the whole of a candidate key, and not on part of a composite key [5]. This is particularly relevant for junction entities that naturally have composite keys, such as the relationship between students and clubs. Conceptually, Membership could have used (student_id, club_id) as a composite primary key to represent a student’s membership in a specific club. In this scenario, non-key attributes such as joined_date and status depend on the combination of (student_id, club_id) rather than on just one of the columns, satisfying 2NF. For implementation clarity, a surrogate key membership_id was introduced as the primary key, while a UNIQUE(student_id, club_id) constraint still enforces the logical composite key. This design maintains 2NF by ensuring that attributes such as joined_date and status depend only on the single primary key (membership_id), which in turn uniquely identifies each (student_id, club_id) pair.
Third Normal Form (3NF):
3NF eliminates transitive dependencies, meaning that non-key attributes should not depend on other non-key attributes [5]. In CCMS, attributes such as category_id are stored in the Club table as a foreign key referencing ClubCategory. Category-related details (name, description) reside only in ClubCategory, not repeated in Club, thereby avoiding transitive dependencies like Club.name → Club.category_id → ClubCategory.name. Similarly, student contact details (email) are held exclusively in the Student table and not duplicated in Membership, EventParticipation or AnnouncementRecipient. This ensures that changes to a student’s email or a club category are performed in a single place, preventing update, insertion, and deletion anomalies.
Overall, the final schema satisfies 3NF because:
· Each entity has a clearly defined primary key.
· All non-key attributes depend on the key, the whole key and nothing but the key.
· Descriptive attributes are isolated into their own entities (e.g., ClubCategory, Student) rather than being duplicated across multiple tables.
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[bookmark: _Toc215127544]3. Database Implementation
[bookmark: _Toc215127545]3.1 Table Creation and Constraints
All tables were implemented using CREATE TABLE statements including:
· Primary keys to uniquely identify records
· Foreign keys for relational integrity
· UNIQUE constraints to avoid duplicate student numbers or club names
· CHECK constraints where appropriate (e.g., status fields)
Foreign keys use REFERENCES clauses to enforce relational rules. For example:
CONSTRAINT fk_member_student FOREIGN KEY (student_id)
  REFERENCES Student(student_id)
This implementation ensures the system maintains a consistent state even in multi-user environments [6].

[bookmark: _Toc215127546]3.2 Sample Data Insertion
Realistic test data were inserted into each table. Examples include:
· 4 club categories
· 5 clubs across categories
· 7 simulated students
· 8 memberships linking students to clubs
· 5 events
· 7 event participation records
· 5 announcements and 7 announcement recipients
This data supports validating queries, testing triggers, and demonstrating stored procedure 
functionality.
[bookmark: _Toc215127547]3.3 Stored Procedures with Transaction Handling
Stored procedures were implemented to encapsulate business logic and ensure transactional integrity, following recommendations highlighted by standards such as SQL:2016 and academic literature [7].

Key procedures include:
[bookmark: _Toc215127548]1. sp_add_student
Inserts a new student with:
· START TRANSACTION
· COMMIT on success
· ROLLBACK on failure using EXIT HANDLER FOR SQLEXCEPTION
This ensures a failed insert does not partially create inconsistent records.
[bookmark: _Toc215127549]2. sp_register_membership
Implements validation:
· Checks student exists
· Inserts membership
· Rolls back if validation fails
This prevents orphan memberships and enforces referential rules in application logic.
[bookmark: _Toc215127550]3. sp_delete_event
Ensures deletion of:
· EventParticipation dependencies
· Then the event itself
This avoids orphan participation records.
[bookmark: _Toc215127551]3.4 Transactional Scenario
The major required transactional scenario is implemented in sp_register_student_for_event, which performs:
1. Student existence validation
2. Event existence lookup
3. Capacity check using:
4. SELECT COUNT(*) INTO v_current FROM EventParticipation WHERE event_id = p_event_id;
5. Automatic rollback using SIGNAL where capacity is reached
6. Final commit only when all validations succeed
This reflects ACID principles [8]:
· Atomicity: all steps complete successfully or none do
· Consistency: constraints enforced (e.g., no overbooking)
· Isolation: transaction prevents concurrent conflicts
· Durability: committed changes persist
Such logic is essential for event management systems, where capacity enforcement is critical.
[bookmark: _Toc215127552]3.5 Triggers and Audit Logging
Three database triggers were created to provide automatic auditing of all modifications performed on the Membershiptable. These triggers are:
· trg_membership_insert
· trg_membership_update
· trg_membership_delete
Each trigger is executed automatically by the database whenever a corresponding operation occurs—insert, update, or delete. Instead of relying on application-level logging, these triggers operate at the database engine level, ensuring that all changes are permanently recorded regardless of how they were initiated.
The triggers write detailed audit entries into the MembershipAudit table, capturing essential information such as:
· action_type (e.g., INSERT, UPDATE, DELETE)
· action_time, using the system timestamp
· old and new values, allowing comparison of changes over time
· user performing the change, collected through MariaDB’s USER() function
This structure provides a full historical record of membership activity, supporting traceability and enabling administrators to review past modifications or investigate unexpected changes. Audit trails are widely recognised in data governance literature as critical for compliance, accountability, and operational transparency, particularly in systems that manage sensitive or multi-user data [9].
By implementing these triggers, the system ensures that no membership change goes unrecorded, strengthening both the integrity and the reliability of the database.

[bookmark: _Toc215127553]4. Performance Tuning Enhancements
[bookmark: _Toc215127554]4.1 Indexing Strategy
Several secondary indexes were added to improve performance of frequent queries:
· idx_student_student_no – speeds student lookup during registration.
· idx_membership_student, idx_membership_club – optimise membership queries by student or club.
· idx_event_datetime – improves filtering and ordering of events.
· idx_event_participation_event – speeds attendance queries.
· Recipient indexes – improve announcement delivery reports.
Indexes were selected based on anticipated query patterns—particularly those appearing in stored procedures and reporting queries—consistent with best practice guidance [10].
[bookmark: _Toc215127555]4.2 Performance Considerations
Indexes significantly reduce search times:
· From O(n) full table scans
· To O(log n) indexed lookups
This improves efficiency during peak usage periods, especially where many students and clubs interact with the system.
However, over-indexing was avoided, as excessive indexing can degrade write performance [11].    The selected indexes strike a balance between read optimisation and acceptable insert 
performance.             


[bookmark: _Toc215127556]5. Conclusion and Reflection
The Campus Club Management System successfully meets the operational and functional needs outlined in the case study. Through a structured relational design, the system ensures:
· Consistency of membership and club data
· Reliable event management with enforced capacity limits
· Accurate communication tracking
· Full auditability through triggers and an audit table
The use of normalisation, constraints, and foreign keys ensures data integrity, while stored procedures encapsulate business logic in a secure, maintainable way. The transactional scenario demonstrates robust handling of multi-step operations, preventing inconsistencies such as overbooked events. Performance tuning through carefully chosen indexes ensures fast data retrieval and supports scalability.


[bookmark: _Toc215127557]Reflection
Challenges primarily arose from ensuring correct transactional logic and designing effective trigger-based auditing. Troubleshooting required a strong understanding of SQL error handling, ACID principles, and relational constraints. The experience reinforced the importance of designing databases that are both structurally sound and operationally robust. Future improvements may include integration with a frontend application, role-based access control, and automated reporting dashboards.
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PART B 
(PHP Recipe Website + SQL Injection Section)**

Topic: “Dynamic PHP Recipe Management Website”



[bookmark: _Toc215127560]1. Introduction
Modern web applications increasingly rely on database-driven content to present dynamic, personalised and interactive experiences for users. PHP remains one of the most widely used languages for server-side web development due to its ease of use, strong database integration and extensive support across hosting platforms [1]. This project presents a PHP-based recipe management website designed to demonstrate core web development concepts including database connectivity, dynamic content generation, CRUD operations, searching, and essential security practices such as SQL injection prevention.
The chosen subject—a recipe catalogue website—provides a rich dataset with meaningful relationships between entities such as recipes, categories and ingredients. It offers natural opportunities to implement features such as filtering by category, searching by keyword, and administering recipe records. This report outlines the design of the system and provides an academic discussion of SQL injection, supported with demonstrations of vulnerabilities and implemented security hardening measures.

[bookmark: _Toc215127561]2. Website Overview
The “Dynamic Recipe Manager” is a PHP application that allows users to browse, search and filter recipes stored in a MySQL/MariaDB database. Core public-facing features include listing recipes, viewing details, searching by keyword and filtering by category. Administrative features—protected via a login form—allow authorised users to add, edit and delete recipes.
The website follows a modular PHP architecture using separate files for configuration, database access, templating and routing. SQL queries are performed using PHP Data Objects (PDO), enabling prepared statements and exception handling. All data displayed is retrieved dynamically from the database, ensuring consistency between backend storage and the user interface.

[bookmark: _Toc215127562]3. Database Design
[bookmark: _Toc215127563]3.1 Entity Identification
The system is built on three core entities:
· Recipe: the central element of the website, containing details such as name, preparation time, ingredients list and instructions.
· Category: classifies recipes (e.g., “Desserts”, “Vegetarian”, “Main Dishes”).
· Ingredient: optional extension table that stores structured ingredients per recipe.
These entities provide sufficient normalisation, enable relational queries, and support CRUD functionality.
[bookmark: _Toc215127564]3.2 ERD Description
The database consists of three main tables:
Category
· category_id (PK, INT)
· category_name (VARCHAR)
Recipe
· recipe_id (PK, INT)
· title (VARCHAR)
· description (TEXT)
· category_id (FK)
· prep_time (INT)
· instructions (TEXT)
Relationship: One Category → Many Recipes
Ingredient
· ingredient_id (PK, INT)
· recipe_id (FK)
· ingredient_name (VARCHAR)
Relationship:
One Recipe ↔ Many Ingredients
This supports full dynamic rendering of recipe details.


[bookmark: _Toc215127565]3.3 Normalisation
Normalisation is a critical stage in relational database design, ensuring that data is structured efficiently while eliminating redundancy, avoiding anomalies, and maintaining long-term data integrity. For this project, the schema for the Recipes Website was systematically normalised to Third Normal Form (3NF) in accordance with established database design theory and best-practice guidance [2], [3]. The process is outlined below.
First Normal Form (1NF)
To satisfy 1NF requirements, all tables were designed to ensure atomicity, meaning that each field contains a single, indivisible value. No multi-valued or repeating groups were stored in any column. For example, a common mistake in recipe databases is to store ingredients as a comma-separated list within a single field. This design was deliberately avoided. Instead, ingredients were placed in a dedicated Ingredient table, with each ingredient represented by a separate row linked to its corresponding recipe via a foreign key. Likewise, instructions were stored as a single text block rather than fragmented lists, ensuring that every attribute remains atomic and consistent with 1NF principles.
Second Normal Form (2NF)
To achieve 2NF, all non-key attributes must depend on the whole of a primary key and not on part of a composite key. Although composite keys were considered, particularly for tables such as Ingredient (which could have used a composite key of recipe_id and ingredient_name), an auto-incrementing primary key (ingredient_id) was introduced instead. This avoids partial dependencies and ensures that every non-key attribute in the table depends entirely on the primary key.
In practical terms, this means that the ingredient name depends solely on ingredient_id and not on only part of a composite combination. Likewise, in the Recipe table, attributes such as title, description, and preparation time all depend functionally on recipe_id, ensuring full functional dependency and compliance with 2NF.
Third Normal Form (3NF)
To achieve 3NF, the design must contain no transitive dependencies, meaning that non-key attributes must not depend on other non-key attributes. To meet this requirement, categories (e.g., Desserts, Main Dishes, Vegetarian) were separated into their own Category table. Without this separation, category names would be repeated across many recipes, creating duplication and increasing the risk of inconsistent updates.
By referencing a category_id in the Recipe table rather than storing category names directly, the design prevents update, insertion, and deletion anomalies. For example, a category name can be changed in one place (the Category table) without affecting recipe integrity. This structural separation is fully aligned with the principles of transitive dependency removal defined in relational theory [2].
Outcome of Normalisation
Through the application of 1NF, 2NF, and 3NF, the database now:
· Avoids duplication, particularly in categories and ingredients
· Prevents data anomalies, such as inconsistent category names
· Supports efficient queries, as related data is properly separated
· Improves maintainability, allowing administrators to update individual elements (e.g., category names) without widespread modifications
· Supports scalability, enabling the schema to grow as more recipes, categories, or ingredients are added
This level of normalisation is widely recommended in academic literature as essential for building flexible, efficient and stable database systems [3].

[bookmark: _Toc215127566]4. PHP–Database Connectivity
The website uses PHP Data Objects (PDO) to establish a secure connection to the MySQL database. PDO is a modern database access layer that supports prepared statements, error handling, and multiple database drivers. By storing the connection logic inside a dedicated db.php file, the application keeps its code modular and easily reusable across all pages that require database access.
The connection is created using a DSN (Data Source Name), which defines the host, database name, and character encoding:
$dsn = 'mysql:host=localhost;dbname=recipes;charset=utf8mb4';
$username = 'root';
$password = '';
A new PDO instance is then created inside a try...catch block:
try {
    $pdo = new PDO($dsn, $username, $password, [
        PDO::ATTR_ERRMODE => PDO::ERRMODE_EXCEPTION
    ]);
} catch (PDOException $e) {
    die("Connection failed: " . $e->getMessage());
}
This structure allows the site to safely handle connection errors while ensuring that all SQL queries use PDO’s built-in protection mechanisms. The use of exception mode (PDO::ERRMODE_EXCEPTION) provides detailed error reporting, and separating the connection into a single file makes the codebase easier to maintain. Overall, this approach supports good programming practice by improving security, readability and reusability within the application.
Using PDO ensures compliance with modern security standards by enabling prepared statements and preventing SQL injection attacks [4].

[bookmark: _Toc215127567]5. Dynamic Content Display
Recipe lists and details are fully dynamic. For example:
$stmt = $pdo->query("SELECT * FROM Recipe");
$recipes = $stmt->fetchAll(PDO::FETCH_ASSOC);
Each recipe is looped and displayed in HTML. Changes in the database are immediately visible on the website, satisfying the requirement for dynamic database-driven content.
The website successfully incorporates dynamic, database-driven content, fulfilling a core requirement of the assignment. All recipe listings, search results, and individual recipe pages are generated in real time using data retrieved directly from the underlying MySQL/MariaDB database. This ensures that any updates made through the administrative interface—such as adding, editing, or deleting recipes—are immediately reflected in the user-facing site without requiring manual modification of HTML.
Dynamic retrieval is implemented using PHP Data Objects (PDO), which provides secure and flexible interaction with the database. For example, the homepage obtains a complete list of recipes through a server-side SQL query executed at runtime:
$stmt = $pdo->query("SELECT * FROM Recipe");
$recipes = $stmt->fetchAll(PDO::FETCH_ASSOC);
The result set is then iterated through using a controlled foreach loop to generate the corresponding HTML output. Each recipe is therefore displayed dynamically, with attributes such as title, description, category, and preparation time extracted from the database rather than being hard-coded into the page. This programming pattern ensures a clear separation between presentation and data layers, consistent with good practice in web application architecture.
Furthermore, because the recipe data is stored centrally in the relational database, any modification to the dataset is instantly propagated throughout the website. For example, if an administrator adds a new recipe through the administrative panel, the new entry appears immediately on the homepage, becomes searchable through the site’s search feature, and generates its own dynamically generated recipe detail page. Likewise, edits or deletions are instantly reflected without requiring file-level changes or manual intervention.
This dynamic approach provides several advantages:
· Automated content management: Recipes are stored in a single authoritative source, eliminating duplication and maintaining consistency across the website.
· Scalability: The site can grow with additional recipes, categories, or ingredients without structural changes to the codebase.
· Maintainability: The use of prepared statements and dynamic rendering reduces code repetition and simplifies long-term maintenance.
· Improved user experience: Visitors always see the most current version of the content, with no outdated or manually edited HTML pages.
Such an implementation aligns with modern web development practices, where dynamic, database-driven content forms the foundation of interactive and maintainable web systems [4].


[bookmark: _Toc215127568]6. Search Functionality
Search allows users to filter recipes by keyword:
$searchTerm = "%" . $_GET['q'] . "%";
$stmt = $pdo->prepare("SELECT * FROM Recipe WHERE title LIKE ?");
$stmt->execute([$searchTerm]);
Users can also filter by category:
$stmt = $pdo->prepare("SELECT * FROM Recipe WHERE category_id = ?");
$stmt->execute([$categoryId]);
Search is essential for allowing users to find relevant content quickly, improving usability and demonstrating back-end logic.

[bookmark: _Toc215127569]7. CRUD Operations
Administrative features include:
Create
Admins can add new recipes through an HTML form. Data is inserted using prepared statements:
$stmt = $pdo->prepare("INSERT INTO Recipe (title, description, category_id) VALUES (?, ?, ?)");
Read
All recipes are displayed using dynamic SELECT queries.
Update
Admins may edit recipes; forms pre-fill existing values, and updated data is written back using:
UPDATE Recipe SET title=?, description=?, category_id=? WHERE recipe_id=?
Delete
Recipes can be removed using:
DELETE FROM Recipe WHERE recipe_id=?
CRUD operations demonstrate full control over database manipulation and server-side business logic.

[bookmark: _Toc215127570]8. Security Measures
Security measures include:
· Login system to restrict admin access
· Server-side validation to prevent malformed inputs
· Prepared statements to prevent SQL injection
· Escaping HTML output to prevent XSS
· The system incorporates several essential security mechanisms to protect both application data and user interactions. These controls align with established best practices in web security and follow principles recommended in contemporary security research and industry guidelines [5]. The measures implemented in the application include authentication controls, input validation, protection against SQL injection, and mitigation of cross-site scripting (XSS).
· 1. Authentication and Access Control
· A dedicated login system ensures that only authorised administrators can access the management interface. User credentials are stored in a secure manner using hashed passwords, generated through PHP’s password_hash()function, which applies salted and computationally expensive hashing algorithms. Authentication is enforced server-side through password_verify(), ensuring that plaintext passwords are never exposed or compared directly. Session variables are used to maintain secure authenticated states, preventing unauthorised manipulation of administrative features such as creating, editing, or deleting records.
· 2. Server-Side Validation
· All user-supplied data is subjected to server-side validation before being processed by the system. This prevents malformed, incomplete, or malicious data from being inserted into the database. Validation also supports application stability by ensuring that data types and formats meet the constraints defined in the database schema. Performing validation server-side avoids reliance on client-side controls, which could otherwise be bypassed by users or automated tools.
· 3. Protection Against SQL Injection
· The system employs prepared statements with parameter binding, using PHP’s PDO library, to eliminate SQL injection vulnerabilities. Instead of concatenating user input directly into SQL queries, placeholders are used and actual values are bound securely at execution time. This ensures that user inputs are treated strictly as data rather than executable SQL code, even in cases where malicious characters or injection patterns are submitted. This method is widely acknowledged as the most effective defence against SQL injection attacks in contemporary database-driven applications [5].
· 4. Cross-Site Scripting (XSS) Mitigation
· To prevent XSS attacks, dynamic output displayed in the browser is passed through htmlspecialchars() before rendering. This ensures that any user-supplied strings—such as recipe names, descriptions, or search results—are safely encoded so that HTML tags or script fragments cannot be interpreted by the browser. By escaping special characters (e.g., <, >, ", '), the system prevents attackers from injecting client-side scripts that could hijack sessions, manipulate content, or target other users of the site.
· Outcome of Implemented Security Controls
· Together, these measures significantly strengthen the security posture of the application. They reduce exposure to common attack vectors such as credential theft, SQL injection, XSS, and invalid input manipulation. Additionally, the use of server-side validation and prepared statements contributes to long-term system reliability by maintaining strong data integrity. The combined approach reflects best practices documented in academic and industry literature and supports a secure and robust deployment model suitable for database-driven web applications.

[bookmark: _Toc215127571]9. SQL Injection 
What is SQL Injection?
SQL Injection (SQLi) is a form of attack where malicious users manipulate input fields to alter the structure of SQL queries executed by a web application. It occurs when user input is inserted into SQL commands without proper validation or sanitisation [6].
Classic forms of SQL injection exploit string concatenation in dynamic SQL statements. For example, an insecure login query:
$query = "SELECT * FROM users WHERE username = '$u' AND password = '$p'";
If an attacker enters:
' OR 1=1 --
The SQL becomes:
SELECT * FROM users WHERE username='' OR 1=1 --' AND password=''
The condition OR 1=1 is always true, granting unauthorized access [7].
SQL injection is dangerous because it can allow attackers to:
· Bypass authentication
· Extract confidential data
· Modify or delete records
· Execute administrative commands
· Damage or destroy entire databases
This makes SQL injection one of the most severe vulnerabilities in web development, listed as a top threat in the OWASP Top Ten [8].

Where the Website Was Vulnerable
Before applying defences, the following areas were vulnerable:
1. Search bar (search.php)
Originally wrote raw input into SQL:
2. $sql = "SELECT * FROM Recipe WHERE title LIKE '%" . $_GET['q'] . "%'";
3. Login page (login.php)
4. $sql = "SELECT * FROM admin WHERE username='$u' AND password='$p'";
5. Delete recipe function (delete.php)
6. $sql = "DELETE FROM Recipe WHERE recipe_id=" . $_GET['id'];
These would allow attacks such as:
· q=' OR '1'='1
· id=1 OR 1=1
Screenshots of successful injection would be inserted here.

Implemented Anti–SQL Injection Defences
1. Prepared Statements
Prepared statements prevent injection by separating SQL code from input data [9]:
$stmt = $pdo->prepare("SELECT * FROM Recipe WHERE title LIKE ?");
$stmt->execute(["%$search%"]);
Why this is effective:
The database treats the value strictly as data, not SQL code.
(Insert screenshot of secure code)

2. Input Validation
User input is trimmed, checked for allowed characters, and rejected if invalid:
if (!preg_match("/^[A-Za-z0-9 ]+$/", $title)) {
   $error = "Invalid characters";
}
Validation blocks malicious characters like ' or ; DROP TABLE.

3. Admin authentication
All dangerous actions (edit/delete) require login, reducing attack surface.

Remaining Weaknesses
If fully secure coding was not implemented everywhere, list remaining issues. Example:
· Ingredient form still concatenates text → screenshot
· “Delete” link uses GET instead of POST
Discuss improvements, e.g., converting to POST requests, using token-based CSRF protection, tightening whitelist validation.

[bookmark: _Toc215127572]10. Conclusion
The recipe website effectively demonstrates the core principles of dynamic web development using PHP and relational databases. Through its implementation of real-time content retrieval, structured data storage, and interactive features, the system showcases the essential backend programming skills expected in contemporary web application development. Key functional components—including dynamic recipe listings, category-based navigation, search functionality, and fully implemented CRUD operations—highlight the practical integration of server-side logic with persistent data management.
Security considerations further strengthen the system’s reliability and academic value. The analysis of SQL injection and the subsequent implementation of secure coding practices, such as prepared statements and robust input validation, reflect an understanding of critical web security threats and appropriate mitigation strategies. The use of hashed passwords and session-based authentication ensures that administrative access is carefully controlled, aligning the project with industry-standard security principles.
Overall, the project meets and exceeds the technical and academic expectations set out in the module brief. It combines functional design, database normalisation, secure coding, and dynamic content generation into a coherent system that illustrates both conceptual understanding and practical competence. The completed website not only demonstrates the student’s ability to develop a data-driven web application but also emphasises the importance of secure and maintainable programming practices in modern web development.
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Mariadg [ccms]> DESCRIBE membership;

Type | Null | Key | Default | Extra
| int(11) [N | PRI | NULL | auto_increment
| int(11) [ N0 | ML | NUCL
| int(11) | NO | MUL | NULL
| date | N | NuLL
| enum('Active', 'Inactive') | YES | | Active

5 rows in set (0.004 sec)

MariaDs [ccms]> DESCRIBE event;
| Type | Nl [ Key | Default | Extra |
| int(11) | NO | PRI | NULL auto_increment |
| int(11) | NO | MUL | NULL I
| verehar(150) | N0 | | NULL |
| verchar(s00) | YES | | NuLL |
| datetime [ NO | MUL | NULL I
| varchar(15e) | NO | | NULL ]
| int(11) | N0 | | NULL I
| tinyintw) N0 | | i

8 rows in set (0.604 sec)

Mariab [cems]> DESCRIBE eventparticipation;

| participation_id

auto_increment

Type | Null | Key | Default | Extra
int(11) | NO | PRI | NULL

int(11) | N0 | MUL | NULL

int(11) [ NO | MUL | NULL

datetine | MO | [
tinyint(1) | NO | 1o

5 rows in set (0.603

sec)

Mariab [ccms]> DESCRIBE announcement;

I Type

Null | Key

| Default | Extra

int(11)
int(11)
varchar(158)
text
datetime

enun(Email’, 'Portal’, 'SocialMedia')

varchar(158)

NULL
NULL
NULL
NULL
NULL
NULL
NULL

7 xows in set (0.604 sec)

Mariab [ccms]> DESCRIBE announcementrecipient;

Type | Null | Key

| Default | Extra

int(11) | No | PRI
int(11) I No | muL

NULL
NULL

| auto_increment |
|
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MariaD [ccms]> DESCRIBE eventparticipation;

| Field | Type | Nl | Key | Default | Extra |
| participation_id | int(11) | NO | PRI | NULL | auto_increment |

| event_id | int() [ NO | ML | N | I

| student_id | int(11) [ No | ML | N | |

| registered_at | datetine | NO | | NULL | i

| attended | tinyint(1) | NO | | e I I
5 rows in set (0.003 sec)
MariaDé [ccms]> DESCRIBE announcement;

| Field | Type | Null | Key | Default | Extra I
| announcement_id | int(11) |'NO | PRI | NULL | auto_increment |
| club_id | int(11) | YES | MUL | NULL | I
| title | varchar(15) [ TR |
| message | text | N0 | | NULL | I
| sent_at | datetine [ TR I
| channel | enum(*Enail’, ‘Portal’, 'SocialMedia’) | No | | NOLL | i
| created_by | varchar(150) R I T i
7 rows in set (0.004 sec)

MariaDs [ccms > DESCRIBE announcementrecipient;

| Field | Type | ol | Key | Default | Extra |

| recipient_id | int(11) | NO | PRI | NULL | auto_increment |

| announcement_id | int(11) N0 ML N 1

| student_id | int(11) N0 ML N |

status | enum('Sent','Failed') [ NO | | Sent | |

| delivered_at | datetime | YES | | NULL | I

| read_at | datetime | YES | | NULL I I

& rows in set (0.003 sec)

Mariadé [ccms > DESCRIBE membershipaudit;

| Field | Type | Null | Key | Default | Extra |

| sudit_id | int(11) [ NO | PRI | NULL | auto_increment |

| membership_id | int(11) | YES | | NuLL 1 |

| student_id | int(11) | YES | | NuLL I |

| club_id | int(11) [¥es | pw | |

| action_type | enum('INSERT','UPDATE','DELETE') [ NO | | NULL | |

| sction_tine | datetine [N | |

| changed by | varchar(150) [¥es | lwel | |

| old_status | enum('Active’,'Inactive') | YES | | NuLL I |

| new status | enun('Active’,'Inactive') [¥es | jwi | |

9 rows in set (0.602 sec)

Maria [cems]> MariaDB [event;
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9 rows in set (0.602 sec)

MariaD [ccms]> MariaDB [event;SELECT * FROM Student;

CCMS_Practical — mariadb -u root -p — 189x59

| Field | Type | Null | Key | Default | Extra |
| event_id | int(11) | NO | PRI | NULL | auto_increment |
| club_id | int(11) | MO | MUL | NULC | 1
| title | varchar(15e) | NO | [T 1
| description | varchar(500) | YES | [T |
| event_datetime | datetime | NO | MUL | NULL | I
| venue | varchar(1se) | NO | i 1
| capacity | int(11) Ino | [T |
| is_restricted | tinyint(1) | No | Ie | 1

rows in set (0.003 sec)

| student_id | student_no | first_name | last_name | email | enrolment_year |
| 1| 5001 | Jomn | smith | john.smithocampus.ac.uk | 2022 |
| 2 | 510002 | Aisha | Khan | aisha.khanGcanpus.ac.uk | 2023 |
| 3| 510003 | Michael | Brown | michael.brownGcampus.ac.uk | 2021 |
| 4| s10006 | Sofia | Gonzalez | sofia.gonzalezGeampus.ac.uk | 2022 |
I 5 | s10005 | Emily | Clark | emily.clorkGcampus.ac.uk | 2024 |
| 6| 510006 | David | Lee | david.leeGcampus. ac.uk | 2023 |
| 7 | steee7 | wei | zhang | wei.zhangacampus.ac.uk | 2024 |

7 rows in set (0.1 sec)

Mariab [cems]> SELECT * FROM club;

| club_id | name | category_id | founding_date |
I 1| Computer Science Socisty | 1| 2015-10-01 |
I 2 | Debate & Public Speaking Club | 1| 2018-02-15 |
I 3 | University Football Club | 2 | 2010-09-81 |
I 4 | International Students Assaciation | 3 | 2012-01-20 |
i 5 | Gaming & Esports Club 4| 2019-12-05 |
5 rows in set (6.000 sec)

MariaDB [ccms]> SELECT * FROM membership;

| membership_id | student_id | club_id | joined_date | status |

I 1] 1 1| 2023-01-15 | Active |

I 2| 1 5 | 2023-02-10 | Active |

I 3 2| 2 | 2023-03-20 | Active |

I ol 3 3 | 2022-09-16 | Active |

! 51 4| 4 | 2023-10-05 | Active |

I ol 5| 1| 2024-01-12 | Active |

I 71 6l 5 | 2023-06-18 | Active |

I 8| 70 3 | 2020-02-02 | Active |

8 rows in set (0.600 sec)




image6.png
& Terminal Shell Edit View Window FriNov 28 10:02

ocoe 7 CCMS_Practical — mariadb -u root -p — 189x59

8 rows in set (0.600 sec)

Mariadg [ccms]> SELECT  FROM event;

| event_id | club_id | title | description | event_datetime | venue | capacity | is_restricted |
I 1] 1| Intro to Python Workshop | Beginner—friendly coding session for new members. | 2624-03-12 15:08:00 | IT Building Lab 2 | W | 0
| 2 5 | Esports Tournament Qualifiers | Campus-wide gaming competition qualifiers. | 2024-04-05 18:00:00 | Student Union Hall | 100 | o
I 3] 3 | Football Team Tryouts | Tryouts for new football players. | 2024-02-28 10:00:00 | Main Sports Field | 60 | 0
1 & | 4 | Cultural Food Festival | Students showcase traditional foods. | 2024-05-10 12:00:00 | Campus Courtyard | 200 | e |
| 5| 2 | Public Speaking Masterclass | Skill-building seminar led by guest speaker. | 2024-83-22 17:00:00 | Lecture Hall A I 8o | 1]
5 rows in set (0.000 sec)
MariaDB [cems]> SELECT * FROM eventparticipation;
| participation_id | event_id | student_id | registered_at | attended |
| 1] 1] 1 | 2026-03-01 09:12:00 | 1
| 2| 1 5 | 2020-03-02 10:15:00 | o]
| 3| 2| 6 | 2020-04-01 14:20:00 | o
| ol 3| 3 | 2020-02-20 11:32:00 | 1]
| 5| “l 4 | 2024-05-01 13:45:00 | o]
| 61 5 2 | 2024-03-18 16:00:00 | 1]
I 71 5| 7 | 2024-03-19 10:25:00 | e |
7 rows in set (0.000 sec)
MariaDB [ccms]> SELECT + FROM announcement;
| announcement_id | club_id | title | message | sent_at | channel
created_by

1 NULL | Welcome to the New Academic Year | General welcome from the Students' Union to all students. | 2024-09-20 09:00:00 | Email |

S President

2024-09-22 17:00:00 | Portal

I
1] CS Society First Meeting Introduction meeting for new and returning Computer Science Society members.

2
©S Society President |
3 3 | Football Trials Reminder

Reminder: Football team trials will be held this weekend. Don't forget your kit. | 2024-09-21 18:30:00 | Email |

|
Football Coach

|
“) 4 | International Food Festival Volunteers | Call for volunteers to help run stalls at the cultural food festival. 2024-10-01 14:00:00 | SocialMedia |
International Society Chair |
| 5 | Esports Tournament Rules Update | Updated rules and schedule for the upcoming campus Esports tournament.

| 5
Gaming Club Coordinator

2024-10-05 16:15:00 | Portal |

5 rows in set (0.600 sec)

MariaD [cems]> SELECT * FROM AnnouncementRecipient;

| recipient_id | announcement_id | student_id | sent_status | delivered_at | read_at |
I 1] 1] 1 sent | 2024-09-20 09:01:00 | 2024-09-20 09:10:00 |
I 2| 1] 2 | sent | 2024-09-20 09:01:30 | NULL |
| Bl 2| 1] sent | 2024-09-22 17:05:00 | 2024-69-22 17:20:00 | '
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i 2] 5 | Esports Tournament Qualifiers | Campus-wide gaming competition qualifiers. 172024-04-65 18:00:00 | Student Union Hall | 160 | o]

| 3| 3 | Football Team Tryouts | Tryouts for new football players. | | Main Sports Field | 60 | 0

i o 4 | Cultural Food Festival | Students showcase traditional foods. i | Campus Courtyard | 200 | o

i s 2 | Public Speaking Masterclass | Skill-building seminar led by guest speaker. | 2024-03-22 17:00:00 | Lecture Hall A | 80 | 1]

5 rows in set (0.000 sec)

MariaDB [ccms]> SELECT * FROM eventparticipation;

| participation_id | event_id | student_id | registered_at | attended |

I 1] 1] 1| 2024-03-01 O 0 | 1]

i 2| | 5 | 2024-03-62 10:15:00 | o

i 3 2| 6 | 2024-04-01 14:20:00 | o]

1 4| 3 3 | 2024-02-20 11:32:00 | 1

1 5| 4| 4 | 2024-05-01 13:45:00 | e |

| 61 5| 2 | 2020-03-18 16:00:00 | 1]

I 70 51 7 | 2024-03-19 10:25:00 | ol

7 rows in set (0.000 sec)

MariaDB [ccms]> SELECT * FROM announcement;

| announcenent_id | club_id | title | message | sent_at | channel

created_by

General welcome from the Students' Union to all students.

1]  NULL | Welcome to the New Academic Year 2024-09-20 €9:00:00 | Email |

SU President

I
| 2| 1| €S Society First Meeting
©S Society President |
| 3 | Football Trials Reminder

Introduction meeting for new and returning Computer Science Society members.

2024-09-22 17:00:00 | Portal |

Reminde: 2024-09-21 18:30:00 | Email |

Football team trials will be held this weekend. Don't forget your kit.
Football Coach |

I 4 4 | International Food Festival Volunteers | Call for volunteers to help run stalls at the cultural food festival.
International Society Chair |

| | 5 | Esports Tournament Rules Update | Updated rules and schedule for the upcoming campus Esports tournament.
Gaming Club Coordinator |

2024-16-01 14:00:00 | SocialMedia |

2024-10-05 16:15:00 | Portal |

5 rows in set (0.600 sec)

Mariab [ccms]> SELECT  FROM AnnouncementRecipient;

| recipient_id | announcement_id | student_id | sent_status | delivered_at

read_at |

| 1] 1 1| sent | 2024-09-20 09:01:00 | 2024-09-20 09:10:00 |
| 2| 1] 2 | sent | 2624-09-20 09:61:30 | NULL I
| 3 2| 1] sent | 2024-09-22 17:05:00 | 2024-09-22 17:20:00 |
| ol 2| 5| Sent | 2624-09-22 17:05:15 | NULL |
| 5 3] 3| sent | 2024-09-21 18:31:00 | 2024-09-21 18:45:00 |
| 61 3| 7| sent | 2624-09-21 18:31:30 | NULL I
I 71 5| 6 | sent | 2624-10-05 16:16:00 | 2024-10-85 16:30:00 |

7 rows in set (0.600 sec)

Mariads [cems)> I []
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7 rows in set (6.000 sec)

MariaDB [ccms]> SHOW CREATE TABLE Membership\e
1. row

Table: Membership

Create Table: CREATE TABLE ‘Membership® (

“membership_id" int(11) NOT NULL AUTO_INCREMENT,

“student_id® int(11) NOT NULL,
“club_id" int(11) NOT NULL,
oined_date’ date NOT NULL,

“status® enum('Active’,'Inactive') DEFAULT ‘Active’,

PRIMARY KEY ('membership_id'),

UNIQUE KEY “uq_membership’ ("student_id", "club_id"),

KEY “idx_membership_student’ (*student_id'),

KEY "idx_membership_club® (‘club_id'),

CONSTRAINT *fk_member_club’ FOREIGN KEY (*club_id') REFERENCES 'Club® (‘club_id'),
CONSTRAINT "fk_member_student FOREIGN KEY ('student_id') REFERENCES ‘Student  ('student_id")
) ENGINE=InnoDB AUTO_INCREMENT=9 DEFAULT CHARSET=utf8mbs COLLATE=utf8mbé_general ci

1 row in set (0.600 sec)

MariaDB [ccms]> SHOW CREATE TABLE Event\G
1. row

Table: Event

Create Table: CREATE TABLE ‘Event’ (

‘event_id" int(11) NOT NULL AUTO_INCREMENT,

‘club_id" int(11) NOT NULL,

“title® varchar(150) NOT NULL,

“description’ varchar(500) DEFAULT NULL,

“event_datetime’ datetime NOT NULL,

‘venue' varchar(150) NOT NULL,

‘capacity’ int(11) NOT NULL,

“is_restricted’ tinyint(1) NOT NULL DEFAULT 6,

PRINARY KEY (“event_id'),

KEY “fk_event_club® (‘club_id'),

KEY 'idx_event_datetime' ('event datetime'),

CONSTRAINT "fk_event_club’ FOREIGN KEY ('club_id') REFERENCES "Club’ ('club_id")
) ENGINE=InnoDB AUTO_INCREMENT=6 DEFAULT CHARSET=utfmb4 COLLATE=utf8mbé_general ci
1 row in set (0.600 sec)

MariaDB [cems]> SHOW CREATE TABLE AnnouncementRecipient\
1. row
Table: AnnouncementRecipient
Create Table: CREATE TABLE ‘AnnouncementRecipient”
‘recipient_id" int(11) NOT NULL AUTO_INCREMENT,
“announcenment_id® int(11) NOT NULL,
‘student_id® int(11) NOT NULL,
“sent_status’ enun('Sent','Failed') NOT NULL DEFAULT ‘Sent’,
“delivered_at’ datetime DEFAULT NULL,
‘read_at’ datetime DEFAULT NULL,
PRIMARY KEY ('recipient_id"),
UNIQUE KEY "uq_announcement_recipient’ ('announcement_id", student_id'),
KEY “idx_announcement_recipient_announcement” (announcement_id'),
KEY “idx_announcement_recipient_student’ (student_id'),
CONSTRAINT “fk_ar_announcement ' FOREIGN KEY ('announcement_id') REFERENCES ‘Announcement' (‘announcement_id"),
CONSTRAINT “fk_ar_student’ FOREIGN KEY ('student_id') REFERENCES 'Student' ('student_id')
) ENGINE=InnoDB AUTO_INCREMENT=8 DEFAULT CHARSET=utf8mb4 COLLATE=utf8mbé_general ci

1 row in set (0.600 sec)

«
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CONSTRAINT *fk_ar_announcement FOREIGN KEY (announcement_id') REFERENCES ‘Announcement' (‘announcement_id'),
CONSTRAINT "fk_ar_student” FOREIGN KEY ("student_id") REFERENCES 'Student’ (’student_id")

) ENGINE=InnoDB AUTO_INCREMENT=8 DEFAULT CHARSET=uif8mbé COLLATE=utf8mbs_general ci

1 row in set (6.600 sec)

Maria [ccms]> SHOW TRIGGERS FROM coms;

| Trigger | Event | Table | Statement

| Timing | Created | sal_mode | Defi
ner | character_set_client | collation_connection | Database Collation |

| trg_membership_insert | INSERT | Membership | BEGIN
INSERT INTO MembershipAudit (
membership_id,
student_id,
club_id,
action_type,
action_time,
changed_by,
old_status,
new_status
) VALUES (
NEW.membership_id,
NEW. student_id,
NEW.club_id,
CINSERT',
NOW(),
USER(),
NULL,
NEW. status
i
END | AFTER | 2025-11-28 09:49:21.25 | STRICT_TRANS_TABLES, ERROR_FOR_DIVISION_BY_ZERO,NO_AUTO_CREATE_USER,NO_ENGINE_SUBSTITUTION | root@localhost | utf8mbé | utfembs_uca
1400_ai_ci | utf8mbé_general ci |
| trg_membership_update | UPDATE | Membership | BEGIN
INSERT INTO MembershipAudit (
membership_id,
student_id,
club_id,
action_type,
action_time,
changed_by,
old_status,
new_status
) VALUES (
NEW.membership_id,
NEw. student_id,
NEW.club_id,
"UPDATE,
NOW(),
USER(),
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changed_by,
old_status,
new_status

) VALUES (
NEW.membership_id,
NEw. student_id,
New.club_id,
"UPDATE ',
NOW(),
USER(),
oLD. status,
NEW. status

2
END | AFTER | 2025-11-28 €9:49:21.28 | STRICT_TRANS_TABLES, ERROR_FOR_DIVISION_BY_ZERO,NO_AUTO_CREATE_USER,NO_ENGINE_SUBSTITUTION | root@localhost | utf8mbé | utf8mb4_uca1400_a
ici | utfembs_general ci |
| trg_membership_delete | DELETE | Membership | BEGIN
INSERT INTO MembershipAudit (
membership_id,
student_id,
club_id,
action_type,
action_time,
changed_by,
old_status,
new_status
) VALUES (
OLD.membership_id,
OLD. student_id,

OLD.club_id,
‘DELETE"
NOW(),
UsER(),
oLD.status,
NULL
i}
Enp | AFTER | 2625-11-28 09:49:21.33 | STRICT_TRANS_TABLES, ERROR_FOR_DIVISION_BY_ZERO,NO_AUTO_CREATE_USER, NO_ENGINE_SUBSTITUTION | root@localhost | utf8mbi utfanbe_uca
1480_ai_ci | utfambé_general ci |
3 rows in set (6.004 sec)
MariaDB [ccms]> SELECT * FROM MembershipAudit;
Enpty set (6.001 sec)
MariaDB [ccms]> UPDATE Membership
> SET status = 'Inactive’
—> WHERE membership_id = 1;
Query OK, 1 row affected (0.604 sec)
Rows matched: 1 Changed: 1 Warnings: ©
MariaDB [ccms]> SHOW PROCEDURE STATUS WHERE Db = 'cems';
| Db | Name | Type | Definer | Modified | Created | Security_type | Comment | character_set_client | collation_connection | Da

tabase Collation |
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> SET status = 'Tnactive"

> WHERE membership_id = 1;
Query OK, 1 row affected (0.604 sec)
Rows matched: 1 Changed: 1 Warnings: @

MariaDB [ccms]> SHOW PROCEDURE STATUS WHERE Db = 'ccms';

| Db | Name | Type | Definer | Modified | created | Security_type | Comment | character_set_client | collation_connection | Da
tabase Collation |
| ccms | sp_add_student | PROCEDURE | root@localhost | 2025-11-28 09:49:21 | 2025-11-28 9:49:21 | DEFINER | | utfanbe | utfembs_ucal400_ai ci | ut
f8nb4_general_ci |
| coms | sp_delete_event | PROCEDURE | root@localhost | 2026-11-28 09:49:21 | 2025-11-28 89:49:21 | DEFINER | | utfenbe | utfembe_ucalsee_ai_ci | ut
femb4_general_ci |
| ccms | sp_register_membership | PROCEDURE | root@localhost | 2025-11-28 09:49:21 | 2025-11-28 09:49:21 | DEFINER | | utfenbe | utfembe_ucal4ee_ai_ci | ut
f8mb4_general ci |
| ccms | sp_register_student_for_event | PROCEDURE | root@localhost | 2025-11-28 9:49:21 | 2025-11-28 09:49:21 | DEFINER | | utfanbe | utfembe_ucal400_aici | ut

f8mbé_general_ci |

4 xows in set (0.605 sec)

MariaD [ccms]> SHOW CREATE PROCEDURE sp_add_student\G
1. row
sp_add_student
sq1_mode: STRICT_TRANS_TABLES, ERROR_FOR_DIVISION_BY_ZERO,NO_AUTO_CREATE_USER,NO_ENGINE_SUBSTITUTION
Create Procedure: CREATE DEFINER='root'@'localhost’ PROCEDURE 'sp_add_student'(
IN p_student_no  VARCHAR(20),
IN p_first_name  VARCHAR(100),

Procedure

IN p_last_name  VARCHAR(100),
IN p_email VARCHAR(158) ,
IN p_enrolment_year INT
)
BEGIN
DECLARE EXIT HANDLER FOR SQLEXCEPTION
BEGIN
ROLLBACK;
END;

START TRANSACTION;

INSERT INTO Student (student_no, first_name, last_name, email, enrolment_year)
VALUES (p_student_no, p_first_name, p_last_name, p_email, p_enrolment_year);

coMMIT;

END

character_set_client: utf8nb4

collation_connection: utf8mbé_ucalsdd_ai_ci
Database Collation: utf8mbé_general ci

1 row in set (0.000 sec)

MariaDB [cems]> SHOW CREATE PROCEDURE sp_register_for_event\G
ERROR 1305 (42000): PROCEDURE sp_register_for_event does not exist
Maria [cems]> CALL sp_add_student('S30861', 'Test', 'User', 'test.userGcampus.ac.uk', 2025); (]
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DECLARE EXIT HANDLER FOR SQLEXCEPTION
BEGIN

ROLLBACK;
END;

START TRANSACTION;

INSERT INTO Student (student_no, first_name, last_name, email, enrolment_year)
VALUES (p_student_no, p_first_name, p_last_name, p_email, p_enrolment_year);

coMMIT;

END

character_set_client: utf8nb4

collation_connection: utf8mbé_ucalddd_ai_ci
Database Collation: utf8mbé_general ci

1 row in set (0.600 sec)

MariaDB [ccms]> SHOW CREATE PROCEDURE sp_register_for_event\G
ERROR 1385 (42000): PROCEDURE sp_register_for_event does not exist

Maria [ccms]> CALL sp_add_student('S30861', 'Test', 'User', 'test.userGcampus.ac.uk', 2025);
Query OK, 1 row affected (0.602 sec)

MariaDg [ccms]> SELECT  FROM Student WHERE student_no = 'S30081';

| student_id | student_no | first_name | last_name | email | enrolment_year |

| 8 | s3eee1 | Test | user | test.user@campus.ac.uk | 2025 |

1 row in set (0.601 sec)

Mariab [cems]> SELECT * FROM Membership WHERE student_id

| membership_id | student_id | club_id | joined_date | status |

| 1] 1] 1| 2023-01-15 | Inactive |
| 2| 1] 5 | 2023-02-10 | Active |

2 rows in set (0.602 sec)

Maria [cems]> SELECT + FROM Membership WHERE student_id = 1;

| membership_id | student_id | club_id | joined_date | status |

| 1] 1 1| 2023-01-15 | Inactive |
| 2| 1] 5 | 2023-02-10 | Active |

2 rows in set (0.601 sec)

Mariag [ccms]> SELECT  FROM MembershipAudit WHERE student_id = 1;

| audit_id | membership_id | student_id | club_id | action_type | action_time | changed_by | old_status | new_status |

| 1] 1] 1] 1| UPDATE | 2025-11-28 1 4 | rootelocalhost | Active | Inactive |

1 row in set (0.600 sec)

Maria [ccms]> MariaDB [ccms)Student WHERE student_no = 'S30001';dent_id = 1.
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Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariabB connection id is 22
Server version: 12.1.2-MariaDB Homebrew

Copyright (c) 2008, 2018, Oracle, MariaDB Corporation Ab and others.
Type *help;* or *\h' for help. Type ‘\c' to clear the current input statement.

Mariadg [(none)]> USE ccms;
Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Database changed
MariadB [cems]>

Mariad8 [ccms]> DELIMITER //

Mariadg [cems]>

MariaD [ccms]> CREATE PROCEDURE sp_register_for_event (

- INpeventid INT,
->  IN p_student_id INT

)

-> BEGIN

->  DECLARE v_capacity IN

->  DECLARE v_current INT:

->  DECLARE EXIT HANDLER FOR SQLEXCEPTION

- BEGIN

- ROLLBACK;

> END;

—>  START TRANSACTION;

->  SELECT capacity INTO v_capacity

->  FROM Event

—>  WHERE event_id = p_event_id

->  FOR UPDATE;

->  IF v_capacity IS NOT NULL THEN

- SELECT COUNT(x) INTO v_current

- FROM EventParticipation

- WHERE event_id = p_event_id;

- IF v_current >= v_capacity THEN

- SIGNAL SQLSTATE '45000'

- SET MESSAGE_TEXT = 'Event capacity exceeded. Registration denied.';
- END IF;

> END IF;

->  INSERT INTO EventParticipation (event_id, student_id, registered_at, attended)
->  VALUES (p_event_id, p_student_id, NOW(), ©);

-

> comurT;

-> END;

- /]

Query OK, © rows affected (6.621 sec)

Mariads [cems]>
Maria [ccms]> DELIMITER ;
MariaDB [ccms]> SHOW PROCEDURE STATUS LIKE 'sp_register_for_event';
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Query OK, © rows affected (0.021 sec)

Mariads [cems]>
Maria [ccms]> DELIMITER ;
MariaDB [ccms]> SHOW PROCEDURE STATUS LIKE 'sp_register_for_event';

| Db | Name | Type | Definer | Modified | created | Security_type | Comment | character_set_client | collation_connection | Database C
ollation |

| coms | sp_register_for_event | PROCEDURE | root@localhost | 2026-11-28 10:67:35 | 2025-11-28 10:07:35 | DEFINER | utf8mba | utfembé_ucal400_ai_ci | utfembé_ge
neral_ci |

1 row in set (0.009 sec)

MariaDB [cems]> SHOW CREATE PROCEDURE sp_register_for_event\G
1. row
Procedure: sp_register_for_event
sql_mode: STRICT_TRANS_TABLES, ERROR_FOR_DIVISION_BY_ZERO,NO_AUTO_CREATE_USER,NO_ENGINE_SUBSTITUTION
Create Procedure: CREATE DEFINER='root @' localhost’ PROCEDURE 'sp_register_for_event (
IN p_event_id INT,
IN p_student_id INT

)
BEGIN

DECLARE v_capacity INT;

DECLARE v_current INT;

DECLARE EXIT HANDLER FOR SQLEXCEPTION

BEGIN

ROLLBACK;
END;

START TRANSACTION;

SELECT capacity INTO v_capacity
FROM Event

WHERE event_id = p_event_id
FOR UPDATE;

IF v_capacity IS NOT NULL THEN
SELECT COUNT() INTO v_current
FROM EventParticipation
WHERE event_id = p_event_id;

IF v_current >= v_capacity THEN
SIGNAL SQLSTATE '45000"
SET MESSAGE_TEXT = 'Event capacity exceeded. Registration denied.';
END IF;
END IF;

INSERT INTO EventParticipation (event_id, student_id, registered_at, attended)
VALUES (p_event_id, p_student_id, NOW(), 8);

coMMIT;
END
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1 row in set (0.609 sec)

MariaDB [ccms]> SHOW CREATE PROCEDURE sp_register_for_event\G
1. row

Procedure: sp_register_for_event

sql_mode: STRICT_TRANS_TABLES, ERROR_FOR_DIVISION_BY_ZERO,NO_AUTO_CREATE_USER,NO_ENGINE_SUBSTITUTION
Create Procedure: CREATE DEFINER="root'@ localhost’ PROCEDURE "sp_register_for_event  (
IN p_event_id  INT,

IN p_student_id INT

BEGIN
DECLARE v_capacity INT;
DECLARE v_current INT;
DECLARE EXIT HANDLER FOR SQLEXCEPTION
BEGIN

ROLLBACK;

END;

START TRANSACTION;

SELECT capacity INTO v_capacity
FROM Event

WHERE event_id = p_event_id
FOR UPDATE;

IF v_capacity IS NOT NULL THEN
SELECT COUNT(*) INTO v_current
FROM EventParticipation
WHERE event_id = p_event_id;

IF v_current >= v_capacity THEN
SIGNAL SQLSTATE '45000'
SET MESSAGE_TEXT = 'Event capacity exceeded. Registration denied.'
END IF;
END IF;

INSERT INTO EventParticipation (event_id, student_id, registered_at, attended)
VALUES (p_event_id, p_student_id, NOW(), ©);

coMuIT;

END

character_set_client: utf8mb4

collation_connection: utf8nbs_ucale_a:
Database Collation: utf8mbé_general ci

1 row in set (0.661 sec)

Maria [ccms]> CALL sp_register_for_event(1, 1);
Query 0K, 2 rows affected (6.002 sec)

MariaDg [ccms]> SELECT  FROM EventParticipation WHERE event_id = 1 AND student_id = 1;

| participation_id | event_id | student_id | registered_at | attended |

| 1] 1] 1| 2024-03-61 09:1:

0 | 1]

1 row in set (0.601 sec)

Mariadg [cems]>
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Type 'help;* or '\h' for help. Type '\c' to clear the current input statement.

Mariadg [(none)]> USE ccms;
Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Database changed
MariaDB [comsl> SHOW TABLE:
| Tables_in_ccns |
| Announcenent |
| AnnouncementRecipient |
| Club I
| ClubCategory |
|
|
|
I
i

| Event
| EventParticipation
| Membership

| MemborshipAudit

| Student

9 rows in set (0.001 sec)

Mariab [ccms]> DESCRIBE student;

| Field | Type | MLl | Key | Default | Extra |
| student_id | int(11) |NO | PRI | NULL | auto_increment |
| student_no | varchar(20) | NO | UNI | NULL | |
| first_name | varchar(100) | N0 | [T 1
| last_name | varchar(16e) | NO | [T |
| email | varchar(1s6) | NO | UNI | NuLL | |
| enrolment_year | int(11) N | [T I
6 rows in set (6.005 sec)

MariaDB [ccms)> DESCRIBE club;

| Field | Type | Null | Key | Default | Extra

| club_id | int(11) | NO | PRI | NULL | auto_increment |
| name | varchar(1se) | NO | UNI | NULL | |
| category_id | int(11) N0 | MUL | NULL I
| founding_date | date | ves | | NuLL I |
4 rows in set (6.604 sec)

MariaDs [ccms]> DESCRIBE clubcategory;

| Field | Type | Null | Key | Default | Extra |

| category_id | int(11) | NO | PRI | NULL | auto_increment |

| name varchar(10e) | No [T I

| description | varchar(2s5) | YES | [ NULL | I

3 rows in set (0.603 sec)

MariaDg [ccms]> DESCRIBE membership;




