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Preamble (short story) Vﬂ W_W
June 17t 2010, Belarus W

BupycbaokAna

* New malware discovered on a PC in Iran running Siemens industrial
control software

* Malware code 20x larger than most other malware (complexity)

* Malware used four previously unseen zero-day exploits in Windows



Stuxnet

W' Highly targeted attack — Malware only deploys when inside the
o Natanz uranium enrichment facility in Iran

I First ever discovered PLC rootkit — direct attack on industrial control
systems

[ o] Specifically designed to attack the production process — damaging
< centrifuge hardware



Outcome

First recorded cyber attack
to result in the destruction
of physical infrastructure
(outside of a lab)

Raised awareness of attacks
on physical infrastructure for
the first time

b

Pushed security vendors,
researchers and ICS experts
to look closer at the defence
of these systems

More focus is needed on
defending production
processes in the industrial
sector...



Background Rationale —
Why do we need to
research this?

* The manufacturing sector is at risk
* If we don’t understand it, how can we defend against it?

e Better understanding = better outcomes...




Alm

To identify the specific cybersecurity risks that uniquely
impact the manufacturing sector, so that our industry
can better defend itself against those risks.



Objectives

Identify

Evaluate

Develop




Summary of Existing Literature

* Symantec — Comprehensive technical report on the Stuxnet malware

* Gritsai et al. — A review of vulnerable SCADA Systems exposed to the
internet

 Summary: Two in five SCADA systems on the internet are vulnerable to attack
by low-skilled attackers

* Leverett — Builds on this knowledge, challenging the widely held (at
the time) assumption that ICS are not exposed to the internet



Summary of Existing [cont.]

* Enck et al. identified that more research into software supply chain is
needed

* Vint Cerf (recognise the name?) et al. - Recommends that a specific
focus is put on the safety of digital systems, especially where large
machinery and human beings work side-by-side



Research/Development Methodologies

Illi Collection — Comprehensive literature review (journals, case studies,
== incident reports)

Iﬁ Analysis — Qualitative analysis of the data

Evaluation - Thematic. Identifying patterns across manufacturing
sector



Resources/Materials

Computer generated Case studies/incident

information (logs, Internal reports

reports, summaries) reports
e Firewalls e Real-life examples e Threat actors
e ID(P)S e Originating

e Email Gateway countries



I Project Plan

Phase 1 — Project
Planning

Phase 2 —
Comprehensive
Literature Review

Phase 3 — Data
Collection

Phase 4 — Data
Analysis

Phase 5 — Report
Writing

Phase 6 —
Presentation
Preparation

Phase 7 — Final

Submission

—

Phase 8 — Viva

Zaun
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