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Executive Summary
The concept behind this reporting file is to describe the basic patterns, philosophies and life cycle periods of product progress. Security standards will also be reviewed and it will be clarified how they are applied throughout the product life cycle. In addition, the components of the development model will be depicted. The importance of software development lifecycle assessments to the security of programming will be characterized, and finally the article will recognize and clarify the support for choosing a specific philosophy for progress for Sony Pictures Entertainment.
















Software Development Life Cycle Models
[image: ] The waterfall model is a model that divides the improvement of programming into different stages. It was introduced in 1970 by Winston Royce. Each stage is designed to complete a specific movement during the specific cycle. It is ideal to use the model of the waterfall, when the needs do not develop regularly, the endeavor is not long and the prerequisites are obviously characterized. In addition, the waterfall model is ideal if the climate is eternal, innovations and tools are static, assets (such as cash) are available and teachers are trained. The stages and exercises are distinguished in Table 1 below (Vijay, 2019). 
[image: ]
Table 1: Waterfall method (phases and activities)

The spiral pattern is a hazard-driven cycle pattern and a combination of the waterfall pattern and the iteration (not wrapped in this article). The spiral model begins with the purpose of the plan and ends with a client who examines the progress made. The Spiral Model was first discussed by Barry Böhm in 1986. The Spiral Model Advancement Group began with limited prerequisites and experienced every stage of improvement for these needs arrangements. The computer programming team adds performance for the additional prerequisites in each expanding coil until the product is ready for the creation phase. Figure 2 shows the operational view for the spiral model (Pal, 2018).
It is ideal to use the spiral model when the enterprise is huge, discharges are regular, model improvement is appropriate, hazards and cost estimates are critical, projects are medium to high chances, needs are uncertain and multifaceted, changes can occur when and when the commitment to a long-term project is not plausible due to financial needs. Table 2 below shows the different stages and exercises for the Spiral Pattern (Guru, 2019).
  Scaled Agile Framework (SAFe) is an online information base that applies streamlined agile practices at the enterprise level. Originally developed by Dean Leffingwell's in 2011 and refreshed in October 2018, the Scaled Agile Framework conveys an easy-to-use insight for the product development team. The whole system is isolated in three fragments: Team, Program and Portfolio. "SAFe implements Lean-Agile programming and frameworks at the levels of big business, is created according to Lean and Agile standards, provides extensive guidelines for work in the portfolio of efforts, Value Stream, program and team and aims to meet the problems of all partners within an association ”(SAFe, 2019).
Scaled Agile Framework is expanding to cope with the prerequisites for huge jets and complex frame improvements. Through the implementation of the Agile Framework, associations have the benefits of expanded profitability, expanded quality, faster ideal display opportunities, expanded employee engagement, and employment performance (see Figure 3 above) (Athrow, 2015).
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[image: ]The Scaled Agile Framework (SAFe) is an online knowledge base that applies lean-agile practices at the enterprise level. It was originally developed by Dean Leffingwell's in 2011, and updated in October 2018.  The Scaled Agile Framework delivers an easy to use experience for the software development team. The entire framework is separated into three segments: Team, Program and Portfolio.  “SAFe implements Lean-Agile software and systems in enterprise levels, is founded on Lean and Agile principles, gives comprehensive direction for work at the enterprise Portfolio, Value Stream, Program, and Team, and is designed to meet the needs of all stakeholders within an organization” (SAFe, 2019).  Figure 3: Agile Framework Benefits

It is ideal to use the Scaled Agile Framework when the organization wants to implement an agile strategy in larger, multi-group projects and portfolios, and multiple groups are implementing their own Agile use, but are constantly faced with obstacles, delays and frustrations. In addition, it is ideal to use the Scaled Agile Framework when self-governing groups are needed and when an association needs to improve its time to progress items. Table 3 below shows the scaled baseline values of the Agile Framework (Linders, 2015) 
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[bookmark: _Hlk30809221]How the Software Development Life Cycle Works
The product life cycle of the product consolidates any prerequisite that is expected to produce a product application. This destroys abundance, duplication of effort and builds efficiency during the improvement cycle. Ongoing inspections also ensure that the task remains on target and continues to be plausible speculation for the organization. Many organizations divide the cycles into more modest units. For example, organizing can be part of research in the field of innovation, promoting exams and exploring the benefits of saving money. Interestingly, several organizations will join cycles while running the testing phase during the formative phase to correct errors that occur during the evaluation cycle (Jevtic, 2019).
 
Software Development Life Cycle
Every organization must have a well-written and repeatable software development policy and guidelines that are consistent with their strategic approaches and culture. The organization's software development lifecycle guidance can be basic or even more impartially centered, but it depends on the style of administration, the multifaceted nature of the prerequisites, and their preferred approach to obtaining. Figure 4 shows a graphical representation of the product improvement life cycle (Davis, 2007).
Today, numerous life cycle models of product progress are used, each with its own advantages and disadvantages. Some techniques to improve the life cycle of products include a dexterous system that allows for adaptability and constant emphasis, while others rely on a more straightforward and orderly pattern of the waterfall. Each product progress lifecycle model will generally have five to seven stages. The number of stages depends on the organization and their goals for progress in programming. The center of the product's lifecycle is largely focused on programming, improvement, testing, and shipping. The seven most regularly discovered stages in the product life cycle are planning, requirements, design and prototyping, development, testing, implementation and operation and maintenance (Jevtic, 2019).
Seven Phases of the Software Development Life Cycle
During the First Phase, Planning, the directors of the departments and enterprises gather to talk about the extent of the endeavor. At this stage, they create speculative expectations, such as project plans, plans, offers, and prerequisites for receipt (Davis, 2005).
The second stage is the point at which innovation professionals begin to gather needs for partners. In case a past framework has just been created, the specialists will check the problems and will try to differentiate all the corrections that need to be alleviated in the new form. In case the product will be unique / new, the innovation specialists will continue to strive to characterize the prerequisites. In one case or the other, the goal is to build a comprehensive meaning of what is expected to achieve the end result (Rapid7, 2018).
During the third stage, Design and Prototyping, product engineers decipher the need they have gathered in a real-world programming configuration plan. Engineers outline product design and enter into extraordinary insights into advances related to developments, regardless of group assets, time periods and costs required to create the product (Stackify, 2017).
The lifecycle of progress includes several things that developers need to do to ensure that product code has the best chance of being protected. The methodology includes a combination of guidelines and robotic tools. In terms of standards, this is a secure lifecycle of progress that depicts the use of a secure coding guide (e.g. SEI CERT for C, C ++, and Java) that depicts exactly what is normal and also gives direction when need help / understanding. Computer devices include static application security testing and dynamic application security testing programming. To the consumption at this stage the organization will have useful programming that can be tested and potentially even transmitted (Romeo, 2019).
During the fifth stage, formal test exercises include useful security test plans, vulnerability research, and entrance testing. Weakness testing uses industry-standard devices (such as Nessus) to decide if there are frame-level weaknesses with the application or element. Infiltration tests involve validated moral programmers trying to circumvent security guarantees in the proposed application in order to abuse them. Input testing expands the element and opens it to test situations that robotic devices cannot reproduce. Input testing is very escalated, so it is not constantly targeted for each new and further refreshed delivery (Swersky, 2018).
When the problems are alleviated, the product is placed in creation (otherwise called shipping). This technique is mechanized under larger conditions, but nevertheless with more modest organizations of moderate size, in incredibly controlled enterprises, in any case additional steps may be required since the last closure before this stage is sealed (Jevtic, 2019 ).
Once the product has been shipped, it is constantly monitored for possible errors, deformations or security vulnerabilities. This stage of operation and maintenance can turn once again in past steps of the software development life cycle, as the product that is underway is constantly improved and updated (Rapid7, 2018).
Maturity Model
A development model shows how qualified the association or framework is to achieve continuous improvement. Currently, development is decided by how big the association or framework for personal growth is. Currently, the organization is constantly trying to test and improve the way the association works. Continuous improvement is enhanced by building research / exploration measures that can be used as a daily business cycle to assess adequacy and perceive improvements that are then implemented. Table 4 presents the cause and limitations of five distinctive mature models (Henshall, 2019).  
Most development models subjectively measure individuals / culture, measures / structures and objects / innovations. Table 5 shows the two methodologies for using development models, and Table 6 provides evaluation rules (Henshall, 2019).  




Software Development Life Cycle Impact on Software Security
The product improvement life-cycle measure ensures that security cases, such as infiltration testing, code investigation and design verification, are a fundamental part of the progress effort. The main compensations for looking for an approach to improve secure life-cycle programming are: Safer programming (because security is a constant concern), early detection of distortions in the framework, means to reserve costs due to early detection and troubleshooting, as well as and from and a great reduction in the inherent business dangers for the association. "As a rule, a secure software development lifecycle is created by adding security-related exercises to an ongoing improvement measure. For example, compiling security prerequisites close to the range of useful needs, or acting out engineering expertise during the software development lifecycle plan ”(Hamill, 2018).
There are several moves that can be taken to improve the protection of the organization's day-to-day tasks for designers and analysts. Some of these activities include teaching the association rehearsals for secure coding and accessible security systems, thinking about security when building / organizing experiments, and using code validation devices (e.g. SecureAssist, Coverity, and AppScan Source) (Mougoue, 2017).

Sony’s Development Methodology
Sony Pictures Entertainment is a global business organization. Sony Pictures Entertainment relies on the combined efforts and advances of innovation to deliver the most ingenious TVs, computerized images, sound / video, semiconductors, electronic parts, experimental devices and clinical equipment to the planet. The philosophy of improving programming Scaled Agile Framework is proposed for Sony Pictures Entertainment in view of the need to work between groups and how its centralization makes multi-group coordination possible.
The Scaled Agile Framework looks at normalized measures between groups and stays away from obstacles and delays that can occur when different groups need to collaborate. Moreover, continuous coordination and approval between groups helps to reduce the chances.
Scaled Agile Framework was also selected for Sony Pictures Entertainment because of its ability to help groups meet business objectives. The agreement may regularly lose any sense of direction in a coordinated environment that adopts a more basic strategy, as designers and analysts from time to time reject the business objectives of the master plan. The scalable flexible top-down framework and the single dynamic guarantee that the main goals remain in the first place and that all choices are made on the side of these goals. In conclusion, it accelerates development.
Overall, this reporting file outlines the basic patterns, philosophies, and life cycle periods of product progress. Safety standards were also reviewed and it was clarified how they are applied throughout the product life cycle. The components of the development model were depicted in the same way. Ultimately, this article characterizes the importance of software development lifecycle assessment on programming security and then highlights and clarifies support for choosing the Scaled Agile Framework strategy for Sony Pictures Entertainment.
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Different Phases Activities Performed During in Each Stage

Planning

It includes estimating the cost, schedule and resources for the iteration. It 

also involves understanding the system requirements for continuous 

communication between the system analyst and the customer

Risk Analysis

Identification of potential risk is done while risk mitigation strategy is 

planned and finalized

Engineering It includes testing, coding and deploying software at the customer site

Evaluation

Evaluation of software by the customer. Also, includes identifying and 

monitoring risks such as schedule slippage and cost overrun
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Scaled Agile Framework supports alignment.

Alignment starts at:

Strategic Themes in Portfolio Backlog and

Moves down to Vision and Roadmap of Program Backlogs and then

Moves to the Team Backlogs.

It ensures that every incremental delivery reflects the quality standards.

Quality is not "added later" is built in.

Built-in quality is a prerequisite of Lean and its mandatory

Transparency is the enabler for trust.

Scaled Agile Framework helps the enterprise to achieve transparency at 

all levels- Executives, Portfolio Managers, and other stakeholders.

Everyone can see into the portfolio backlog/Kanban, program 

backlogs/Kanban, and Team Backlog/Kanban.

Each level has a clear understanding of the PI goals.

Train Programs have visibility into the team's backlogs, as well other 

program backlogs

Teams and programs have visibility into business and architecture Epics. 

They can see what might be headed their way

Scaled Agile Framework places great focus on working systems and 

resultant business outcomes.

Scaled Agile Framework is not useful if teams can't execute and 

continuously deliver value.

Transparency

Program Execution

Scaled Agile Framework Core Valves

Alignment

Built-in Quality
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Different Phases Activities Performed During in Each Stage

Plan the programming language, for Example Java, PHP, .net

or database like Oracle, MySQL, etc.

Or other high-level technical details of the project

Built Stage

After design stage, it is built stage, that is nothing but coding the software

Test Stage

In this phase, you test the software to verify that it is built as per the 

specifications given by the client.

Deployment stage Deploy the application in the respective environment

Maintenance stage

Once your system is ready to use, you may later require change the code 

as per customer request

Requirement Gathering stage

During this phase, detailed requirements of the software system to be 

developed are gathered from client

Design Stage


