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[bookmark: _Toc193048469]Task 1 – Research
[bookmark: _Toc193048470]Hypervisors
[bookmark: _Toc193048471]Introduction to Hypervisors
Fundamental to network virtualisation and IT infrastructure, hypervisor’s are software or firmware layers that allows multiple virtual machines (VMs) to run on a single physical machine[1]. It manages the allocation of hardware resources such as CPU, memory, and storage, ensuring efficient utilisation. 
[bookmark: _Toc193048472]Architecture of Hypervisors
Hypervisors are categorised into two main types based on their architecture and deployment method, Type 1 and Type 2.
Type 1 Hypervisor
Type 1 hypervisors, often referred to as a bare-metal hypervisor, runs directly on the hardware without needing a host operating system (OS)[2]. This provides a dedicated environment for VMs, enhancing performance and security.
Key Components:
· Hardware Requirements – Multi-core CPUs, a minimum of 8GB RAM, storage, and network interfaces.
· Hypervisor Layer manages resources directly and distributes these among VMs.
· VMs are independent OS managed by the hypervisor.
Type 2 Hypervisor
Type 2 hypervisors, or a hosted hypervisor, runs as an application within a host OS , managing resources indirectly[2]. They are commonly used in testing or smaller environments.
Key Components:
· Host OS manages the physical hardware.
· Hypervisor Software is installed on top of the host OS.
· VMs are isolated environments within their own OS.
[bookmark: _Toc193048473]Key Features of Hypervisors
Modern hypervisors incorporate several key features that enhance performance, security, and management in virtualised environments these include: efficiently distribute CPU, RAM, and storage, isolation provides security (Independently operating VMs), supports dynamic deployment for scalability, ensures minimal interference between VMs, and enables quick VM restoration through backups.
[bookmark: _Toc193048474]Hardware Requirements
Hypervisor hardware requires multi-core CPUs with virtualisation support, a minimum of 8GB RAM, SSD storage, and network interfaces for advanced features.
[bookmark: _Toc193048475]Comparison of Hypervisor Solutions
	Hypervisor
	VMware ESXi 
	Microsoft Hyper-V
	VirtualBox 

	Type
	Type 1
(Bare-Metal)
	Type 1
(Bare-Metal) 
	Type 2
(Hosted)

	Use Case
	Enterprise, Cloud environments
	Windows Server Environments
	Testing, Development and small-scale use

	License
	Proprietary
	Proprietary
	Open-source

	Performance
	High
	High
	Lower

	Security
	More Secure 
	More Secure
	Less Secure

	Extra Features
	Enterprise Management
	Windows integration
	Simple, Supports multiple OS types



[bookmark: _Toc193048476]Advantages
Some advantages of hypervisors include but not limited to: efficient resource usage, lower overheads through hardware involvement, flexible and scalable for dynamic deployments, has cross-platform compatibility, provides isolation and security between VMs[3].
[bookmark: _Toc193048477]Security, Scalability and Compatibility
Type 1 hypervisors offers stronger security than Type 2, as they run directly on hardware, reducing the vulnerability to host OS attacks. They are also designed for enterprise use, therefore being able to support large-scale environments. Whilst Type 2 hypervisors are limited to small-scale deployments and suitable for personal and academic use due to their ease of setup and cross-platform compatibilities[4].
[bookmark: _Toc193048478]IP Addressing
[bookmark: _Toc193048479]Contribution of IP Addressing to Network Functionality
IP addressing is fundamental in networking as it enables identification, communication, and data transmission between devices. Every device identified and connected to the Internet or a private network needs a unique IP address, to differentiate it from others, and for determining the best routing and delivery of network traffic packets. Without IP addressing, data transmission would not be possible.  Additionally subnetting and IP address allocations optimise network resources and reduces congestion. Whilst firewalls and security policies utilise IP addressing to filter traffic, detect anomalies and prevent unauthorised access.
[bookmark: _Toc193048480]Structure, Format, and Representation of IPv4 and IPv6
IPv4 Addressing
IPv4 is a 32-bit address represented in dotted decimal format e.g. 192.168.1.1 and the binary representation of this would be e.g. 11000000.10101000.00000001.00000001 [5]. It consists of Network IDs identifying the network to which a device belongs and host IDs identifying the specific device within the network. IPv4 has a limited address of 4.3 billion addresses, leading to address exhaustion.
IPv6 Addressing
IPv6 is a 128-bit address in hexadecimal format e.g. 2001:0db8:0000:0000:0000:0000:0000:0001. It was introduced to overcome IPv4 limitations[5]. The advantages of IPv6 are that it provides 340 undecillion addresses, supports auto-configuration and enhanced security, and eliminates NAT (Network Address Translation) for direct device communication.
[bookmark: _Toc193048481]Concept of Subnetting and Efficient Utilisation of IP Addresses
The segmentation of a larger network into smaller subnets i.e. subnetting improves network efficiency, security by isolating networks, and IP address management[6]. It prevents network traffic blockages, enhances performance, and simplifies network administration. An example of a subnet mask (IPv4) is 255.255.255.0. It allows 256 addresses, where 254 are usable (excluding network and broadcast addresses).
Classful and Classless Addressing (CIDR) 
Classful and CIDR is the categorisation of subnets. Classful is fixed subnet sizes based on class (A, B, C) and wastes IP addresses, whereas CIDR is a variable length subnetting allowing custom subnet sizing[7]. 
Classful addressing requires more routing table entries. This rigid structure limits the scalability of this type of subnet. A format example is 192.168.1.0 with a default subnet mask like 255.0.0.0 for Class A. 
CIDR efficiently uses IP addresses  by allocating only required addresses and it supports route aggregation and smaller routing tables. It is highly scalable because of this flexibility. A format example is 192.168.1.0/24 or 192.168.1.128/25 for different subnet sizes using variable length subnet masks.
[bookmark: _Toc193048482]Practical Applications of IP Addressing
Some examples of the practical applications of IP Addressing includes: 
· Enterprise Networks – Large companies use private IP addressing (e.g. 192.168.0.0/16) with subnetting to organise departments efficiently.
· Cloud Computing – IPv6 adoption in AWS, Google Cloud, and Azure ensures scalability and global accessibility.
· Smart Cities and IoT – IPv6 enables billions of IoT devices to be uniquely identified and managed over the Internet.

[bookmark: _Toc193048483]Routing
[bookmark: _Toc193048484]What is Routing?
Routing is the process of selecting the best path for data packets to travel across interconnected networks [8]. Routers analyse destination IP addresses and determine the optimal route based on preconfigured rules (static routing) or dynamic learning (dynamic routing). Routing is essential for ensuring efficient data transmission across Local Area Networks (LANs), Wide Area Networks (WANs), and the Internet by preventing congestion, reducing latency, and enabling redundancy.
[bookmark: _Toc193048485]Static vs Dynamic Routing
Routing can be categorised into: static and dynamic, each serving different needs within network environments.
Static Routing
Static routing is best for smaller networks with predictable network traffic because the network administrators manually configure routes. The advantages of this type of routing are: that it is simple, secure, and has minimal overhead. However, it does not adapt to network changes and requires manual updates.
Dynamic Routing
Dynamic Routing is ideal for large-scale and complex networks. This type uses protocols such as OSPF (Open Shortest Path First) and BGP (Border Gateway Protocol) to update routes automatically, reducing manual configurations. Therefore, it is adaptable to topology changes but comes with higher overheads and complex setup.
[bookmark: _Toc193048486]Routing Protocols
Routing protocols manage how routers exchange information to direct packets across networks. They are classified into Interior Gateway Protocols (IGPs) and Exterior Gateway Protocols (EGPs), depending on their operational scope.
IGPs – Used within an organisation:
· Distance Vector Protocols e.g. Routing Information Protocol (RIP) determines the best path based on hop count and simple to implement but inefficient for large networks.
· Link-State Protocols e.g. Open Shortest Path First (OSPF) uses a complete network topology to determine the shortest path and more efficient than distance vector protocols.
· Hybrid Protocols e.g. Enhanced Interior Gateway Routing Protocol (EIGRP) combines features of both distance vector and link-state for better scalability.
EGPs – Used between organisations:
· Border Gateway Protocol (BGP) is essential for internet-wide routing, manages paths between Autonomous Systems (AS) and ensures global connectivity.
[bookmark: _Toc193048487]Case Study Example
OSPF in Enterprise Networks
Cisco has extensively used Enhanced Interior Gateway Routing Protocol (EIGRP) in its network infrastructure, demonstrating its efficiency and scalability in real world scenarios. One notable case study highlights how Cisco Information Technology deployed EIGRP to simplify network growth, while ensuring high availability and rapid convergence[10].
EIGRP was chosen due to its superior handling of large scale enterprise networks, offering features like unequal cost load balancing and fast route recalculation using the Diffusing Update Algorithm (DUAL). The deployment improved network performance by allowing seamless IPv4 to IPv6 transitions, reducing network intersection time, and optimising WAN links through efficient bandwidth use.
[bookmark: _Toc193048488]Network Services
[bookmark: _Toc193048489]Virtual Private Network (VPN)
A VPN enables secure remote access to private networks over the internet by encrypting data transmission. It is widely used for remote work, secure browsing, and bypassing geological restrictions[11]. Businesses implement site to site VPNs to securely connect branch offices, while individuals use remote access VPNs for personal security.
· Key Features: Encryption, tunnelling protocols: Layer 2 tunnelling protocol (L2TP), OpenVPN, Internet Protocol Security (IPsec), Point to Point tunnelling protocol (PPTP), Secure Socket tunnelling protocol (SSTP), and authentication mechanisms.
· Best Practices: Use strong encryption, multi-factor authentication (MFA), and avoid free VPNs due to security risks.
[bookmark: _Toc193048490]Dynamic Host Configuration Protocol (DHCP)
DHCP automates IP address assignment, reducing manual configuration in networks[12]. It dynamically allocates IP addresses, subnet masks, and gateway details to devices, ensuring efficient network management. DHCP sent packets allow distribution of IP addresses across different network segments, improving scalability.
· Key Features: IP address leasing, automatic reallocation, and conflict prevention.
· Best Practices: Implement DHCP reservations for relevant devices, configure lease time efficiently, and secure DHCP servers against unauthorised access.
[bookmark: _Toc193048491]Active Directory Domain Services (ADDS)
ADDS is a directory service in Windows Server used to manage users, devices, and resources within a network domain[13]. It supports sign in authentication, reducing password overload for users. Replication between multiple domain controllers ensures high availability and redundancy.
· Key Features: User authentication, Group Policy management, and organisational unit structuring.
· Best Practices: Implement least privilege access, and regularly update security policies.
[bookmark: _Toc193048492]Certificate Authorities (CA)
A CA issues digital certificates to verify identity and encrypt communications using Public Key Infrastructure (PKI)[14]. Self-signed certificates are used for internal security, while public CAs create global trust. Good certificate management is critical to prevent service interferences.
· Key Features: SSL/TLS encryption, certifies secure emails, and builds a trust hierarchy.
· Best Practices: Use strong encryption, automate certificate renewal, and deploy an internal CA for enterprise security.
[bookmark: _Toc193048493]Conclusion
This research has explored fundamental networking concepts, including hypervisors, IP addressing, routing, and network services. It has identified that IP addressing is important for network communication, ensuring unique device identification and efficient data routing, with IPv4/IPv6 addressing and subnetting, playing significant roles in topologies. Static and dynamic routing methods, help determine the best data paths, with various protocols ensuring scalability and efficiency. Additionally, network services such as VPN, DHCP etc., provide enhanced security, automation, and centralised management, facilitating secure communication across networks. Overall, these networking components are essential for evolving IT infrastructures and meeting advancing technology demands.







[bookmark: _Toc193048494] Task 2 – Technical Documentation 
[bookmark: _Toc193048495]Justification for Chosen Hypervisor
VirtualBox was selected due to its affordability, flexibility, simplicity, and ability to handle small-scale network simulations effectively in an academic setting. The decision was influenced by resource availability, cross-platform compatibility, and VirtualBox’s ability to efficiently manage virtual networks without complex licensing or hardware constraints. It supports various OS, and while it may not offer the scalability of other hypervisors, it meets this coursework’s requirements, making it a logical choice.
[bookmark: _Toc193048496]Cost and Accessibility
VirtualBox is a free, open-source hypervisor. Unlike VMware ESXi or Microsoft Hyper-V, which require paid licenses, VirtualBox offers full functionality at no cost. This ensures cost efficiency while retaining essential features.
· Evidence: VirtualBox removes licensing restrictions, allowing students to focus entirely on network design and configuration.
[bookmark: _Toc193048497]Cross-Platform Compatibility
VirtualBox is compatible with Windows, Linux, and macOS, enabling ability to test network topologies across different OS. This ensures adaptability for future developments and testing.
· Evidence: It’s cross-platform support streamlines integration, allowing students to configure networks on different systems without needing to switch hypervisors.
[bookmark: _Toc193048498]Ease of Use and Setup
VirtualBox’s user-friendly interface simplifies VM creation, network setup, and resource allocation. Its installation process allows quick network deployment, even for users with limited experience in virtualisation.
· Evidence: The straightforward configuration process minimises setup time, allowing students to focus on testing and troubleshooting rather than complex hypervisor management.

[bookmark: _Toc193048499]Resource Efficiency
Although it is not as optimised as Type 1 hypervisors, VirtualBox performs efficiently for small-scale network setups, Its lightweight design enables multiple VMs to run simultaneously without excessive hardware demands makes it suitable for this project’s topology.
· Evidence: VirtualBox supports important coursework tasks such as Network and VPN configuration, Active Directory setup etc., while maintaining stable performance, ensuring a smooth workflow even on basic hardware.
[bookmark: _Toc193048500]Limitations and Considerations
While VirtualBox is an excellent choice for small network environments, it lacks robustness of Type 1 hypervisors like VMware ESXi, particularly in large-scale deployments. Security and scalability limitations exist, but these do not impact the coursework requirements.
· Evidence: VMware ESXi may be preferable for enterprise networks, but VirtualBox is sufficient for configuring and testing individual networks in an academic setting. The focus remains on understanding network principles rather than managing large-scale deployments.
[bookmark: _Toc193048501]Downloading and Installing – 132 words
Figures 1 to 41 illustrate the step-by-step process of downloading, installing, and setting up the virtualised network environment. The components installed were:
· Oracle VirtualBox – Chosen as the hypervisor to create and manage virtual machines for network services[15].
· Windows Server 2022 – Deployed as the main server to manage Active Directory, DHCP, and other network services[16].
· Windows 10 Client – Installed to simulate user devices connecting to the network[17].
· Debian Linux Server and Client – Configured to test cross-platform compatibility and network communication between different operating systems[18].
After installation, initial configuration steps were performed, such as allocating appropriate system resources (CPU, RAM, and storage) and enabling essential network settings to ensure efficiency and seamless operation. This setup lays the foundation for configuring network services in the next phase of the coursework.
[bookmark: _Toc193048502]VirtualBox
[image: ]
Figure 1 - Downloading Virtual Box
[image: ]
Figure 2 - Downloading Virtual Box

[bookmark: _Toc193048503]Windows Server 2022
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Figure 3 - Downloading Windows Server 2022 
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Figure 4 - Downloading Windows 2022 Server
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Figure 5 - Downloading Windows Server 2022
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Figure 6 - Installing VM - Windows Server 2022

[image: ]
Figure 7 - Installing VM - Windows Server 2022
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Figure 8 - Installing VM - Windows Server 2022
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Figure 9 - Installing VM - Windows Server 2022
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Figure 10 - Installing VM - Windows Server 2022
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Figure 11 – Configuring the Windows Server 2022 system settings
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Figure 12 – Configuring the Windows Server 2022 settings
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Figure 13 - Configuring Windows Server 2022 settings
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Figure 25 – Installing Windows Server 2022 OS
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Figure 26 - Installing Windows Server 2022 OS
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Figure 27 - Windows Server 2022 successfully loaded
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Figure 39 - Demonstrates the Windows 2022 Server as working

[bookmark: _Toc193048504]Windows 10 (Client)
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Figure 14 - Downloading  Windows 10
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Figure 15 - Downloading Windows 10
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Figure 16 - Installing VM - Windows 10 Client
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Figure 17 - Installing VM - Windows 10 Client

[image: ]
Figure 18 - Installing VM - Windows 10 Client
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Figure 19 - Installing VM - Windows 10 Client
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Figure 20 - Configuring Windows 10 Client system settings
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Figure 21 - Installing the Windows 10 OS
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Figure 22 - Installing the Windows 10 OS
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Figure 23 - Installing the Windows 10 OS

[bookmark: _Toc193048505]CServer
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Figure 29 - Installing Debian Linux – CServer
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Figure 30 - Installing Debian Linux – CServer
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Figure 31 - Installing Debian Linux – CServer
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Figure 32 - Installing VM - Debian Linux Client
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Figure 33 - Installing VM - Debian Linux Client
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Figure 34 - Installing VM - Debian Linux Client
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Figure 28  - Configuring the CServer system Settings
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Figure 29 - Installing Debian Linux – CServer
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Figure 30 - Installing Debian Linux – CServer
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Figure 31 - Installing Debian Linux – CServer

[bookmark: _Toc193048506]Debian Linux (Client)
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Figure 35 - Configuring the system settings for Debian Linux Client
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Figure 36 - Installing Debian Linux – Client

[bookmark: _Toc193048507]Network Deployment – 160 words
Figures 42 to 65 illustrate the deployment and configuration of the virtual network, establishing connectivity between the Windows Server, Windows Client, Debian Linux Server, and Debian Linux Client. Proper communication between systems was ensured by configuring IP addresses within the same subnets and utilising appropriate network adapters such as Internal Networks and NAT (Network Address Translation).
· Internal Networks were used to enable private communication between virtual machines, ensuring isolated traffic within the same subnet.
· NAT was configured to allow internet access where necessary, enabling external connectivity without exposing internal network resources.
To allow seamless communication between the Windows machines, the Windows Defender Firewall was temporarily disabled on both the Windows Server and Windows Client. This ensured that ICMP (ping) traffic could pass through, allowing verification of network connectivity between the machines.
Through this deployment, both Windows and Linux systems were successfully integrated within the network, laying the groundwork for further configurations such as DHCP, and VPN services in subsequent coursework.
 
[bookmark: _Toc193048508]Network Adapter Configurations
 Windows 10 (Client)
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Figure 37 - Configuring Windows 10 Client network adapter settings
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Figure 38 - Configuring Windows 10 Client network adapter settings
 Windows Server 2022
[image: ]
Figure 40 – Configuring the Windows Server 2022 Network Adapter Settings
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Figure 41 - Configuring the Windows 2022 Server Network Adapter Settings
 Debian Linux (Client)
[image: ]
Figure 42 - Configuring Debian Linux Network Adapter Settings
CServer 
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Figure 43 - Configuring CServer Network Adapter Settings
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Figure 44 - Configuring CServer Network Adapter Settings
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Figure 45 - Configuring CServer Network Adapter Settings

[bookmark: _Toc193048509]Configuring IP Addressing
[bookmark: _Toc193048510]Windows 10
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Figure 50 - Configuring the IP address for Windows 10
[bookmark: _Toc193048511]Windows Server 2022
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Figure 46 - Configuring the IP address for Windows 2022 Server
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Figure 47 - Configuring the IP address for Windows 2022 Server
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Figure 48 - Configuring the IP address for Windows 2022 Server
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Figure 49  - Configuring the IP address for Windows 2022 Server

[bookmark: _Toc193048512]CServer
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Figure 57 - Configuring the network for CServer
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Figure 58 - Configuring the network for CServer
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Figure 59 - Configuring the network for CServer
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Figure 60 - Configuring the network for CServer
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Figure 61 - Configuring the network for CServer

[bookmark: _Toc193048513]Debian Linux (Client)
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Figure 62 - Configuring the network for Debian Linux Client

[bookmark: _Toc193048514]Testing and Troubleshooting – TOTAL 284 WORDS
[bookmark: _Toc193048515]Outcome: Unsuccessful Connectivity
Figure 63 demonstrates the unsuccessful ping between Windows Server 2022 and Windows 10, highlighting the issue with network communication. Furthermore, there was also an unsuccessful ping between the Debian Linux (Client) and CServer, indicating that the network connection between these two devices was not properly established, suggesting potential configuration or connectivity issues. These failed pings shows the need for further troubleshooting to resolve the issues and allow network communication.
[image: ]
Figure 63  - Unsuccessful ping from the Windows Server 2022 to Windows 10

 Troubleshooting
Subsequently, the unsuccessful pings between Windows Server 2022 and Windows 10 were the result of a firewall blocking the network traffic between these IP addresses. Therefore, as shown below in Figures 51 to 56, the firewalls were disabled on both the Windows Server and Windows 10. Following this, the unsuccessful pings between the Debian Linux (Client) and CServer were caused by an incorrect network adapter setup initially. To resolve this, the network adapters were modified on both VM settings, changing from internal network – VMNet0 and internal network – VMNet3 to internal network – intnet. This change ensured that the VMs were able to communicate within the same internal network, allowing network traffic to transmit between them.
[image: ]
Figure 51  - Configuring the firewall settings for Windows 2022 Server
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Figure 52 - Configuring the firewall settings for Windows 2022 Server
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Figure 53 - Configuring the firewall settings for Windows 2022 Server
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Figure 54 - Configuring the firewall settings for Windows 10
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Figure 55 - Configuring the firewall settings for Windows 10
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Figure 56 - Configuring the firewall settings for Windows 10


[bookmark: _Toc193048516]Outcome: Successful Connectivity
Finally, a successful connection was made between the Windows Server 2022 and Windows 10, following the disablement of the firewalls in the troubleshooting phase, as demonstrated in Figures 64 and 65. Additionally, figure 66 shows a successful ping from Windows Server 2022 to CServer, and figures 67 and 68 demonstrate successful pings between the CServer and Debian Linux, after the troubleshooted steps. Creating a fully working network topology, ensuring all systems are connected and the network communication is now fully operational.
[image: ]
Figure 64 - Successful ping from the Windows Server 2022 to Windows 10
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Figure 65 - Successful ping from the Windows 10 to Windows Server 2022
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Figure 66 - Successful ping from the Windows Server 2022 to the CServer
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Figure 67 - Successful ping from Debian Linux to the CServer
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Figure 68 - Successful ping from CServer to Debian Linux

[bookmark: _Toc193048517]Task 3 – Reflection – 100 words
[bookmark: _Toc193048518]Technical Reflection
During this process the challenges that were encountered were: IP addresses missing, Firewalls blocking ICMP traffic, and network adapter configurations preventing network communication.  These were resolved by: adding IP addresses into the nano interface in the Linux-based VMs, disabling the Windows Server and Client firewalls, reconfiguring the Linux-based VMs network adapters. Resulting in achieving a successfully pinging network topology.
[bookmark: _Toc193048519]Personal Reflection
Upon reflection this was an enriching experience that further developed on the technical skills and knowledge of network topologies. Increasing confidence in ability to apply this to the subsequent coursework and lays the foundation of a well-rounded skillset in Data Science.
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