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Abstract
— This paper is documented to show understanding of the development of cyber security within networking. The paper will demonstrate the understanding of cyber security and demonstrate a simulation experiment which was built in the process of the report. The simulation experiment is used to show how security can be implemented to make sure that the network and the users are safe at all times in a university network.
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I. INTRODUCTION

T
his paper is produced to explain and discuss the cybersecurity issues found at the University of Wales Trinity Saint David campus. The author is required to find alternative methods of security solutions and show understanding of how they will be implemented so that the security methods would help make the network secure. The author was required to produce also smart environments within the experiment due to the requirements the author produces the simulation on Cisco Packet Tracer[1] which is one of many simulations which allows the use of IoT devices. As the requirements stated that smart environments would be required the author uses IoT devices for gathering data and also enabling IoT devices to control environments areas within the university campus.
II. Issues in Cybersecurity
A. Cybersecurity
This paper was produced for the improvements of cybersecurity within university networks. Cybersecurity is known in other words as internet protection, Cybersecurity is affective for every user connected to the internet. Cyber security is used to help prevent cybercrimes such as data theft etc. Security is a key element in every network especially in organizations as individuals connected to the network might be of potential risk getting their data stolen via hackers. 
Black hat hackers are known to constantly monitor the internet and different networks to find vulnerabilities, which could be breached into. If devices connected to the internet are not protected hackers, could breach into a network and constantly monitor the network without the knowledge of the victim. Hackers could also collect data when monitoring a network and later use the data collected to blackmail the victim for the price of the information gathered. There are several new approaches being developed every day in the cybersecurity sector to prevent hackers from easily gaining access to networks. 

B. Cyberwarfare

The issue of cyberwarfare has become a widespread phenomenon, this is due to the fact that hackers are carrying out attacks on government-based operations. The concept of cyberwarfare can be defined as “The use of computer technology to disrupt the activities of a state or organization for strategic or military purposes”. As these types of attacks as based towards intent to destroy government operation, the prevention is also dealt on a state government basis, as the severity of the attacks carried can be troublesome to figure out. The operations carried out by hackers can be class as high-level in the sense that they are able to cover their tracks. Therefore the prevention would only go far to locate an area rather than a specific location.
C. Cyber Threats and Crime
There has a numerous number of cyber threats and attacks that have been disrupted by organizations and individuals. Various threats have been added to the category of hacking over the years such as Phishing, where the attacks sent targeted emails to intended victims with specific content to gain confidential data from the user. Webcam hijacking, where the hacker utilizes the camera on an intended target for spying purposes. Ransomware, where the attacker gains control over the victim’s content and demands payment from the user. Keylogging, where the hacker attempt to gain the logs of an intended victims keyboards strokes. 
III. Common Threats and Attacks
A. Password-Based Attacks

The password-based attack is commonly used by hackers as it one of the easiest methods[2], [3] to breach into the account. Password attacks are performed by usually a list of dictionaries which contain a long list of random passwords every password dictionary list is different some might be similar[4], [5].
Primary faults caused by dictionary attacks are that some time passwords are not found in a dictionary list, and the attacker would not be aware of this until the complete list of passwords has been tested. Another disadvantage of a dictionary password attack is that it might sometime take a long time to find a password depending on the complexity of the password. 
As well as a complex password could take a long time to be found on a dictionary attack, a simple password which is used are easily found on a dictionary attack which could take up only couple seconds.
 The author performs a dictionary password attack to show the duration of time it will take to breach into an account. The attack was performed on wireless router supporting WI-FI Protected Access 2 (WPA2), the author had set a simple password to test the duration of a successful attack, and as shown on figure 1, the attack was complete within 7 seconds.
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Figure 1 - WPA2 Dictionary Attack
There are also additional types of password-based attacks some of the main types of attacks are:

· Brute-Force attack[6]–[8]
Brute-force attacks are performed by systematically checking every possible phrases and password until the password is found. The advantage of a brute-force attack is that the attacker could choose what phrases, characters and special characters to focus on so the attack could be performed in a short period of time. 
· Keystroke Logging

This method is also known as keylogging and keyboard capture. This method of attacks[9]–[11] is performed on end devices and operates without the user’s knowledge. Once the attack is operational it will collect each key log entered by the user and store it and can be collected by the attacker at future time.

B. Network Based Attacks
Network based attacks are commonly performed by controlled device or devices, there are serval types of network based attacks that can be performed such as Denial Of Service (DOS), Ping of Death Attack, Secure Socket Layer (SSL) and etc. 
Nowadays networks are rendered unavailable by hackers, this is due to the incorrectly configured protocols and poor management of the network by the security professionals. This can become an annoyance as hackers can steal corporate data from companies in an instant if that is the case with the network infrastructure. According to an articles online, the top network attacks are types such as Browser 36%, Brute Force 19%, Denial of Service 16% (DoS), SSL 11%, Scans 3%, DNS 3%, Backdoor 3% and other related attacks[12]. 

Denial of Service attacks have rendered network unavailable to the extent where a weak website misconfigured may never be able to be revived if the hacker have completely disabled access to the original user. Although this type of attacks have evolved into a Distributed Denial of Service attack, this is where are hacker uses the same concept as Denial of Service attack but utilizes many computers or botnets to carry out the attack. This can essentially disable the networks services such as servers, devices and applications[13]. 

IV. Network Policy
A network policy was produced to enable further policies and rules within the network. A network policy is mainly justified by the administrator of the network and is justified as company documentation. The benefits provided by a network policy is that the network administrator sets conditions, constraints and setting in accordance to the company’s philosophy and strategies. The network policy also allows justifying the user’s credentials and authority access within the company to ensure that no user connected could access all information found on the company network. The network policy allows supporting the safety of information on a network and the network security. 

The author provides a network policy, which was produced in relation to support the network design demonstrated in chapter IV. Related work.
A. University of Wales Trinity Saint David Network Policy
The University of Wales Trinity Saint David produced this policy in accordance to promote staff, students and guest to bring their own device and use the university network while present within the academic environments. All users will be confirmed by the network administrator before provided with login credentials and access to information found on the university network, this is referred to as Network Registration. The university network corporation is shared on a JANET network, the community of research and education network. Privacy and Information security is important to UWTSD. Therefore the development of policies are put in place to provide data confidentially, integrity and availability.

Policy Name: Network/Security Policy

Director of Policy: Prof. Ian Wells

Version: V10

Approved: September 2018

Application: University staff, students and Visitors

Campus: Swansea, Lampeter, Carmarthen, London, Cardiff

Review Cycle: Annually

Contact: Professor Ian Wells

Related Sources: Data Protection Policy, Disclosure of Information Policy, Code of Practice, IT Acceptable Use Policy

Purpose: This policy states the practices required of the University Network/Security Policy. The document is devised to protect the integrity of the network and the capabilities of the usage by the staff and students. The university is responsible for the development of the IT Network infrastructure including any installation, updates, operations and the maintenance aspect. The overall use of this policy allows the university to abide by laws which help avoid and legal restriction which can fall upon staff, students and visitor.

Scope: This policy applies to the community of the university who access the IT Network. The application is also directed at visitors who have been authorized by the university for access rights. The devices intended to use for connectivity are not limited to desktop but also smart phones, laptops, wireless devices and other communications capable of access.

Policy Statement: UWTSD will adopt a standardised form of procedures to involve the process of installation, updating, maintenance and operational criteria of the network architecture, this is to ensure the security of the university and the compliance with the users who adopt the policy. The policy provides ensures the reliability of administration in relation to the use of the network. All users who are authorized by the university have permissions, those who do not will have to contact the IT Help Desk to become registered to gain access to the network. The IT department have set up recorded logging to keep a record of user’s history, this is mentioned in the terms and conditions and does not violate an individual’s rights. 

Network

Since the university utilizes a registered user based system, only individual users that are registered through the university are given permission to acquire network access. The network infrastructure is only modified by the professional network engineer at UWTSD and should be tampered with by anyone else, this is because the skilled members can ensure suitable security and protection. Relevant IT staff at UWTSD are permitted to utilise their own network devices or configure the university’s network in relation to relevancy. All other relevant operations may be permitted in relation to the Acceptable Use Policy. Investigations will take place in the event where a network breach has occurred. 

Device Management: The University allows the deployment of BOYD (Bring Your Own Device) for authorized users due to high demand and academic usage. The permission for distribution of the BOYD technology also derives rules and regulations to avoid any infringement. These are issues mentioned below;

· Any devices intended for the use of connecting to the UWTSD network must abide by a security audit check to ensure reliability and to ensure no viruses are upon the devices.

· Upon successful auditing and security checks, the devices that are authorized will be classed as approved unless failure had occurred.

· UWTSD will implement a secure encryption on the device if required or request to meet user’s demands.

· A set of policies and procedures will be sent to the recipient’s email to view full terms and conditions.

· If employees are unsure of the rights and regulations of the usage of BOYD, they may contact IT Help Desk for more information.

· Devices that are used in accordance with the permission of BOYD should not be modified in any way.

Other Regulations: All staff and students are permitted to access the university services on a 24/7 basis, these services can include Email, Moodle, Virtual Storage and other relevant information. These services can be accessed through UWTSD website https://www.uwtsd.ac.uk/. All users are authorized to use the Internet for academic and personal use in relation ethical operation. All individual users are responsible for using their own account and should provide access to unauthorized users. For security reasons, users should change their account password often to avoid any misuse. University members including staff, students and visitors should not attempt to disable any security features that are installed on the network on each stations, this is due to the event that viruses and malware are installed. Social media is permitted to the extent where the user doesn’t violate any regulations on the university network which may result in legal action towards the university.

Violations: Any individuals who attempt to violate the integrity of this Policy will results removal of access rights to the network and university. Any unauthorized users will be be faced with a penalty notice which may result in further legal actions. Any effort at altering the system may bring about a permanent restriction from the university and agree charges. The effort to associate the university system to an outside system is entirely denied. Hacking is not permitted under any circumstances. Hacking refers to the unauthorized access to networks and systems. Any attempt at hacking the university network will result in a permanent ban, and the users will be revoked of access to the university.

Related Documents: UWTSD’s policies and procedures can be accessed by the public community of staff, students and visitors at https://www.uwtsd.ac.uk/about/strategies-and-policies/. 

V. Related Work
A. Future Trends in Cybersecurity
There is a constant need for security and protection in relation to data and privacy. Networks and systems are never one hundred percent secure, however, network administrator can ensure a high suitable amount of protection to the network and users on the network. The problem with today’s society is no one wants to take security seriously especially within a company, they may adopt standard security procedure but that does not mean their organisation is hack-free. The number of attacks that have been used have reached an all-time high and the figure is consistency increasing with various ways to attempt each attacks, therefore as security feature are updated and adopted, the anti-security users who are known as the hackers also gain strive to discover new loopholes inside networks and systems and mentioned in the Cybersecurity sub categories. As the number of confidential data increases in size and portion within a company, the more the scope of the attacker will widen to the extent where that company becomes a primary target[14].

The level of cybersecurity attacks are increasing in impact and volume, this is due to the sophistication of the hacker’s expertise and hacking language barrier. In the world of crypto currency, encrypted network has become a target for hackers due to the amount of worth the crypto currencies are worth. Hackers can develop cryptocurrency stealing malware especially design for that purpose. One session on logging into a service can allow a hacker gain access to any personal data in which they can use for misuse intent[15].

An essential concept to mention in which the author recommends is the area of Artificial Intelligence utilised within the field of Cybersecurity. The usage of AI in Cybersecurity will have a huge positive impact due to its properties such as behaviour analytics, machine learning attributes, problem solving, perception-enhancing and able to communicate on an interpreted language of computing. Cybersecurity companies have already deployed the development of AI in the sense of an aid and not as a primary solution, meaning the AI based side will work alongside current security measures to aid in discovery of intrusions[16].

Similar to the cryptocurrency concept, as mentioned, a hacker can acquire data in relation to key logging attacks, therefore security experts are utilising Remote Browser. This is a virtualised form of browsing, the web is brought in remotely hosted browser. The use of this concept is to further protect users against malware and phishing threats and attacks and provide secure browsing[17]. This is one of the numerous adoption methods security professionals can devise in a company in the coming years.

Placing aside security threats, attacks, solutions and prevention, there will be a huge demand for cybersecurity professionals in the coming years. This demand meets the criteria of developing and defining the world of Cybersecurity in the sense of protection. Areas of cloud-based security, network security, data analysis, risk management and data protection have become widespread and need for demand have risen, therefore this may leave many organisations vulnerable to hackers and cyber criminals. Fortunately, the positions are available although the relevant skill set are required for many companies can contradict security companies. Therefore the correct training is needed within every security to technical and non-technical individual to provide absolute protection[18].

VI. Design & Implementation
A. Design blue print 

This section seeks to provide evidence of an operational network simulation produced in relation to the assignment task. The simulation was developed to show the understanding of cybersecurity and to help improve security within the university network. The mandatory network requirements to imply security and smart environments within the university campus with a suitable network architecture was adhered to. 
Previous to undertaking the network design simulation process, it was ensured that the design and research criteria was investigated. In order to ensure optimality in operational function and device allocation, a network blueprint was designed in line with the best available outlay set out by Cisco systems[19]. This was done with the understanding of the necessity of mitigating design flaws of the network layout, thereby enhancing the information gathering process. 
In relation to research gathered the author produced a suitable blue print design to approach when building the simulation prototype as shown on figure 2.
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Figure 2 - Blue Print Design

B. Design Implementation
This subsection was produced by the author to show and explain the functions of the simulation prototype which was produced for the University of Wales Trinity Saint David new waterfront innovation campus.

As shown on figure 3 the author demonstrates the network hierarchal that was produced in the development of creating a smart and secure university campus. Figure 3 shows the network design on the implementation of switches, firewall, routers, end devices, servers and a Virtual Private Network (VPN) connection conducted outside the network. In addition, the author implies an DMZ area in the network for the use of the Web and HTTP servers, the DMZ area is produced to ensure additional network security.
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Figure 3 - Network Design
Figure 4 shows the design of the server room which consist of multiple server and IoT devices. There were sevral severs approached in the devolpment of simulation on what services can be provided the author has implied the following server services for the network are:
· Dyanamic Host Configuration Protocol (DHCP)
· Dyanmic Network System (DNS)

· IoT (Internet of Things)

· System Logging

· Hypertext transfer protocol (HTTP)

· File Transfer Protocol (FTP)

· Trival File Transfer Protocol (TFTP)

· Mail

· Remote auenthentication Dial-In-Service (RADIUS)
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Figure 4 – Servers 
Figure 5 demonstrates the smart classroom that was produced to show the understanding how IoT devices could be implied in the design to monitor and control physical environments. Additionally, the IoT devices could also help the university with physical security with the implementation of motion detection sensors to alert staff members when motion is detected. Other benefits of the use of IoT devices within the network will help save energy by monitoring environments and to control lights to automatically be switched off if the environment is not in use.
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Figure 5 - Smart Classroom

As demonstrated on figure 6, the author produces a smart car park with IoT to enable monitoring and control of the physical environment. The author implies Automated Number Plate Reader (ANPR) implemented within the Closed Circuit Television (CCTV) cameras to ensure that only authorized members could gain access to the car park. In addition, the author has also implied the following IoT devices which are Smoke detector and Motion detectors for the use to detect movement and also understand if any fire is detected.
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Figure 6 - Smart Car Park
Figure 7 demonstrates the smart garden that was produced for the university. The following IoT devices has been implied Lawn sprinkler, Street Lighting and CCTV.
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Figure 7 - Outdoor Environment (Garden)

Figure 8 shows the remote VPN service that has been produced for the network. The VPN allows the students and staff members to connect safely into the university network when they are not on site of the university environment. 
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Figure 8 - Outside Remote VPN

Figure 9 shows the implementation of the security firewall that is used within the network. The network firewall that is used is provided by cisco systems and which is known as ASA 5505 the author implies the use of a firewall to enable the maximized security within the university network. The firewall is utuilised between the internal and external networks to ensure that all traffic is monitored before being sent or received to ensure that the network is not breached. The firewall used within the network was implied with different security levels to ensure that all traffic is permitted and incoming and outgoing traffic will not cause any breach within the network. The following security levels that were given to each network, DMZ 70, Internal 100, External 0.
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Figure 9 - Firewall Connectivity
C. Testing and evaluation

In the overall assumption, the author suggest that the network was produced to its best ability to perform maximum security. 

Figure 10 demonstrates a successful ping from the internal network to the external network which also states that the connectivity within the network is produced to 100% success.
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Figure 10 - Staff PC2 to Outside Router
Figure 11 and 12 down below show the opertional features and services provided by the DHCP Server, figure 11 shows the DHCP pool that was created for each field within the university. Figure 12 shows evideance of the DHCP server operating sucessfully.
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Figure 11 - DHCP services
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Figure 12 - DHCP on PC23
Figure 13 shows the DNS server in operation and that it is functioning without any faults.
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Figure 13 - DNS Server

Figure 14 shows the results and conditons of all IoT devices implemented within the network.
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Figure 14 - IoT Server
VII. Conclusion

To conclude, the author focuses the paper towards Cybersecurity and explores the different areas within the field of security. The final summary comprises of the overall paper including the research aspect based on background of the subject being studied. The author attempts to incorporate the literature into the design and implementation in the sense that a practical development will reflect the intended problem formulation. The paper discussed the relevant features of the areas intended to research such as Cyberwarfare, Cybercrime and state the significant types of threats and attacks that organisations may face. The author explains the research behind the subject to gain an understanding of the field, this is to demonstrate and map the literature into context. Within the design and implementation, the author creates a conceptual diagram of the overall network of the university campus, this is to demonstrate a technical, pictorial knowledge of the concept being introduced. After successful creation of the conceptual blueprint, the author proceeds to produce a practical simulation using Packet Tracer. For the new university campus to sustain as secure, the correct and relevant security need to be implemented. Therefore the author incorporated the essential simulation tools to analysis the traffic on the network as previously shown. 
The author utilises security measures such as a good Firewall, this provides real time protection such as packet filtering, detection and prevention. Encryption methods were utilised within the simulation to provides enforce correct security measures, some of the security types were securing every device with a username and password to prevent unauthorized access. AES encryption were used on the wireless access points to encrypt the traffic between host and access point. Overall, the author conducted the relevant research literature to acquire the knowledge needed to proceed the design and implementation. The simulation of the network proved to be secure and provide the significant security outputs. Furthermore, for future developments, the author feels obligated to direct the research towards securing every day devices used within a network, implementation of the essential security procedures, and polices will help and may support to protect a network from failure.
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