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[bookmark: _Toc92387830]Abstract
Consist of a single paragraph up to 250 words, with correct grammar and unambiguous terminology
Be self-contained; without abbreviations, footnotes, references, or mathematical equations
Highlight what is novel in your work
Include 3-5 keywords or phrases that describe the research to help readers find your article

This security report has been compiled at the request of Bruce Wayne, owner of Batman Textiles, in reaction to a recent attack on the company’s network. Important files have been encrypted using the “.REKT” file format. This report analyses the current situation at Batman Textiles so that Bruce is made aware of possible security breaches, gives an overview of threats, vulnerabilities, and attacks, demonstrates how security could be implemented in the network infrastructure, and provides guidelines for employees and customers to responsibly use their digital space in the future. Research is supported by scholarly sources such as academic journals, textbooks, and industry whitepapers. Recommendations of improvements are demonstrated using Cisco’s Packet Tracer network simulation and visualization tool. 

**Needs to be more specific, and an outcome and conclusion.

**needs to be an intro, problem, proposed solution, outcome, conclusion

**an abstract is like a mini essay
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[bookmark: _Toc92387831]Introduction
According to Cisco’s 2021 Cyber Security Threat report, crypto mining, phishing, ransomware, and trojans are the most active cyber threats, with attack volumes of approximately 100 million per month, typically 10 times the number of queries of all other threat types. [cisco] It is crucial that individuals and business take necessary precaution again cyber-attacks, otherwise they run the risk of falling victim to any number of attacks.	Comment by Lee Christian Canning (2116294): Find how to reference this report
Batman textiles is a mid-sized business which includes a textile showroom and an adjoined restaurant. At present there are 15 employees (including Bruce Wayne the owner): 12 Sales Executives, 1 Accounts Officer, and 1 Head of Marketing. Until recently there were also two Sales Heads, but they were both released to reduce operational costs. The Sales Executives now manage sales alongside their current roles. It is understood that one of the former Sales Heads was not happy with the decision and had mentioned that they intended to “disrupt” the businesses operations.
The entire workforce has the same level of authorisation, which means that all users have access to all business applications at an admin level.
Batman textiles’ network uses Wi-fi from a consumer standard level wireless router, DHCP and IPv4. The Wi-Fi is not encrypted. Furthermore, the restaurant connects to the same router and provides “complimentary” Wi-Fi to their guests. The entire business network is running on open Wi-Fi.
A workstation at Batman Textiles was found to have important files encrypted with the “.rekt” file format, rendering them unusable. The desktop background on this workstation has changed saying “your files have been encrypted”, and there is a “readme.txt” file which demands a ransom in exchange for a decryption key.
I have been tasked with providing a security report to analyse the vulnerabilities, research and document the possible origins of the breach, and provide a solution to these so that Batman Textiles is in the best position to minimise the risk of falling victim to another cyber-attack in the future.
The main body of the report includes:
· An analysis of potential security breaches.
· An overview of the threats, vulnerabilities, and attacks organisations face in the digital age.
· A proposed solution, with relevant documentation.
· Written guidelines for employees and customers to responsibly use their digital space.






[bookmark: _Toc92387832]Task 1: Possible security breaches 	Comment by Lee Christian Canning (2116294): Only tasks 1 and 2 really need referencing
Based on the brief provided by Bruce, we consider possible security breaches at Batman Textiles and the reasons behind them.
[bookmark: _Toc92387833]Possible security breach 1: Insufficient / lack of access control
Reason: The brief states that initially, employees were set up with three levels of access. Sales Executives had minimal access, Sales Heads had privileged access, and the Accounts Officer and Bruce had full access.
Once the Sales Heads were dismissed, all employees were given full access to all business applications. With this configuration there is no way to restrict anyone from viewing, manipulating, deleting, or stealing data within the entire scope of business applications and important files. If employees have access to sensitive data that is outside of the scope of their duties, this leaves the system open to abuse, whether intentional or not. This also means that anyone with login details could have introduced the REKTLocker ransomware to the system.
[bookmark: _Toc92387834]Possible security breach 2: Insider threat / disgruntled employee
Reason: It’s well known that one of the recently dismissed sales heads was extremely unhappy with the situation. They had full access to all business applications, a motive, knowledge of the applications and which files and folders are critical to the running of the organisation. it’s realistic to suspect that the breach may have originated here. A great deal of research has been done into the motivation of disgruntled former or current employees, as they can make full use of their insider knowledge and legitimate access to express their dissatisfaction and execute malicious intents. [1] Before they left the business, this employee could have left a logic bomb, which executes malicious code when a certain condition is met, such as a specific time or date. 
[bookmark: _Toc92387835]Possible security breach 3: Complimentary Wi-Fi
Reason: The complimentary Wi-Fi provided to customers at the restaurant has not been segregated from the business Wi-Fi. This means that there are potentially an unlimited number of users that can access the network and the data on it, without requiring authorisation, provided they are in range of the Wi-Fi. Coupled with the fact that all employees had full access to business applications means that anyone with malicious intent who accessed the Wi-Fi would potentially have access to all business applications. Using the same network and not using WPA2-PSK for authentication and data encryption renders the network and the business open to packet sniffing, malware distribution, MitM attacks, and more [Norton]. 
It is also worth considering that the devices that customers use to connect to the complimentary wi-fi could already be infected with viruses, worms, trojans and more, as we have little control over these devices.

[bookmark: _Toc92387836]Possible security breach 4: Phishing Campaign
One of the most common threats in today’s digital world, accounting for 36% of breaches in 2021, a rise of 11% versus 2020 [2] it’s possible that an employee or customer connected to the complimentary Wi-Fi may have fallen victim to a Phishing attack by being tricked into clicking on a malicious link. Once clicked, the attacker(s) would have gained access to the system and installed the ransomware. We should also consider the former Sales Head as an origin for the campaign, as employees would be familiar with him and less likely to be suspicious about any emails received.
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Task 2: Threats, vulnerabilities, and attacks - The importance of Cyber Security	Comment by Lee Christian Canning (2116294): This means not just describing what! But also justifying: Why? How? When? Who? Where? At what cost?
[bookmark: _Toc92387838]What is a threat?	Comment by Lee Christian Canning: 
A threat is the possibility that a malicious activity intended to take advantage of vulnerabilities in a network or device could occur. Threats can originate from a variety of sources, including individuals, hacking groups, criminal organisations, or disgruntled employees. [1??]
[bookmark: _Toc92387839]Types of threat
Information theft: The aim is to access a system and steal confidential information such as credit card info, company account info, R&D documents, user login details, and so on. Often stolen to sell to third parties, but login details could be used to further compromise other systems or personal accounts. Attackers may also release these details online as a warning to organisations that their security systems aren’t adequate.
Data loss and manipulation: Delete, change, or restrict access to systems and the files within them. The act could be purely malicious, or attackers may demand a ransom for the data to be restored. The “.rekt” file format is an example of this.
Insider threats: Originate from within the organisation, and usually involve intentional fraud, information theft, or system sabotage. [3]
Social Engineering****************
[bookmark: _Toc92387840]Effects of threats
Information theft can prove significant for the business, depending on what has been stolen and the intended use. Data loss and manipulation, and DoS (Denial of Service) provide a more certain and immediate threat. If a business cannot access its files or systems, then it may not be able to operate, and if legitimate users are not able to access a company’s resources, then this could have catastrophic consequences.
[bookmark: _Toc92387841]What is a vulnerability?
A vulnerability is a weakness in an IT system that can be exploited by attackers [find a source].
[bookmark: _Toc92387842]Why?
Small businesses must be efficient in sharing resources, such as sharing offices, and may not be able to afford an in-house IT department, which enhances vulnerability to attacks [4]. Without an IT specialist responsibility falls on the senior executives, and they may not have any knowledge of cyber-security.
[bookmark: _Toc92387843]How?
Software
If a company hasn’t installed security software, or their software hasn’t been updated or patched, this provides hackers with an opportunity to infiltrate their systems.
Network or System Misconfigurations / Wireless Network Vulnerabilities	Comment by Lee Christian Canning (2116294): Need more here
If a network is poorly secured or unsecured it can easily provide an access point for unauthorised users to gain access to the files and systems. 
Employees 	Comment by Lee Christian Canning (2116294): Good article - Employee error big threat in cyber attacks - ProQuest
The largest vulnerability in any organisation. Most data breaches can be traced back to someone within the organisation. Weak passwords, lost devices, or accessing harmful websites all contribute. Social engineering attacks target people specifically because the figures suggest that someone will fall victim to it. According to Cisco, in 2021, 86% of organisations had at least one user try to connect to a phishing site. [Cisco]

[bookmark: _Toc92387844]What is an attack?
An attack is a technique used that seeks to illegally access, damage, or delete data, harvest user details, take control of a network or resources, or to render a system unusable [5].
[bookmark: _Toc92387845]Why?
To disrupt a company, organisation, or individual’s operations, or to hold them to ransom.
[bookmark: _Toc92387846]Types of attack
Malware
Encompasses several types of attack including spyware, ransomware, worms, trojans, and viruses.
Typically embedded to deny access, steal data, or disrupt the system / network.
Phishing
A fundamental component of many cyber-attacks, Phishing is a targeted email attack where victims are tricked into clicking links, opening attachments, or visiting web pages to enter their information [6]. This allows attackers to install malicious code or files, gives them access to the host device, or allows them to steal information. 
Zero Day Exploit
A method of exploiting a vulnerability in a network or system when it is new, and patches have not yet been released. Attackers act quickly before organisations discover the vulnerability and patch it.
Rootkits
Rootkits provide attackers with remote, admin-level access to a system. Once they have full control the system is open to them, so they can view, edit, steal, or delete whatever they desire. Rootkits are often hidden in software or email attachments. 
IoT (Internet of Things) attacks
The sheer number of devices that are connected to networks provides attackers with an increased amount of access points to exploit systems. A mobile phone may well be secure, but a central heating system, electricity meter, Wi-Fi connected speaker, or a smart TV may not.
MitM (Man in the Middle)
Like wiretapping. Once connected to an open or poorly secured Wi-Fi, an attacker can deploy tools between two party connections to intercept and manipulate messages without either victim being aware. [7] This could result in information theft, malware being installed, or a takeover of the system. 

.REKT / REKTLocker
A type of ransomware / malware that encrypts files using 2048-bit encryption, giving them “.rekt” extensions. Uses asymmetric encryption which generates a public and a private key, and impossible to decrypt without the private key. 
I  advise against paying the ransom, as it is unlikely to be of any benefit. As the encrypted files cannot be accessed, the only way of recovering the files will be to use backups.
Fortunately, we can however remove the ransomware with an anti-Malware program, such as MalwareBytes.

[bookmark: _Toc92387847]
Task 3: How security could be improved
I recommend the following steps are taken to secure the network.
1. Separate the networks by deploying two routers. 
Secure the office network with WPA2-PSK encryption, and the restaurant Wi-Fi remains open.
2. Install and regularly update antivirus software to scan for threats.
3. Deploy a server so that all important data is backed up	Comment by Lee Christian Canning (2116294): Consider cloud storage
4. Review admin rights. Not all users should have full access to the system.
5. Deploy a firewall. Either hardware such as Cisco’s ASA or Meraki, Watchguard, or SonicWall.
6. Consider employing an IT officer
[bookmark: _Toc92298075][bookmark: _Toc92179208][bookmark: _Toc92296597][bookmark: _Toc92296779][bookmark: _Toc92296843][image: Graphical user interface, text, application, email

Description automatically generated]Figure 1: Certificate of Completion for Cisco’s Introduction to Packet Tracer Course
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[bookmark: _Toc92296780][bookmark: _Toc92296844]Figure 2: Badge for packet tracer course
Badge can be viewed on Credly by clicking here or https://www.credly.com/badges/03fdb92d-8ab9-472a-bb02-91de320aa092/public_url
[bookmark: _Toc92387848]Notes on attached packet tracer file
I have implemented the network as described in the brief.
There is an unencrypted wireless router, allowing for open/complimentary access for the restaurant. In this example, it is connected to a customer’s laptop, tablet, and smart phone. At the restaurant, DHCP is used to allocate IP addresses between the values of 192.168.0.120 and 192.168.0.169. 
On the textiles side of the business, the wireless router connects via copper crossover cable to a switch, and the switch connects to 15 PCs  via copper straight-through cable. Static IP addresses are used here between 192.168.0.100 and 192.168.0.119, as there are a set number of PCs.[image: Diagram
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[bookmark: _Toc92296781][bookmark: _Toc92296845]Figure 3: Logical view of Batman Textiles and restaurants network 
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Figure 4: Physical topology of Batman Textiles and restaurant
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Description automatically generated]Figure 5: Physical view of Batman Textiles' main wiring closet


	Device ID	Comment by Lee Christian Canning (2116294): Check what an addressing table looks like
	IP Address
	Subnet Mask
	Default Gateway

	Sales PC1
	192.168.0.101
	255.255.255.0
	192.168.0.1

	Sales PC2
	192.168.0.102
	255.255.255.0
	192.168.0.1

	Sales PC3
	192.168.0.103
	255.255.255.0
	192.168.0.1

	Sales PC4
	192.168.0.104
	255.255.255.0
	192.168.0.1

	Sales PC5
	192.168.0.105
	255.255.255.0
	192.168.0.1

	Sales PC6
	192.168.0.106
	255.255.255.0
	192.168.0.1

	Sales PC7
	192.168.0.107
	255.255.255.0
	192.168.0.1

	Sales PC8
	192.168.0.108
	255.255.255.0
	192.168.0.1

	Sales PC9
	192.168.0.109
	255.255.255.0
	192.168.0.1

	Sales PC10
	192.168.0.110
	255.255.255.0
	192.168.0.1

	Sales PC11
	192.168.0.111
	255.255.255.0
	192.168.0.1

	Sales PC12
	192.168.0.112
	255.255.255.0
	192.168.0.1

	Alfred
	192.168.0.113
	255.255.255.0
	192.168.0.1

	Bruce
	192.168.0.114
	255.255.255.0
	192.168.0.1

	Accounts Officer
	192.168.0.115
	255.255.255.0
	192.168.0.1


Table 1: Addressing table based on current network configuration


In terms of improvements, see Figure 5 ( below ).
I recommend a switch connecting to two wireless routers (or one wireless one wired router). The wireless would be an unencrypted/open complimentary Wi-Fi for the restaurants customers and configured to assign Ip addresses by DHCP, and the other would be WPA2 encrypted / password protected for the Batman Textiles side of the business – it could set static IP addresses or DHCP depending on the business’s requirements.
It is highly recommended that a server is purchased and deployed. This would be beneficial should the business require regular backups of data and important documents. I also recommend deploying a hardware firewall such as Cisco ASA, between the switch and the router to protect the network. 
[image: Diagram, schematic
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[bookmark: _Toc92179209][bookmark: _Toc92296598][bookmark: _Toc92296783][bookmark: _Toc92296847]Figure 5: proposed topology for Batman textiles and the adjoining restaurant


[bookmark: _Toc92387849]Task 4: Guide to responsible use of Digital Space ( 500 )

[bookmark: _Toc92387850]Employees
Cyber-attacks are on the rise year after year, and all employees of Batman Textiles, have a responsibility to protect both the company and their own privacy, data, and systems. 
Internet access is limited to job related activity only. 
It is not permitted to use work PCs for personal use; however, outside of your hours of work you can connect your mobile device via the complimentary Wi-Fi in the restaurant - Please see guidance for customers.

It’s critical that you never tell anyone your password, not even a colleague. 
Never write your passwords down or keep them around your workstation.
Be aware of phishing campaigns. 
If an email looks suspicious, please report it to Bruce and forward it to report@phishing.gov.uk. 
Whatever you do, do not click on any links or attachments.
Phishing scams often try to imitate genuine companies, but you may notice spelling or grammatical errors, a sense of urgency ( i.e., your password has expired), or that they require payment.
If there is a program that is deemed necessary for work, a colleague with the necessary administration rights can check this and install it for you.

For those with administration rights, please ensure any software is from official vendors, as this comes with an additional layer of protection. Admin  accounts should only be used for specific tasks, with standard user accounts used for general work. Do not check emails or browse the web from these accounts.
If your PC it needs updating, please do so at the end of the working day to ensure that the latest security updates are applied. 
If you are connecting via a mobile device, please keep the devices and apps up to date.
[bookmark: _Toc92387851]Customers
As a valued customer we would like to keep you safe and secure while using our complimentary Wi-Fi, therefore please take note of the following.
When connected, use a  VPN to secure your devices. This is for your protection, as attackers may be able to compromise your device if they are on the same network.  There are many VPN providers, such as Kaspersky, Norton, NordVPN, and SurfShark.
For security reasons, when connected to our Wi-Fi you are only able to download apps from official vendors.
When using a web browser, please ensure that the web address begins with “https”. If it does not, then it is not secure, even with a VPN!
For your safety, we have blocked any access to graphic themes such as violence, scenes of a sexual nature, or similar.



[bookmark: _Toc92387852]Conclusion 
[image: ]
In this report I have investigated the possible breaches that led to important documents being encrypted with the .REKTLocker ransomware. Although it is still unclear as to exactly how the network was breached and the files encrypted, we have a partial solution in that the ransomware can be removed, and the infected files restored from system back-ups.
I have provided the organisation with an overview on threats, vulnerabilities and attacks that businesses face in the digital age, alongside recommendations on how the current situation can be improved. Using packet tracer, I have given Bruce an idea of how the network could be implemented, with recommended improvements and the deployment of security devices.


Implement my suggestions (admin rights, encrypted Wi-Fi etc )


Recommendations are that Bruce hires an IT Manager who can oversee security, network Implementation and user access policies. This releases the responsibility from Bruce and Alfred, as it is not there are of expertise.
Bruce should report the ransomware attack to the police. The system may have been open, but the act is still illegal ( blackmail / ransom )
Go back to having different levels of admin rights. This protects the network and ensures that employees only have suitable admin rights for their roles.
Configure the network as suggested in Task 3 and deploy a firewall and server for protection and backup.
Another step may be to also secure the restaurant Wi-Fi with WPA2-PSK  and have an employee with sufficient admin rights change the password every day. This means that only that day’s customers can use it, and the number of those who have the password is kept to a minimum.
[bookmark: _Toc92387853]Recommendations

[bookmark: _Toc92387854]Future work 
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DDoS			Distributed Denial of Service
DHCP			Dynamic Host Configuration Protocol
IP Address		Internet Protocol Address
IoT			Internet of Things
MitM			Man in the Middle
PC			Personal Computer
R&D			Research & Development
VPN			Virtual Private Network
WPA2-PSK  		Wi-Fi Protected Access 2 - Pre-Shared Key
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