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The labs given within this module is geared to assist you in carrying out vulnerability assessments and penetration testing on systems. In a penetration test an Ethical Hacker attempts to break into a company’s network to find vulnerability or the weakest link in the network or the network system. They are also required to analyzes the company security policy and procedures and report any vulnerability to management.

An Ethical Hacker is a person who performs most of the same activities as a hacker but with the owner of the company’s permission.  The distinction is important and can mean the difference between being charged with a crime or not being charged.  Ethical Hackers are usually contracted to perform penetration tests or security tests.  After pre-engagement activities, penetration testers begin gathering information about their targets. Often all the information learned from a client is the list of IP addresses and/or web domains. Penetration testers then learn as much about the client and their systems as possible, from searching for employees on social networking sites to scanning die perimeter for live systems and open ports.  Taking all the information gathered into account, penetration testers study the systems to find the best routes of attack. This is similar to what an attacker would do or what an invading army would do when trying to breach the perimeter. Then penetration testers move into vulnerability analysis, the first phase where they are actively engaging the target.


Task 1: This task is to set up your virtual environment that will be used throughout this module lab session to carry out real-world hands-on experiment. 


Set up Windows 11, Windows Server 2022, and Ubuntu on VirtualBox

The Oracle Virtual box that is on each PC should be used to set-up your virtual environment with the following operating systems (OSs).
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To set up the above OSs a link to the shared drive with the Windows OSs is on Moodle. 
The Linux OSs should be downloaded from its respective authentic Linux site.

See sample guided step-by-step instructions:

Step 1: Create a Virtual Machine for Windows 11
1. Open VirtualBox.
2. Click "New" to create a new VM.
· Name: Windows 11.
· Type: Microsoft Windows.
· Version: Windows 10 (64-bit) (as Windows 11 isn’t an option, but this works).
3. Memory: Allocate at least 4GB of RAM (recommended minimum).
4. Hard Disk: Select Create a virtual hard disk now.
· Disk File Type: VDI (VirtualBox Disk Image).
· Storage on physical hard disk: Dynamically allocated.
· Size: Minimum 64GB (adjust based on your needs).
5. Attach the Windows 11 ISO:
· Click Settings (gear icon next to VM).
· Go to System tab, uncheck Floppy under Boot Order (if present).
· Go to the Storage tab.
· Click on the empty disk under Controller: IDE, then click the disk icon next to "Optical Drive" on the right.
· Choose Choose a disk file and select the Windows 11 ISO from the shared drive.  The link to the shared drive is on Moodle.
6. Start the VM.
· Windows 11 installation should begin.
· Follow the on-screen instructions to complete the installation.
Step 2: Create a Virtual Machine for Windows Server 2022
1. Click "New" to create a new VM.
· Name: Windows Server 2022.
· Type: Microsoft Windows.
· Version: Windows 2016 (64-bit) (this will work for Windows Server 2022).
2. Memory: Allocate at least 4GB of RAM.
3. Hard Disk: Select Create a virtual hard disk now.
· Disk File Type: VDI.
· Storage on physical hard disk: Dynamically allocated.
· Size: Minimum 60GB.
4. Attach the Windows Server 2022 ISO:
· Follow the same steps as Windows 11 (Settings → Storage → Attach ISO).
5. Start the VM.
· Follow the prompts to install Windows Server 2022.


Step 3: Create a Virtual Machine for Ubuntu
1. Click "New" to create a new VM.
· Name: Ubuntu.
· Type: Linux.
· Version: Ubuntu (64-bit).
2. Memory: Allocate at least 2GB of RAM (recommended minimum).
3. Hard Disk: Select Create a virtual hard disk now.
· Disk File Type: VDI.
· Storage on physical hard disk: Dynamically allocated.
· Size: Minimum 20GB.
4. Attach the Ubuntu ISO:
· Go to Settings → Storage.
· Click on the empty disk under Controller: IDE.
· Click the disk icon next to "Optical Drive" and choose Choose a disk file.
· Select the Ubuntu ISO.
5. Start the VM.
· Ubuntu will boot, and you can follow the installation prompts to install Ubuntu.


Step 4: To Create a Virtual Machine For the rest of the Linux operating systems please follow similar steps used for the Ubuntu



To be used based on labs settings each week

The following information and network settings can be used on the machines based on the nature of the lab each week:
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Additional things to consider
· Windows Defender Firewall is Off 
· Remote Desktop Connection is enabled 
· Password complexity is not set
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Additional things to consider
· Windows Defender Firewall is Off 
· Remote Desktop Connection is enabled 
· Password complexity is not set
· Configured WampServer and a WordPress Website (http://localhost:8080/DVWA/login.php with credentials admin/password)
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Additional things to consider
· Windows Defender Firewall is Off 
· Remote Desktop Connection is enabled 
· Password complexity is not set
· Websites configured: 
· http://www.goodshopping.com 
· http://www.moviescope.com 
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Please Note labs are adapted from EC-Council

Integrate ShellGPT in the Parrot Security Machine 
The labs use an innovative AI tool called ShellGPT. Powered by advanced natural language processing, ShellGPT enables users to interact with command-line interfaces intuitively. Whether probing network vulnerabilities or executing penetration tests, ShellGPT responds to commands in real-time, streamlining tasks and enhancing productivity. Its adaptive capabilities facilitate seamless navigation through complex systems, empowering learners to explore diverse cybersecurity scenarios with ease. AI-powered ethical hacking significantly enhances both efficiency and precision in ethical hacking engagements. 
The steps to integrate ShellGPT in the Parrot Security machine are given below: 
·  Caution: To complete the steps below, you must sign up for OpenAI services and add a payment method for the OpenAI API keys for ShellGPT. You will be required to provide your credit card information.
· Notice: Third-Party Connected Apps and Paid Services 
Introduction 
The guiding principle of EC-Council Education Content and Labs is simple: We want to
provide a safe environment to learn, practice, and assess cybersecurity skills that directly translate to job-ready skills. We believe in providing our students, educator partners, and professionals with real software and live experiences that behave like those in the "real world" because they are the actual tools and services used in the field, not simulations. 
Third-Party and Internet-Connected Resources 
To provide the most realistic learning experience, EC-Council may employ connections to live networks and services through its labs and lab platforms. While many software and service providers provide education use licenses, trials, or are Open Source, some require a live account with setup requirements and agreements you must review and consent to in order to participate in and/or complete the exercises in our Labs. 
Subscription Fees and/or License Fees 
While EC-Council will never ask you for payment details or sensitive information during our course of learning, some of our Live Labs use paid OpenAI API keys. To use these, you will need to add credit card information for a payment method and buy API credits. Similarly, some of our Live Labs connect to third-party services such as Amazon AWS, Google Cloud Platform, Microsoft Azure, etc. Many of these service providers allow you to sign up for free-tier usage, Education Accounts, or provide promotional credits for trials. However, be aware that signing up for third-party services may incur expenses related to the use of their services. Our labs using public cloud services can be completed without any additional charges unless explicitly marked, but you are ultimately responsible for any services you may intentionally or unintentionally sign up for when connected to those platforms.
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‘Windows 11
= Username: Admin
= Password: Pas$word
= Machine name: Windows11

User Accounts
Username | Password | Account Type
Martin | apple | Standard
Jason | qwerty | Administrator
Shiela | test | Standard
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Network Settings

1P address: 10.10.0.11
Subnet mask: 255.255.255.0
Default gateway: 10.10.1.2
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Windows Server 2022
* Username: CEH\Administrator
= Password: Pas$word
* Machine name: Server2022
= Domain name: CEH.com
Active Directory Users

Username | password | Account Type

sasonM. | querty | Administrator

Martin). | apple | Standard

shielaD. | test | standard

Mark | cupcake | standard

saLswv | batman | Administrator

Joshua | cupcake | standard

DC-Admin | advance! | Administrator

Network Settings
* 1P address: 1010122
* Subnet mask: 255.255.255.0
= Defaul gateway: 10.10.1.2
= Preferred DNS server: 8.8.8.8
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Windows Server 2019

* Username: Administrator
= Password: Pas$word
* Machine name: Server2019

User Accounts
Userame | Password | Account Type
Martin | apple | Standord
Jason | awerty | Administrator
Shiela | test | Standard
Network Settings

1P address: 10.10.0.19
= Subnet mask: 255.255.255.0
= Default gateway: 10.10.1.2

o Preferred DNS server: 8.8.8.
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Windows 11 (AD)
* Username: Mark
= Password: cupcake
= Machine name: Windows11
Network Settings.
= 1Paddress: 1010140
= Subnet mask: 255.255.255.0
* Default gateway: 10.10.1.2
= Preferred DNS server: 10.10.1.22
‘Additional things to remember...
= Ensure that the Windows Defender Firewall s Off
= Ensure that Remote Desktop Connection is enabled

= Ensure that the password complexity is not set

‘Windows Server 2019 (D)
* Username: sQL_srv
= Password: batman
= Machine name: Server2019
Network Settings
1P address: 10.10.1.30
* Subnet mask: 255.255.255.0
* Default gateway: 10.10.0.2
* Preferred DNS server: 10.10.1.22
Additional things to remember..
= Ensure that the Windows Defender Firewall s Off
= Ensure that Remote Desktop Connection is enabled

= Ensure that the password complexity is not set

‘Parrot Security
= Username: attacker
* Password: toor

= Machine name: parrot
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Network Settings

1P address: 1010113
Subnet mask: 255.255.255.0
Default gateway: 10.10.1.2
DNS server: 8.8.8.8

Ubuntu

Username: Ubuntu
Password: toor

Machin name: ubuntu

Network Settings

1P address: 10.10.0.9
Subnet mask: 255.255.255.0
Default gateway: 10.10.1.2

DNS server: 8.8.8.8

Endroid

Username: nil
Password: il

Network Settings

1P address: 10.10.1.14.
Subnet mask: 255.255.255.0
Default gateway: 10.10.1.2

ONS server: 8.8.8.8
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Alternatives

1F you are unable to buy OpenAl API credit, secure an Education/Student cloud account
or ae not comfortable creating  lve account n these public coud services, EC-Councl
provides comprehensive Lab Guides that include complete instruction sets. with
screenshots [mages) of each step. EC-Counci alo provides video-based walk through of
eachlab for you to fllow along without actually creating an account, Though you won't
be creating an account o performing the ive configuraions with this method, you wil
still receive adequate exposure to the platforms, confguration steps, technigues, and
knowledge elements equired for you to prepare for certiication orgrasp the knowledge
conveyed in the program

1. Vit the Openal platform (https://platform.openai.com) and sign up o Iog in to your
existing account

2. Once logged in, click the profile icon at the top-right, clck Your profle option, and
navigate to the Billing section

3. Under Billing section, g0 to Payment methods and click Add payment method to add a
payment method

4. Go to Overview and click Add to credit balance.

5. Enter the minimum amount, i, $5 for Amount to add, and click continue. Please refer
hitps://openal.com)/api/pricing)/ for AP! pricing details.

6. Click Confirm payment and complete the transaction to add the credit balance.
7. Now, switch to the Parrot Security machine and login with attacker/toor.

8. Open  Terminal window, type chromium, and press Enter to launch the Chromium web
browser.

9. The Chromium window appears, go to https://platform.openai.com/api-keys.

10. An OpenAl Platform webpage appears, click on Login and login to the OpenAl account
that you created at the start of this lab.
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11. You will be redirected to Project AP Keys window, lick on + Create new secret key button
to create a new key.
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12. A Create new secret key window appears, provide a name for the secret key (here, CEH)
and leave al the settings as defautt,as shown in the screenshot and click on Create secret
key button.
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13. Save your key pop-up appears, click Copy button to copy the key.

Note: Save this key in a notepad. We will be using this key in each module for setting up
ShellGPT.

Soveyourkey.

14. Now, open a new terminal with superuser privileges by executing the sudo su command
(When prompted, enter the password toor].

15. Run sgpt command to launch ShellGPT tool.

16. You will be prompted to enter your OpenAl API key, paste the copied API key in the
terminal window and press Enter.

Note: The secret key you have entered will not be visibe.
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17. 1 the API key integration is suc ‘shown in t
screenshot.

18. We have successfully integrated ShellGPT API. We will use ShellGPT in the upcoming lab
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