Dr. Nitheesh Kaliyamurthy – ACCA5023
Instructions for Evidencing the Completion of Coursework 2

For Coursework 2 submission, you will need to provide evidence of completing the task as follows:

Option 1: Powers Shell commands and provide screenshots of the results.
For this option, you will need to do it in class in front of your lecturer.
You will need to put appropriate screenshots and comments as detailed in (2) below.

Option 2: Provide the screenshots of the installation and configurations with timestamps
Provide the screenshots of the installation and configurations with timestamps. You will need to provide brief comments.

List of Tasks to Report
The following are the task that you should provide evidence of completion. In the report you should create a heading for each of the following task:
1 - Basic Configurations – IP Address and Computer Name	
2 - Firewall Rule Configuration
3 - Domain Configuration in both Swansea and London Network	
4 - Site to Site VPN with Persistent Connection between Sites	
5 - DNS Records - Appropriate A Records and reverse lookup zones	
6 - Creating User Accounts based on users_list_updated.xlsx	
7 - User Accounts in Correct Format	
8 - Mount Second Disk Drive and Share Permissions	
9 – DHCP Configuration	
10 - Test Connection from Swansea Server	
11 - Test Connection from London Server	
12 – Configuration of IIS Server and Remote Desktop Services




Read all the instructions carefully
1. To execute these scripts, copy and paste them in your Windows PowerShell ISE and execute them. It is your responsibility to run the scripts in the correct virtual machines and submit the output. Running all the scripts is mandatory as part of this assignment – This will help the markers to check successful completion of each tasks. 
However, note that your installation screenshots with timestamps will also be checked and considered for marking if your scripts are not showing any outputs. So, it is also important for you to submit the required/ necessary screenshots with Timestamps to prove the steps in configuring the network.  
2. You must share the screenshot like the one below.
[image: A computer screen shot of a blue screen

Description automatically generated]
NOTE: 
a. The “BLUE” Window needs to show the complete script (marked in red box) and its full execution with clarity (Marked in green box). It should also show the timestamp in your host machine (marked in yellow box). 
b. Even if you zoom this document to 500% you will be able to see the text in the image/ screenshot. This is taken using the snipping tool available in Windows 10/11 Host Machines. Use the same.
c. Any evidence you submit needs to be with readable clarity. If not, you will be marked Zero for that aspect.
d. These scripts need to be executed in your Virtual Machines (Swansea Network and London Network) to prove the correct working of your configuration. However, I welcome you to create your own PowerShell scripts or make necessary changes to execute and show the outcome. If you are doing so, you need to submit the screenshot of your written scripts.
e. The Screenshots of each scripts must be in the same order and labelled accordingly. For Example: You execute Script 1, and take the screenshot. Label it as follows
Script 1:  Name: Basic Configurations
Run at: London Server
“Place the Screenshot here”
Script 1:  Name: Basic Configurations
Run at: Swansea Server
“Place the Screenshot here”
etc
3. The scripts are listed in an order to help the markers understand your configuration. 
4. You are expected to execute the scripts only after the completion of all the tasks in your coursework or if you think the work done is ready for submission.
5. You are expected to execute the scripts in the same order as given below.














Scripts 
[bookmark: _Toc193089943]1 - Basic Configurations – IP Address and Computer Name
Script 1: Name: Basic Configurations | Run at: All the Virtual Machines
#Script 1: Basic Configurations
# Get IP address configurations
Get-NetIPAddress | Select-Object InterfaceAlias, IPAddress, PrefixLength, AddressFamily

# Get computer name
$computerName = $env:COMPUTERNAME
Write-Host "Computer Name: $computerName"

# Get DNS server configurations
Get-DnsClientServerAddress 

[bookmark: _Toc193089944]2 - Firewall Rule Configuration
Script 2: Name: Firewall Rules | Run at: Both the Servers
# Check if the ICMP_Traffic rule exists – Change the name as per your rule name
$rule = Get-NetFirewallRule -DisplayName "ICMP Traffic"
Get-WindowsFeature RemoteAccess

if ($rule -ne $null) {
    Write-Host "ICMP Traffic rule found."
    
    # Check if the rule is enabled
    if ($rule.Enabled) {
        Write-Host "ICMP Traffic rule is enabled."
        
        # Send an ICMP echo request (ping) to a destination
        $destination = "192.168.1.2"  # Change this to the destination IP you want to ping
        $pingResult = Test-Connection -ComputerName $destination -Count 1 -Quiet
        
        # Check if the ping was successful
        if ($pingResult) {
            Write-Host "ICMP packets are allowed and the destination $destination is reachable."
        } else {
            Write-Host "ICMP packets are allowed, but the destination $destination is not reachable."
        }
    } else {
        Write-Host "ICMP Traffic rule is disabled."
    }
} else {
    Write-Host "ICMP Traffic rule not found."
}




[bookmark: _Toc193089945]3 - Domain Configuration in both Swansea and London Network
Script 3: Name: Appropriate Domain Controller Configuration in both Swansea and London Network
Run at: Both Servers – For Child Domain “comment using # - your parent domain” 
# Function to get domain controller information
function Get-DomainControllerInfo {
    param (
        [string]$DomainName
    )
    
    # Get domain information
    $domain = Get-ADDomain -Identity $DomainName -ErrorAction SilentlyContinue

    # Check if the domain exists
    if ($domain) {
        Write-Host "Domain '$DomainName' is created correctly."
        Write-Host "Domain Name: $($domain.DistinguishedName)"
        
        # Get domain controllers
        $domainControllers = Get-ADDomainController -Filter * -Server $domain.DnsRoot

        # Check if domain controllers exist
        if ($domainControllers) {
            Write-Host "Domain Controllers in '$DomainName':"
            foreach ($dc in $domainControllers) {
                $ipAddress = ($dc.IPAddress | Select-Object -First 1) -join ", "
                Write-Host "  - $($dc.Name)"
                #Write-Host "    IP Address: $ipAddress"
            }
        } else {
            Write-Host "No domain controllers found in '$DomainName'."
        }
    } else {
        Write-Host "Domain '$DomainName' is not found."
    }
}

# Check domain controllers for the parent domain
Get-DomainControllerInfo -DomainName "nitheesh.noss" #Change the domain name 

# Check domain controllers for the child domain
Get-DomainControllerInfo -DomainName "ld.nitheesh.noss" #Change the domain name
 

[bookmark: _Toc193089946]4 - Site to Site VPN with Persistent Connection between Sites
Script 4: Site to Site VPN with Persistent Connection between London & Swansea Network
Run at: Both Servers 
# Import the RemoteAccess module
Import-Module RemoteAccess

# Get information about remote access clients
$remoteAccessClients = Get-RemoteAccessConnectionStatistics
# Check if there are any remote access clients
if ($remoteAccessClients) {
    Write-Host "Remote access clients connected:"
    
    # Output information about each connected client
    $remoteAccessClients | ForEach-Object {
        Write-Host "Username: $($_.Username)"
        Write-Host "Client IP Address: $($_.ClientIpAddress)"
        Write-Host "Connection Start Time: $($_.ConnectionStartTime)"
        Write-Host "Connection Duration: $($_.ConnectionDuration)"
        Write-Host "Connection Type: $($_.ConnectionType)"
        Write-Host "VPN Tunnel Type: $($_.VpnTunnelType)"
        Write-Host "----------------------------------------"
    }
} else {
    Write-Host "No remote access clients connected."
}
 
[bookmark: _Toc193089947]5 - DNS Records - Appropriate A Records and reverse lookup zones
Script 5: DNS Records - Appropriate A Records and reverse lookup zones
Run at: Both Servers
# Get the hostname of the domain controller
$dcHostname = (Get-ADDomainController).HostName

# Output the hostname
Write-Host "Domain Controller Hostname: $dcHostname"

# Check DNS A record for the domain controller
$dnsARecord = Resolve-DnsName -Name $dcHostname -Type A -ErrorAction SilentlyContinue

if ($dnsARecord) {
    Write-Host "DNS A record for $dcHostname exists."
    Write-Host "IP Address: $($dnsARecord.IPAddress)"
} else {
    Write-Host "DNS A record for $dcHostname does not exist."
}

# Check reverse lookup zone for the domain controller's IP address
$dnsIPAddress = $dnsARecord.IPAddress | Select-Object -First 1  # Select the first IP address
$reverseLookupZone = (Get-DnsServerZone -ComputerName localhost | Where-Object {$_.ZoneType -eq "Reverse"}).ZoneName
$reverseLookup = Resolve-DnsName -Name $dnsIPAddress -Type PTR -Server 127.0.0.1 -ErrorAction SilentlyContinue

if ($reverseLookup) {
    Write-Host "Reverse lookup record for $dnsIPAddress exists in $reverseLookupZone"
    Write-Host "Hostname: $($reverseLookup.Name)"
} else {
    Write-Host "Reverse lookup record for $dnsIPAddress does not exist in $reverseLookupZone"
}
 

[bookmark: _Toc193089948]6 - Creating User Accounts based on users_list_updated.xlsx
Script 6: Creating User Accounts based on users_list_updated.xlsx 
Run at: London Server
# Define the path to the CSV file
$csvPath = "C:\users_list_updated.csv"

# Import the CSV file
$users = Import-Csv $csvPath

# Initialize counters
$totalUsersInCsv = $users.Count
$totalUsersExistInAD = 0

# Loop through each user in the CSV file
foreach ($user in $users) {
    # Construct the username based on the first letter of the given name and the surname
    $username = $user.GivenName.Substring(0, 1).ToLower() + "." + $user.SurName.ToLower()
    
    # Check if the user account exists
    $userExists = Get-ADUser -Filter {SamAccountName -eq $username} -ErrorAction SilentlyContinue
    
    # Increment the count if the user account exists
    if ($userExists) {
        $totalUsersExistInAD++
    }
}

# Output the total count of users in the CSV file and the total count of user accounts that exist
Write-Host "Total users in CSV: $totalUsersInCsv"
Write-Host "Total users exist in AD: $totalUsersExistInAD"
 

[bookmark: _Toc193089949]7 - User Accounts in Correct Format 
- with first name with a dot and last name as SAM Account
Script 7: User Accounts as per request - with first name with a dot and last name as SAM Account
Run at: London Server
# Define the path to the CSV file
$csvPath = "C:\users_list_updated.csv" #Modify this to the Path where your csv file is stored

# Import the CSV file
$users = Import-Csv $csvPath

# Loop through each user in the CSV file
foreach ($user in $users) {
    # Construct the username based on the first letter of the given name and the surname
    $username = $user.GivenName.Substring(0, 1).ToLower() + "." + $user.SurName.ToLower()
    
    # Check if the user account exists
    $userExists = Get-ADUser -Filter {SamAccountName -eq $username} -ErrorAction SilentlyContinue
    
    # Output the result
    if ($userExists) {
        Write-Host "User account '$username' exists."
    } else {
        Write-Host "User account '$username' does not exist."
    }
}
 
[bookmark: _Toc193089950]8 - Mount Second Disk Drive and Share Permissions
[bookmark: _Hlk193089247]Script 8: Mount Second Disk Drive and Share Permissions (full permission for user list and READ only access for other users)
Run at: In both Servers
# Get a list of mounted volumes with a drive label, size greater than 0 bytes, and ACL retrievable
$mountedVolumes = Get-Volume | Where-Object { $_.DriveType -eq 'Fixed' -and $_.FileSystemLabel -ne $null -and $_.Size -gt 0 }

# Loop through each mounted volume
foreach ($volume in $mountedVolumes) {
    # Construct the volume path
    $volumePath = $volume.DriveLetter + ":\"
    
    # Try to get the permissions of the volume
    try {
        $acl = Get-Acl -Path $volumePath -ErrorAction Stop
        
        # Output the volume information and its permissions
        Write-Host "Volume $($volume.DriveLetter):"
        Write-Host "  - Drive Label: $($volume.FileSystemLabel)"
        Write-Host "  - File System: $($volume.FileSystem)"
        Write-Host "  - Size: $($volume.Size) bytes"
        Write-Host "  - Free Space: $($volume.SizeRemaining) bytes"
        Write-Host "  - Permissions: $($acl.AccessToString)"
        Write-Host ""
    } catch {
        Write-Host "Failed to retrieve permissions for volume $($volume.DriveLetter): $($_.Exception.Message)"
        Write-Host ""
    }
}
 


[bookmark: _Toc193089951]9 – DHCP Configuration
Script 9: DHCP
Run at: In London Server
# Get DHCP server configuration
$dhcpServer = Get-DhcpServerInDC

# Check if DHCP server is configured
if ($dhcpServer) {
    Write-Host "DHCP server is configured on $($dhcpServer.DnsName)."
    
    # Get DHCP scopes
    $scopes = Get-DhcpServerv4Scope
    
    # Check if DHCP scopes exist
    if ($scopes) {
        Write-Host "DHCP scopes:"
        
        # Loop through each DHCP scope
        foreach ($scope in $scopes) {
            Write-Host "  - $($scope.ScopeId) - $($scope.Name)"
            Write-Host "    Start Range: $($scope.StartRange)"
            Write-Host "    End Range: $($scope.EndRange)"
            Write-Host "    Subnet Mask: $($scope.SubnetMask)"
            Write-Host "    Lease Duration: $($scope.LeaseDuration)"
            Write-Host ""
        }
    } else {
        Write-Host "No DHCP scopes found."
    }
} else {
    Write-Host "DHCP server is not configured."
}
 

[bookmark: _Toc193089952]10 - Test Connection from Swansea Server
Script 10: Test Connection | Run at: In Swansea Server
#Test Connectivity from Swansea
Get-NetIPConfiguration
Test-Connection 192.168.2.10 # Change IP Address to your London Client 
Test-Connection L-Client # Change name to your London Client  

[bookmark: _Toc193089953]11 - Test Connection from London Server
Script 11: Test Connection | Run at: In London Server
#Test Connectivity from London Server
Get-NetIPConfiguration
Test-Connection 192.168.1.2 # Change IP Address to your Swansea Client 
Test-Connection S-Client # Change name to your Swansea Client  

[bookmark: _Toc193089954]12 – Configuration of IIS Server and Remote Desktop Services
For the following tasks, (if you have completed), add screenshots with timestamps alone.
1. Configuring IIS Server with https://web.ld.yourname.noss website and enable windows internal authentication making all the London users can be authenticated with a welcome message “Welcome to London Website”.
2. Remote Desktop Services: Configure remote access for LD-DC from any other machines in the network. Make sure that the Remote Desktop Services login page should be accessed via https://rds.ld.yourname.noss and necessary certificates are signed. 
ACCA5023 – Coursework 2 – Output Scripts
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PS C:\Users\Administrator> #script 1: Basic Configurations
# Get Ip address configurations
Get-NetIPAddress | Select-object Interfacealias, IPAddress, Prefixiength, AddressFamily

# Get computer name
ScomputerNarme = Senv:COMPUTERNAVE
Write-Host "Computer Name: ScomputerName"

# Get DNS server configurations
Get-DnsClientserverAddress

Computer Name: SWANSEA-DC
InterfaceAlias Ipaddress PrefixLength AddressFamily

Sw-Internal FeB0: :80fa:6330: ebb:bF0%16 64 IPve

Sw-EXT 80: :5¢55:43: cdcd : 9d0bXO 64 IPv6
Loopback pseudo-Interface 1 ::1 128 Ipve
RAS (Dial In) Interface  fe80::2041:9c5:5ea3: 1070%35 64 IPV6
RAS (Dial In) Interface  ::2041:9c5:5ea3:1070 128 IPv6
Sw-Internal 192.168.1.1 2 Tpva
Sw_ext 10.0.0.1 30 1pva
RemoteRoutertd 192.168.2.241 Y Tpva
Loopback_Pseudo-Interface 1 127.0.0.1 8 Tpvd
RAS (Dial In) Interface  192.168.1.240 £ Tpva
RAS (Dial In) Interface  :: 0 Ipv6
SwEXT 2
Sw-EXT 23
Sw-Internal 2
Sw-Internal 23
RemoteRoutertd 2
RemoteRoutertd 23
RAS (Dial In) Interface 2
RAS (Dial In) Interface 23
Loopback Pseudo-Interface 1 2
Loopback Pseudo-Interface 1 23

Ps C:\Users\Administrator>
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