1. Security Management & Infrastructure 
Security Management and Infrastructure focus on how the network is centrally controlled and monitored. In this implementation, a centralized Security Management Server is used along with SmartConsole to manage and monitor the network, while the Security Gateway applies the configured policies to control traffic.
1.1 Centralized Management Setup
The enterprise network was secured by deploying a Check Point Security Management Server (SMS) using Gaia OS. Centralized administration was performed through SmartConsole installed on the management workstation, allowing full control over security policies and monitoring.[image: ][image: ]


Figure 1 shows the SmartConsole login stage. Here, I connect to the Security Management Server using its IP address 10.1.1.101. This is the first step in centralized management, where administrators securely access and control the entire firewall infrastructure from a single interface. This confirms that the management workstation is able to communicate with the SMS, which is essential for deploying and managing security policies.

[image: ] 
This screenshot shows the firewall policy configuration in SmartConsole. A rule has been created to allow ICMP traffic, specifically echo-request and echo-reply. This enables basic network troubleshooting tools such as ping to function correctly. The rule follows controlled access principles by allowing only specific traffic while maintaining overall security.
[image: ]
This screenshot shows the process of publishing configuration changes in SmartConsole.
Before any policy can be enforced, changes must be published to make them available system-wide.
A session name is provided to track modifications, which supports auditability and change management.
This ensures that all updates are properly recorded before being installed on the gateway.
1.2 User Access Control
Administrative access was configured to ensure that only authorized users could manage the system. Accounts were created with appropriate privilege levels.
[image: ]

Figure 3: Administrator configuration
This screenshot shows the administrator management section in SmartConsole. Here, I configured user accounts to control access to the Security Management Server. The account shown is assigned a Super User profile, which provides full administrative privileges. An expiration date is also configured, which helps enforce security policies by limiting long-term access. This setup ensures accountability, as all administrative actions can be traced back to a specific user.
1.3 Licensing and Compliance
Licensing was applied to ensure that all security features were fully operational.
[image: ] 
Figure shows the general license status

This screenshot shows the SmartUpdate interface used for license and contract management.
Here, we can see that the Security Management Server and gateway components have active licenses under a trial period.
The contracts are successfully attached, which ensures that all security blades and features are operational. This step is essential to verify compliance and enable full functionality of the firewall system.” [image: ]
Figure focuses on expiration and validation details
This screenshot provides a more detailed view of the license information. It highlights the expiration dates of the installed licenses and confirms that all required contracts are active. Monitoring license validity is important to ensure uninterrupted security services and avoid system limitations due to expired licenses.
2. Firewall Policy & Traffic Enforcement 
A firewall enforces security policies by inspecting incoming and outgoing traffic and deciding whether to allow or block it based on defined rules. This helps protect the network from unauthorized access and potential threats.
In this project, the firewall is used to enforce a least privilege policy, meaning only necessary traffic is allowed while all other traffic is denied by default.
2.1 Security Policy Design
A firewall policy was implemented based on the principle of least privilege.
[image: ]

Figure 5: Firewall policy structure
This screenshot shows the process of creating a new host object in SmartConsole. In Check Point, all devices such as gateways and management servers must be defined as objects before they can be used in policies. Here, I am assigning an IP address and name to represent a specific machine in the network. This step is essential because firewall rules rely on these objects to control and monitor traffic accurately.
[image: ] 
This screenshot shows the configuration of the security gateway in SmartConsole.
The gateway, labelled A-GW, is assigned the IP address 10.1.1.1 and is running on Gaia OS version R81.20. The Firewall blade is enabled, which allows the gateway to enforce access control policies. Additionally, the Secure Internal Communication, or SIC, is currently uninitialized, indicating that trust between the management server and the gateway still needs to be established before policy installation.
[image: ]

This screenshot shows the administrator account configuration within SmartConsole.
The user is assigned a Super User profile, providing full administrative privileges.
An expiration date has been configured to enforce access control policies and reduce long-term security risks.
The authentication method used is a Check Point password, ensuring secure access to the system.
This setup supports accountability by allowing all administrative actions to be traced back to a specific userAlthough only ICMP configuration is visually shown, additional rules such as HTTP, HTTPS, DNS, SSH, and Telnet blocking were implemented.

2.2 Justification of Configuration
The firewall configuration reflects real-world enterprise practices by enforcing least privilege and secure communication.
The cleanup rule ensures that any traffic not explicitly permitted is automatically denied, strengthening the security posture.

3. Advanced Security Features 
3.1 Gaia Appliance Enhancements
Additional security features were enabled on the Security Gateway.
[image: ]
This screenshot shows the configuration of the main security policy package in Check Point SmartConsole.
Here, I am defining the types of protections that will be applied across the network. I have enabled both Access Control and Threat Prevention, which together form the core of a Next-Generation Firewall.
Access Control is responsible for enforcing firewall rules, such as allowing or blocking specific traffic based on defined conditions.
Threat Prevention adds advanced security by detecting and blocking malicious activities such as malware or intrusion attempts.
Additionally, HTTPS Inspection is included to allow visibility into encrypted traffic, which is important because many modern threats are hidden within HTTPS.
This configuration ensures a layered security approach, combining traffic control with deep inspection.

4. Troubleshooting & Verification
Troubleshooting and verification are essential to ensure that the configured security system is working correctly and securely. During implementation, issues such as failed policy installation or communication errors (e.g., SIC not established) can prevent the firewall from enforcing rules.
By performing troubleshooting, these issues are identified and resolved, while verification confirms that:
· The gateway is properly connected to the management server 
· Security policies are successfully installed 
· Firewall protections are actively enforced 
Without this step, the system may appear configured but would not actually protect the network in real operation.

4.1 Policy Installation
During configuration, a policy installation issue was encountered.
[image: ] 

This screenshot shows the publish stage in SmartConsole.
Before installing any policy, all configuration changes must be published.
Here, I assigned a session name and confirmed the changes.
Publishing ensures that all configurations are saved on the management server and are ready to be deployed to the gateway.
[image: ]
This screenshot shows the gateway status and confirms that it is active and functioning correctly.
The green indicator means the gateway is successfully connected to the management server.
It also shows that the Firewall blade is enabled and running on Gaia OS.
This verification step ensures that the system is ready to enforce the configured security policies.

[image: ] 
This screenshot shows the policy installation attempt on the gateway.
As we can see at the bottom, the installation failed.
This failure occurred due to an issue with secure communication between the management server and the gateway, specifically the SIC was not initialized.
This step is important because it demonstrates that the system was not fully operational at this stage, which required troubleshooting before successful deployment.
Figure 8: Policy installation process 
Figure 8 shows the policy installation attempt and the resulting failure due to missing Secure Internal Communication (SIC).
This issue prevented the Security Management Server from securely communicating with the Gateway.

[image: ]

Figure confirms the gateway status after SIC configuration. Once trust was established, the issue was resolved.
Following this, the policy installation was successfully completed, allowing firewall rules to be enforced.

5. Conclusion
The enterprise network was successfully secured using a centralized security architecture based on Check Point technologies. The implementation demonstrates effective use of firewall policies, access control, and threat prevention mechanisms.

The troubleshooting process ensured that communication between system components was properly established, enabling successful policy deployment.

Overall, the solution aligns with industry best practices by combining centralized management, controlled access, and layered security, making the network resilient against modern threats.
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