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Title of the project is Smart Home Security. This project proposal of Smart Home Security supervised by Dr Kapilan Radhakrishnan. The Smart Home Security experimented and built using Internet of Things (IoT Devices). Nowadays world is connected using internet, the technological advancement in internet is to connect all unconnected electronic devices to internet. These electronic devices can be monitored remotely and controlled remotely. The report consists of background literature review, Aim and Objective, research methodology, development methodology, analysis and deliverables, Risks, human resources, physical recourses and Gantt chart for time management.

[bookmark: _Toc7695353]2.Background Literature Review

Internet of Things (IoT) has gained popularity and wide acceptance because of the growth in speed networks and smart devices. IoT device is embedded device with sensors which is interconnected through private network or public network. These Internet of Things device can perform various function remotely. The electrical appliances like refrigerator, washing machine, Oven and smart door locks are monitored or controlled remotely through IoT device. The Internet of Things also can perform various tasks such as bio chip is fitted to monitor animal remotely and analyses data, in hospital Internet of Things is used to monitor surgeries, Internet of things is used in vehicles to do various functionalities and Internet of Things is used widely to detect weather. These data received from IoT devices are processed real time. The future understanding of IoT device is evident due to application in day today life. Internet of Things got rapid growth in hardware techniques such as bandwidth.

The main intention to review about security risks on Internet of Things, the Smart Home Security is built to help in monitor and protect home using Internet of Things. The security risk related to Internet of Things architecture need to be reviewed, which helps in building good structure of Smart Home Security. 
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The Cyber Physical Systems (CPS), Machine to Machine (M2M) and Wireless Sensor Networks (WSN) changed now to integral components of broader terms of Internet of Things. The security issues related to Wireless Sensor Networks (WSNs), Cyber Physical system (CPS) or Machine to Machine (M2M) keep rising in context of Internet of Things with the IP protocol, IP Protocol is the main standard for connectivity. The security is need for entire development architecture of IoT device to protect from any attacks. The paradigm of IoT signifies a group of interconnected networks, the security issue related with computer networks. In recent years the effort is taken to cope with security of Internet of Things paradigm, the major security risk could be at specific layer, other approaches target to provide end to end security for IoT. Most of the security issue related with architecture, application, data and communications.

As stated before, the embedded sensors interconnected through a network, these IoT devices are uniquely recognizable and considered as low power, low memory and processing capabilities are limited. The gateways are installed to connect the IoT devices to external world for remote access.
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                                                		 Figure 1: Common Protocol and Standards of IoT

The figure 1 shows the architecture layer with common protocol and standards of IoT device, which these protocols used for physical device, routing/ forwarding, application and messaging and authentication/key management. Low rate wireless personal area network (LR-WPANs) and low power wide-area-network (LPWAN) are commonly used protocol and standards. The IEEE standard 802.15.4 for LR-WPANs states two low level layers which is physical layer and medium access control (MAC) layer. The physical layer communication is related with wireless modulation like wireless channel having varied in data and frequency rates. The MAC layer is related with channel access mechanism and for synchronization. Long range communication is provided by the LPWAN.
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Various parameters and mechanism are used to build a secure IoT. Encryption method should be used in order to ensure the confidentiality of data, because in communication IoT data is travelled through multiple hops in network. Because of varied integration service, network and devices the data is stored on the device is exposed to privacy violation due to conceding nodes existing in IoT. The IoT devices are easily harmed attacks, modifying stored data. Authentication is required between two device which is ready for communication, authentication secure the IoT communication. The security issues are categorized in High Level Security issue, Intermediate Level Security issue and Low-Level security issue.

Low Level Security Issue

The low-level security issue is the first level of security risks at data link layer and physical layer. At this level security risk could be also in hardware level.

· Jamming adversaries

Jamming attack is done in wireless device of IoT, which is targeted by emitting signal of radio frequency without a protocol. The data is affected when sending between nodes by radio interference in network. This can result in change in behavior of network or system and lead to malfunctions.

· Insecure initialization

Initializing and configuration a secure mechanism of IoT device in physical layer, which ensure the correct working functionality of the whole system without interruption of network or violating privacy.

· Low-level Spoofing and Sybil Attacks

Malicious Sybil nodes used to attack wireless network by using fake identities to destroy IoT functionality. This type of attack is called sybil attack. Random fake MAC values used by sybil nodes, This sybil node act as actual node for the purpose of network resource depletion.

· Insecure Physical Interface

Some physical factors compound IoT device should be good in order to have better functionality of the IoT device.  The tools for debugging or testing are exploited to nodes in network and physical interface is accessed by software due to poor physical security. 

· Sleep Deprivation Attack

The attack caused in sensor node to stay awake by energy constrained in IoT device, this attack is called sleep deprivation. When more task is assigned to be performed in 6LoWPAN environment, it results in battery depletion.






Intermediate Level Security Issue

Intermediate level security problems are concerned with session management, routing and communication at network layer and transport layer of IoT. 

· Duplication or Replay Attacks Because of Fragmentation

The IoT IPv6 standard IEEE 802.15.4 which is characterized with small frame size, the fragmentation IPv6 packet must be confirmed by the standard. Rebooting IoT devices, depletion of resource and buffer overflow happen when reconstructing packet fragment field at the 6LoWPAN layer. The packet re-assemble is affected by the malicious nodes by sending duplicates fragments.

· Insecure Neighbor Discovery

Every IoT device on networks are uniquely identified. The secure identification communication must take place to ensure that the data is transmitted to a node in end to end communication to reach the destination. Address resolution and route discovery are performed in transmission of data for neighbor discovery phase. Improper verification of neighbor discovery packets leads to serious implications with denial of service.

· Buffer Reservation Attack

To reassembly the incoming packets by receiving device, it requires reserve buffer space. A hacker may attack it by sending incomplete packets. This results in denial of service as the other fragment packets are disposed because of the space taken by the incomplete packets sent by the hacker. 

· RPL routing attack

In network, compromised nodes perform several vulnerable attacks. The IoT IPv6 routing protocol for Low-Power and Lossy Network is defenseless. The attack leads to eavesdropping and depletion of resources.  

· Wormhole and Sinkhole attacks

The hacker device responds to the routing requests, this make the packets to route through the hacker device, is called sinkhole attack. 

· Sybil Attacks on Intermediate Layers

Violating the data privacy, sybil nodes can make network performance to degrade. This sybil attack on intermediate level layer is similar to sybil attack on low level layer, which communicate using fake identities in network. 


· Secure and Authentication Communication

IoT device user and IoT nodes need an authentication through key management system. If network layer is exposed, it leads to large number of vulnerabilities in network. Cryptographic mechanisms and Datagram Transport Level Security (DTLS) need to be minimized, in order ensure the secure communication.

· Transport Level End-to-End Security

The sender device is received by chosen destination device in a reliable way in transport level end-to-end security. The authentication mechanism is needed ensure the communication messages are encrypted. 

· Session Establishment and Resumption

The transport layer session is hijacked with fake messages which leads to denial-of-service. The attacking node pretends to be victim’s node in order to continue with session between two nodes. By altering the sequence number, retransmission of the message may occur by communicating node.

· Privacy Violation on Cloud-Based IoT

Identity violation and location privacy could be launched on cloud or delay tolerant IoT networks. The confidential information sent to destination can be accessed by malicious cloud service provider.


High Level Security Issue

At this level of security issue is concerned about IoT application execution. High level security issue is coAP security with internet, Insecure Interface, Insecure Firmware or Software and Middleware Security.

· coAP security with Internet

Application layer at this level exposed to attacks. Constrained Application Protocol (coAP) is a web transfer protocol which is used for the purpose of DTLS bindings to provide end-to-end security. RFC-7252 is specified format of coAP message, in which the communication is encrypted. Authentication and key management is required for multicasting support in coAP.

· Insecure Interfaces

Cloud, web and mobile are used by interface for IoT service access are easily exposed to attacks. In this case of attack, the privacy data is affected.



· Insecure Firmware or Software

The different type of vulnerabilities in IoT, some caused by insecure firmware or software. The proper test is need for such a code language like XSS, SQLi, XML and JSON. Secure update need for software or firmware.

· Middleware Security

The service provided by the IoT middleware, communication service provided among the varied entities of the IoT paradigm. Different environments and interface used by middleware, providing with secure communication. [1]
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The IoT device are used widely in every sector such as Governments, retails, healthcare, industry and enterprises.

· Governments

The government aiming to develop security system for buildings, smart cities and IoT in vehicle for monitoring, for example in UK Tax and MOT. 

· Retail

The IoT in business has put up business profit and increase in buying experience. IoT application provide with personalized customer advertisement about special offers. Most of the retail business have hands-free barcode scanning system for adding products to system cart.

· Healthcare

The healthcare industry use large data IoT service the most. The IoT devices are used in healthcare to monitor patient, any other wearable connected to the internet, tracker and X-Ray devices. Many equipment’s in healthcare are connected to internet nowadays.

· Industry 

The industrial use IoT device to solving problems of downtimes and to reduce the operational risks. The modern industries aiming to built smart industries in which all the machineries are connected to internet, which can be monitored remotely and can be controlled remotely.




· Enterprises 

Enterprises implemented with IoT technology such as Air condition, mobiles and Light system which is controlled and monitored remotely. 72 percentage of enterprises use IoT. Asset can be tracked by IoT devices and enterprise utilities can be monitored and controlled remotely. [2]

· Agriculture 

Smart farm is the concept of optimizing human labor and improving in products quality and quantity through Internet of Things. The smart farm monitor or observer  atmosphere, soil, crops or livestock. After the observation the data is uploaded to IoT server for examination and machine learning for better outcomes. The sensor used in smart farms are temperature, humidity, light, water and soil sensors. Smart farm uses automated tractor and processing facilities. [3]  
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A. [bookmark: _Toc7695359] Home Automation, safety and security which is GSM based, using Android mobile phone.

Software and hardware module is developed for this project by the author. 8 bit microcontroller is used to built hardware architecture. Sensor, relay module and GSM module is used with GSM phone. Android application is developed for phone and other module is programmed in Arduino. Using GSM modem, the command is sent or received in the form of SMS by the user or by the system. When the command is received to the system, the system switch appliances status to ON/OFF according to its command. The system alert is sent to the user by SMS. The type of sensor used in this project are ultrasonic sensor, MQ2 gas sensor and MQ7 gas sensor. The microcontroller alerts user through SMS. This type of home security is designed alert gas leakage is house.

B. [bookmark: _Toc7695360]Home Security and Automation Bluetooth based using ARM9

This project is ARM9 with operating system of Wince 6.0. Bluetooth is flexible and low cost to use it. The graphical interface is developed using Visual Basic .net to automate the appliances. Microcontroller Development Kit  (MDK) – ARM, ARM 7 and ARM 9 is used for software development. The commands are sent to microcontroller by Bluetooth. This security system only controlled by authorised person.






C. [bookmark: _Toc7695361]Home Security and Automation IoT based

This project is built by the author with IoT device. The IoT device is communication are made with wireless. TICC3200 microcontroller Wi-Fi enabled and PIR motion sensor is used in this project. The PIR sensor sense if there is any movements inside house and alert is given to the user by SMS. The User can trigger alarm or switch ON the lights. Video conference call could be made to the user by any guest when user is not at home instead of calling bell. Lights, Fans and other appliances can be remotely controlled. In this project the appliances relate to relay.   

D. [bookmark: _Toc7695362]Home Security and Automation using microcontroller and Zigbee modulation

This project of home security is done with GSM network and microcontroller with ZigBee module. The commands are received by voice, using voice recognition technology. Relay modules are used to control appliance, Zigbee is used for communication and for processing purpose microcontroller are used. When smoke sensor produce signal when smoke is detected. RS 232 receives the signal from PIC controller. RS 232 is connected to one of the port in GSM module to send alert to the user. [4] 

E. [bookmark: _Toc7695363]Smart Security and Automation system based on IoT device

This project is focused in dual aspect of home security and home automation. This security feature can make voice call to over internet to alert user in case of any movement sensed in entrance of the house and alarm could be raised according to the situation. The user can remotely control door lock/unlock in case the user identifies the guest is waiting outside. Home appliances could be also remotely controlled such as Heating, lights etc. The IoT system activities can monitored through internet from anywhere in the world. In this project home security system doesn’t have client application or software for smartphone instead using keypad digits on the phone. The home automation does use the smartphone application to control home appliances. The system only can be authenticated by the user having authentication key. The launchpad sends voice call to that authenticated number which is presented in web API. The TI CC3200 launchpad is Wi-Fi enabled which could be operated anywhere from the world and the commands from launchpad send to Bluetooth controlled IR remote controller. The components used in this project is Energia (Software), Mobile phone, Relay, PIR motion senor and TI CC3200 launchpad. [5]
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The aim of the project is to develop and experiment the Smart Home Security with Internet of Things to safeguard the home form any risk or security. 

· To safeguard the house from any burglar when home owner is away from the house.
· To safeguard the house from any sort of disaster like fire or gas leakage, this situation could be notified to home owner.
· To develop the home automation system to operate appliances remotely, for example turning on the heater remotely before an hour to reach home and controlling other home appliance when needed, this process could save energy.  
· To identify the resource to achieve the project.
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· The smart home security built and developed using internet of things. The IoT device security is the main risk which is reviewed on section 2.1.
· The risk of IoT device failing, electronic device fails due to various reasons. This need alternative way to avoid failing for IoT device, notification should be received to user about failed device.
· The risk of physical damages to the Smart Home Security System. The physical risk can be anything like water damages or over heated electronic boards.
· The malfunction of client software, IoT software and IoT devices.
· User smartphone is down with network or Smart Home Security unable to communicate with user application.
· Failure of communication to IoT devices such as Wi-Fi connection failure.
· Power failure in Smart Home Security System.

[bookmark: _Toc7695366]Expected Outcomes

The outcome of this project is fully built smart home security with IoT device and fully developed user smartphone application with user security and communication encryption. 

The function of smart home security is expected:
· The Smart Home Security expected with perfect in application algorithm, supporting security and fast access. 
· The user application is built with easy user interface and with security features.
· The user application is designed to receive normal call or SMS, when mobile internet connection is down or notify a another approved contact in case of user smartphone is with no service in communication.
· The Smart Home Security have normal surveillance cameras outside the house. 
· The Smart Home Security device having security x-ray cameras outside around the house which detect and show the home user, if anybody around the house with dangerous weapon with them.
· The Smart Home Security having motion sensor inside house, when the house assigned with electronic lock. When the motion detected the surveillance camera inside the house switch on and security alert sent to user.
· The Smart Home Security have shock sensor or vibration sensor, which detects the any force applied to house door or any windows are broken. 
· The Smart Home Security is focused with detecting any fire in the house.
· The Smart Home Security is also developed to detect any smoke and alert user or switch on the security alarm.
· Smart Home Security which monitors any electrical fault in the house, with the help of smart fuse box.
· The Smart Home Security is built with back-up power source and backup internet access in case of power failure or network failures. 
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This project is based on experiment and development. Choosing positivism as research method which provide measurable data visible.

[bookmark: _Toc7695368]Resource & Planning

The resource required to develop the project:
· To find the scope.
· Planning on with the project.
· Design and implementing the project.
· Testing the outcomes of the project.
· Java programming language to develop user end application and server application.
· The sensor required to develop the prototype
· Raspberry pi is used as Smart Home Security controlling device.
· X-rays camera and surveillance cameras.
· Internet or library to research on the experiment.
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