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Abstract
With the development of the Internet and the trend of enterprise informatization. Enterprise information systems face more complex security issues than ever before. Data security Governance and Compliance comes to be the first need that a modern enterprise should have taken into consideration. In this report, the author first elaborated the concept of ISO27000 and ITIL and gave relevant cases. Then, by analyzing the information security dilemma faced by CoffeeBlend, the author propose the solution through PDCA and RISK LELEL ASSESSMENT. Finally, by comparing the old and newest versions of ITIL and ISO27000, we get the significance of why the regulations and standards need to be constantly updated.











1  ISO27000’s theoretical review and related case analysis
1.1 Explanation of ISO27000
IS027000 Information Security Certification (ISOIEC) is an international standard for information security management issued by the International Organization for Standardization in 1999. The standard was proposed by the American National Standards Institute and drafted together by the European Standardization Council and the UK National Quality Assurance. It mainly stipulates the security requirements and test methods of information technology products, services and systems, and makes clear provisions and requirements for all aspects of information security.
ISO27000 consist of a series of information security documents, including system security design, development, implementation and maintenance; information protection in the user use environment; assessment of legal and regulatory compliance related to information system security, etc.
ISO27000 Information security certification (ISOIEC) is another important global management standard system after BS7799, its promulgation and implementation will have a positive role in China's information security management. Information security management is a system engineering, involving a wide range of strong professional. Therefore, a complete specification is needed to guide the activities of all parties concerned. And ISO27000 is just such a normative system. It is one of the most authoritative security management systems in the world. It puts forward the basic requirements of information security management principles, goals and basic ways and methods of achieving information security management respectively from the perspective of technology and management.【1】 These requirements and regulations are not only applicable to the internal control and quality assurance activities conducted by managers or users of the IT industry, but also can serve as one of the basis for external institutions to review the qualification of IT enterprises.
Compared with other security standards, the ISO27001 standard focuses more on describing the role of management in the information system, and describes more related scenarios of management. From the perspective of this paper, because this study hopes to build an information security ontology that does not depend on concrete implementation and has high adaptability, so selecting international widely-accepted degree of ISO27001 standard can well achieve the goal.
1.2 ISO27001 Review process
Enterprises usually carry out ISO27001 certification as the authority of the construction of the standard enterprise information security system. ISO27001 Standard document is the most fundamental evaluation standard for the certification body authorized by ISO to conduct a review of the construction of enterprise information security.
Enterprises usually need to go through the following process when applying for ISO27001 certification.
A) Planning and preparation of the information security management system.
B) Preparation of information security system documents.
C) Operation of the information security management system.
D) Audit and review of the information security management system.
It can be seen that the review process of the review institution usually includes two main parts:
1) Document review
That is, to review the enterprise in establishing and maintaining the ISMS as required by the ISO27001
Documdocumented information that should be established. For example, the information security manual containing the enterprise information security objectives and scope, including the evaluation report of the enterprise【2】 risk assessment results, etc., and the document should meet the document record requirements of ISO27001. D
The audit is mainly used to check the part of the enterprise management system that cannot be observed. For example, the reviewers cannot judge whether the enterprise has trained the safety awareness of the employees on site, but they can check the training materials, check the meeting minutes, etc.
2) On-site audit
That is, to actually observe the asset management of the existing facilities and equipment of the enterprise, and to ask questions about the important process on the spot. For example, check whether the asset is identified, whether the machine room has security measures to restrict access, etc.

1.2 The typical  example of taking ISO27000 into practice
Founded in 2005, Y company is headquartered in Guangzhou. After several developments and changes, the company has developed into a large group Internet enterprise with strong technological force. Its business covers e-commerce, social networking, short video and other fields. At present, the company has more than 2,500 employees, of which r & D personnel account for about 65%. The Y company comprehensively promotes the overall layout of overseas business, actively promotes the internationalization strategy, and further enhances the global influence of the enterprise. Through the development in recent years,
Y company has built a product matrix covering short video, voice social platform, leisure, entertainment and games in the world, and built a diversified entertainment social ecosystem. Under the internationalization strategy, the company has accumulated a wide range of user groups in the Asia-Pacific region, the European Union, the Middle East region and the Americas region.
Y company's sustainable development of its own information security ability put forward higher requirements, after years of information security research and investment, Y company in information security technology protection ability has accumulated rich experience in defense, in information security management also developed a series of strategies, and according to the requirements of enterprise information security to establish its own information security management system, but from the calendar year of information security event records, network intrusion incidents occurred repeatedly, also reflects the Y company in information security vulnerability.
Compared with the definitions of control objectives and measures in the ISO27001 information security management standard, there is a certain mapping relationship between the current information security management system of Y company and the definition of the ISO27001 standard. For example, Y company's "rules and regulations", "technical standards" and "security strategy" correspond to the "information security strategy" in ISO27001.
Under the guidance of information security management theory and PDCA cycle method, according to the relevant requirements of ISO27001 and the actual situation of Y Company, the following optimization scheme is proposed from the perspective of management:
Information security policy optimization
Information security strategy is the basic guideline for information security, which defines the basic inside of information protection
Han, the specific implementation of information protection responsibility, the way of information security protection workers and, the【3】 handling of information security accidents, is the cornerstone of the whole information security project information security system, is an important basis of the information security management system. According to the problems existing in the information security strategy, the company is optimized through the following aspects to achieve the company's security goals.
Build the information security file architecture
Establish an institutional system for sustainable improvement
Personnel information security improvement
People are the basis of management, but also the difficulty of management, the implementation of any management system and system can not leave people
partake. In order to successfully implement the information security control measures, all members of the company should be deeply aware of the importance of information security, enhance their own awareness of information security, learn and abide by the company's information security system and regulations. This paper refers to the definition of human resource security management implementation guide in the ISO27001 information security management standard, through the enterprise security culture, training mechanism and assessment mechanism and other several human resource sub-module comprehensive optimization, in order to achieve the purpose of the overall improvement of employee information security quality.
Information asset management optimization
Information assets are information resources that are held or managed by an enterprise and can bring benefits to the company's future operation. To implement effective protection of enterprise information assets, the first thing to determine what the company has information assets, listed assets directory, find out what information assets need to protect, and then according to the importance of information assets and risk level of different appropriate classification protection, and 【4】reasonably define the ownership of information assets and protection responsibilities. As for the security protection of Y's information assets, the hierarchical protection of assets is weak and need to be strengthened.

 

 
2  ITIL
2.1 What is ITIL？
The IT Infrastructure Library (ITIL) is an IT services management framework that outlines the best practices for providing IT services. ITIL's IT Service Management (ITSM) system approach can help businesses manage risk, strengthen customer relationships, build cost-effective practices, and build a stable IT environment for growth, scale, and change.
ITIL has undergone multiple revisions throughout its history and currently includes five books, each covering the different processes and stages of the IT service lifecycle. These books contain recommendations and frameworks that can help organizations standardize their service management processes. ITIL, is committed to reducing IT operating costs, increasing productivity and employee satisfaction, and managing risks, failures, and disruptions throughout the organization.
2.2 What is there in the ITIL?
The ITIL has undergone many revisions throughout its history. The first 30 ITIL books were first condensed into seven books in 2000 (when ITIL V2 was released), each centered around one aspect of IT management. Later, the 2007 ITIL Refresh Project merged ITIL into five volumes, including 26 process and functional —— which was called the ITIL 2007 version. In 2011, another update to —— called ITIL 2011—— was released under the Cabinet Office. Five volumes remain, and ITIL 2007 and ITIL 2011 remain similar.
ITIL 4 Released in 2019, it also focuses on process 【5】automation, improving service management, and integrating IT departments into the business. But it has also updated the framework to adapt and respond to modern technology, tools, and software. Since the last ITIL update, the IT division has evolved into an integral part of every business, and the new framework adapts to this through more agility, flexibility, and collaboration.

2.3 The history of the ITIL
ITIL was developed by the Government's Central Computer and Telecommunications Authority (CCTA) in the UK in the 1980s and initially consisted of more than 30 books developed and published over time, bringing together IT best practices accumulated from many sources (including vendor best practices) around the world.
In April 2001, the CCTA was merged with several other agencies into the Government Commerce Office (OGC), now the Cabinet Office. OGC uses the project as part of its collaborative mission with the UK public sector as a catalyst to achieve efficiency, value for money in business activities, and improve the success rate of planning and project delivery.
The goal is not to create a proprietary product that can be commercialized. Rather, it is a collection that can help the government recognize its increasing reliance on IT and the lack of standard procedures that can increase costs and allow errors to persist. It is clear that distributing these best practices will benefit both public and private sector organizations.
Over the years, ITIL has recognized its credibility and utility and in 2005 its practices led to meeting the ISO / IEC 20000 service management standards, the first international standard for IT service management; it is based on the UK standard BS15000.
Since 2013, ITIL has been owned by Axelos with —— which is a joint venture between the Cabinet Office and Capita. Axelos License businesses to use the ITIL framework while managing updates and process changes. But to use the ITIL internally, the organization does not require a license. ITIL v3 was released under the Cabinet Office in 2011 with an update to the 2007 version released under the OGC.
In 2018, Axelos released major ITIL 4—— changes to the entire framework, the biggest change since the ITIL v3 launch in 2007. ITIL 4 Beginning in the first quarter of 2019, offering a more agile, flexible and customizable version of the update of the ITIL for the modern enterprise. The latest release encourages reducing isolation, increasing collaboration and communication across【6】 the business spectrum, and integrating agility and DevOps into the ITSM strategy.

2.4 What are the guiding principles for ITIL?
ITIL  contains seven guidelines , covering organizational change management, communication, measurement, and metrics. These principles include:
Focus on value
Start with where you are
Progress iteratively through feedback
Collaboration and raise awareness
Comprehensive thinking and work
Keep it simple and practical
Optimization and automation
ITIL Focus on the corporate culture and integrate IT into the overall business structure. It encourages collaboration between IT and other sectors, especially as other business units increasingly rely on technology to get their work done. Given that it is easier than ever before for companies to understand their public perception and customer satisfaction and dissatisfaction, customer feedback is also highly valued.
2.5 How to put ITIL into practice?
ITIL is a collection of e-books, but just having a reading spree won't improve your IT operations. To implement ITIL effectively, you need to get everyone involved to adopt new procedures and best practices. Consider what types of counseling, training, and certification you might want to use to prepare for the transition.
From the early 1990s, certification was managed by two separate agencies: EXIN and ISEB, depending on where you are. The two agencies formed an alliance at the end of 2006 to further strengthen IT service management.
Since 2014, Axelos is the owner of the ITIL personnel 【7】certification, and the examinations are managed by an approved training organization (ATO). Certification is managed by the Strategic Examination Agency (EI). The EI needs to be directly certified by the Axelos to provide the certification to the ATO.
Before your organization implements ITIL, you should answer several questions, such as what your organization is trying to address and what is how you do so to continuously improve your service.
2.6 modes example of ITIL
A well-functioning IT organization can manage risk and keep the infrastructure running, which not only saves money but also allows everyone in the organization to get things done more efficiently. For example, brokerage firm Pershing reduced event response times by 50% in the first year after restructuring service desks under ITIL guidelines, enabling problematic users to return to work more quickly.
Beyond that, companies and public sector organizations that have successfully implemented ITIL best practices have reported significant financial savings. For example, Pink Elephant reported in its ITIL benefit paper that P & G saved about $500 million in four years by reducing service desk calls and improving operating procedures. Nationwide Insurance Reducing system disruption by 40%, with an estimated return on investment of $4.3 million over three years, and Capital One reduced its "critical business" events by 92% within two years. After three years of ITIL, Forest Products MeadWestvaco claimed more than $100,000 a year in IT maintenance contracts and acknowledged that ITIL increased operational stability by 10%.


3 The analysis of CoffeeBlend information security situation
3.1The problems CoffeeBlend may meet in InfoSec
We are in the information age, and information security is very important for enterprises. Information security management even affects the rise and fall of enterprises. The National Cyber Security Alliance has found that 60 percent of small and medium-sized businesses will fail within six months after encountering cyber attacks or information leaks. Based on the serious consequences of information security issues, CoffeeBlend has placed information security as one of the most important issues.
CoffeeBlend is one of the world's best-selling brand of Jamaica coffee.Increasing number of users and employees log on to the company's website to complete the registration and browsing operations. At the same time, tons of thousands of personal information were generated in the company's database. In addition, intellectual property, as an important asset of the company, together with personal information, constitutes the main body of information security protection.According to the conclusion above, the author assumes the following information security issues that companies may face:
(1) The process and system of information security management lacks or cannot be realized
The company lacks some basic information security management processes, such as:  the important information security positions should adopt the double system, the company staff should register when entering the data center or core room .And some existing information security specifications can not be fully【8】 implemented.
(2) Information security risk assessment needs to be strengthened
The company buys the outsourced security risk assessment services irregularly. Although the professionalism is guaranteed, it can not well adapt to the specific situation of the company.And the security risk assessment of the internal organization cannot be completed due to the lack of relevant professionals.

3.2 The solution for Coffee Blend
3.2.1 PDCA
The information security team needs to re-examine the current information security system, refer to the ISO27001 model, expand the scope of information security management according to the company's business development of the company, clarify the boundary, no omission, no dead corner, and implement information security management more efficiently according to the PDCA model.
The PDCA cycle is a common process model in management science, which is often used in the process of continuous improvement of product quality. The management model for continuous improvement in PDCA is divided into P-planning,
D-implementation, C-inspection and A-processing require the tasks in project management according to the formulation planning, implementation planning, test the implementation effect, and incorporate the successful part into the specification. The improved part will be solved in the next iteration cycle. The PDCA management model is shown in the figure below:
 [image: 1673264439236]

3.2.2 Information security risk level assessment
First of all, the company needs to make statistics on the assets related to information security. Common assets include the following categories:
Hardware assets: switches, routers, optical fiber, access control system, monitoring system, printer, printer, copier, scanner, fax machine, tape machine, tape library, tape, disk array, etc
Software assets: core business application system, non-core application system, software module of solidified product, network【9】 management system, host management system, storage management system, database, middleware, etc
Information assets: software development documents, IT operation and maintenance data, large project information, backup and storage data, etc
Personnel assets: labor service personnel, development outsourcing personnel, maintenance outsourcing personnel, technical outsourcing personnel, etc

According to the risk level calculation formula: 
(Risk = asset group value ×risk impact level×the level for the possibilities of the risk occurrence), we can get the final risk level and prepare for the subsequent risk treatment[image: 1673266433998]
[image: 1673266352951]
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3.3 Conclusion
Through the investigation of IS027000 and ITIL, the authors assume that the CoffeeBlend's possible problems in information security, and provide solutions from the Risk Management aspect as well as the Governance and Strategic Planning for Security aspect. Of course, as time goes on, new problems will continue to arise, and we should focus on the Contingencies Planning, Protection Mechanisms, and Compliance to try to solve the problem.








4 The importance of constantly updating former regulations
4.1 The latest version for ITIL
In a world of constantly evolving technology, ITIL clearly needs to reinvent itself. The true value of an ITIL is that it is based on best practice. This means that it reflects the work that successful organizations do to achieve success in service management. This means that it always lags, and therefore requires updating. History tells us that ITIL has done this.
The latest version of the ITIL framework, ITIL 4, was released in February 2019. As the digital transformation drives the development【10】 of modern services, this latest release will be a comprehensive guide for organizations to better manage their information technology and focus on creating value for their customers. So far, only the Foundation books have been published, and other publications are scheduled for release in the second half of 2019.
ITIL 4 Also talked about the four aspects of service management-organizations and people, information and technology, partners and suppliers, and value flows and processes. In addition, ITIL 4 describes the ITIL Service Value System (SVS), which discusses how the different components involved in service delivery can help jointly create value for the organization. In other words, it will clarify the importance of collaborating with different practices and working together to achieve value, rather than working in isolated islands and optimizing internally. Overall, the ITIL 4 continues the life cycle process, with value creation as the top priority.
Now is it's time to understand the Service Value System (SVS) and the service value chain. For ITIL, the Service Value System (SVS) represents how the different activities of the organization work together to promote value creation. This creates an interesting concept: a value flow, a value flow that more effectively practices the ITIL v3's service life cycle.

4.2 The latest version for IS027000
ISO27000 The latest version of the standard is ISO9001 certification, ISO14001 certification, OHSAS18001 certification and other series of ISO standard certification.iso27000 The latest version of the standard is the quality management system standard formulated by ISO, ISO14001 is the environmental management system standard formulated by ISO, and OHSAS18001 is the occupational health and safety management system standard formulated by ISO. The mainstream name of iso certification is also simply refers to the three system certification.iso27000 The latest version of the standards includes ISO9001 certification, ISO14001 certification, and OHSAS18001 certification.iso27000 The latest version of the standard can improve the professional level of enterprises, form the mechanism of self-supervision, self-discovery and self-improvement, the latest version of the iso27000 standard can greatly reduce the cost input and improve work efficiency, and establish a good quality, reputation and image in the society。

4.2 Conclusion
In recent years, with the continuous development of new technologies, new terms are also constantly produced. Deeplearing, Devops, Artificial Intelligence bring convenience to our production and life, new information security problems also continue to arise. Because of this, the old regulations and standard needs to be constantly updated to adapt to the new era.
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