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This report will contain an analysis of the website from a security point of view. First, the report will contain information about three security issues that websites can face. These issues are SQL injections, sensitive data exposure, and broken authentication. The report will then go on to talk about the security measures that have already been taken for the website that has been created. Finally, the report will talk about the security measures that will need to be included if the website goes live on the web.
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An SQL injection is a security issue that websites can face. An SQL injection is an attack where an attacker can access unauthorized data by inserting SQL code into an input box on a website. SQL injections are one of the most common forms of security attacks. An example of an SQL injection is entering ‘OR 1=1’ into a username and password input box. Once this is inputted, the database would return all usernames and passwords. This is because the “1=1” in the statement is always true. One way to prevent SQL injection attacks is to use prepared statements instead of allowing user input. This is to stop users from inputting any malicious SQL code [1].
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Sensitive data exposure is another security issue that websites can face. Sensitive data exposure is when people can see sensitive data because it is accidentally left on a database or server. An example of some sensitive data that could be exposed is bank details, addresses, and personal information. If a webpage does not have HTTPS security, there is a risk of sensitive data exposure. SQL injections and other attacks could be used to gain access to this sensitive data [2]. One way to prevent sensitive data exposure is to encrypt all sensitive data [3]. Encrypting the data adds another layer of protection. If the data does get exposed, it will still be encrypted which means that it is still protected.
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Broken authentication is also a security issue that websites can face [3]. Broken authentication is when an attacker performs attacks on a web application. These attacks can help the attacker gain a list of valid usernames and passwords. They can then use these usernames and passwords to bypass the authentication methods. This will allow the attacker to have the same privileges that the accounts have. One way to prevent broken authentication is to have multi-factor authentication. This means that even if an attacker gains access to the usernames and passwords, they would have to go through another layer of security before they are able to access the accounts privileges [4].
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One security measure that has already been taken in the website is a login page. The login page allows administrators to login which then gives them access to pages where they can edit all of the tables in the database. This login page prevents guests from gaining access to the pages which would allow them to edit the tables. To login, you have to enter a valid username and password. If you do not enter a valid username and password, the website will take you to a page which says that the details are invalid. If someone tries to bypass the login to go straight to the table pages, a message will be displayed which says, ‘UNAUTHORIZED ACCESS’. This helps to prevent unauthorized people from gaining access to the database tables.
One issue with the login, is that it does not automatically logout the user once they leave the page. This means that if someone had access to the users computer, they could go back to the website and they would have access to the tables pages without having to login. If this website was to go live on the web, this issue would be fixed by automatically logging out the user when they left the website.
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If the website goes live, some security measures need to be included. The first security measure that would be included is SQL injection prevention. This is not currently implemented in the website. However, if the website was going live, it would be included. This is because it would prevent attackers from gaining access to all the usernames and passwords. This would be done by only allowing the users to select from prepared statements.
Another security measure that is not currently implemented but would be if the website went live, is sensitive data exposure prevention. This would be included because it would prevent sensitive data from being exposed for all of the users to see. This would be done by encrypting all of the sensitive data.
The third security measure that is not currently implemented but would be if the website went live, is broken authentication prevention. This is because it would prevent attackers from gaining usernames and passwords. This would also prevent attackers from gaining access to the tables pages. This would be done by adding multi-factor authentication. These are some of the security measures that would need to be included if the website went live.
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In conclusion, there are a lot of security issues that websites need to be aware of. A lot of time needs to be spent implementing security measures to ensure that your website is secure. Before making your website live, ensure that you have implemented all of the necessary security measures. The more security measures that you include, the more secure your website will be.
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