	DSGC
	








Data Security, Governance and Compliance (DSGC)





Tutorial 10






Wales Institute of Science and Art 
Applied Computing
I.Q Building, Room 205
Swansea
SA1 8EW







INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt about discussing the need for contingency planning. Describe the major components of incident response, disaster recovery, and business continuity. Define the components of crisis management and business resumption. Discuss how the organization would prepare and execute a test of contingency plans.
Apply your understanding and knowledge from what you learnt in the lecture about the topic by answering the following: 
Please read the following and then answer the questions as best as you can, your lecture notes, text book, library databases and/or the Internet can be used to answer the questions. – 30 mins 
Once you have done that, discuss your answers with other members on your table – 10 mins 
Be prepared to discuss and even present your findings to the rest of the class, upon the lecturer’s choice – 20 mins

Review Questions

1. What is the name for the broad process of planning for the unexpected? What are its primary components?
2. Which two communities of interest are usually associated with contingency planning? Which community must give authority to ensure broad support for the plans?
3. According to some reports, what percentage of businesses that do not have a disaster plan go out of business after a major loss?
4. List the seven-step CP process recommended by NIST.
5. List and describe the teams that perform the planning and execution of the CP plans and processes. What is the primary role of each?
6. Define the term incident as used in the context of IRP. How is it related to the concept of incident response?
7. List and describe the criteria used to determine whether an actual incident is occurring.
8. List and describe the sets of procedures used to detect, contain, and resolve an incident.
9. What is incident classification?
10. List and describe the actions that should be taken during the reaction to an incident.
11. What is an alert roster? What is an alert message? Describe the two ways they can be used.
12. List and describe several containment strategies given in the text. On which tasks do they focus?
13. What criteria should be used when considering whether to involve law enforcement agencies during an incident?
14. What is a disaster recovery plan, and why is it important to the organization?
15. What is a business continuity plan, and why is it important?
16. What is a business impact analysis, and what is it used for?
17. Why should continuity plans be tested and rehearsed?
18. Which types of organizations might use a unified continuity plan? Which types of organizations might use the various contingency planning components as separate plans? Why?
19. What strategies can be used to test contingency plans?
20. List and describe two specialized alternatives not often used as a continuity strategy.


Exercises
These answers will vary
1. Using the web, search for the terms disaster recovery and business continuity.  How many response do you get for each term?  Note how many companies do not distinguish between the two.
2. Go to http://csrc.nist.gov. Under “Publications,” select Special Publications, and then locate “SP 800-34, Contingency Planning Guide for Information Technology Systems, June 2002.” Download and review this document. Summarize the key points for an in-class discussion.
3. Using a Web search engine, visit one of the popular disaster recovery/ business continuity sites, such as www.disasterrecoveryworld.com, www.drj.com, www.drie.org, www.drii.org, or csrc.nist.gov. Search for the terms hot site, warm site, and cold site. Do the provided descriptions match those of this chapter? Why or why not?
4. Using the format provided in the lecture, design an incident response plan for your home computer. Include actions to be taken if each of the following events occur: 
· Virus attack 
· Power failure 
· Fire 
· Burst water pipe 
· ISP failure 
What other scenarios do you think are important to plan for?
5. Look for information on incident response on your institution’s Web site. Does your institution have a published plan? Identify the areas in an academic institution’s contingency planning that might differ from those of a for-profit institution.


Quick Quiz 1

1. Which of the following contains the contact information of individuals that need to be notified in the event of an actual incident?
A. incident response policy
B. business process
C. alert roster
D. after-action review

2. True or False: Detecting a modification of system logs is an indicator that an actual incident has taken place.

3. Which term below describes the point in time, prior to a disruption or outage, to which mission / business process data can be recovered?
A. Maximum Tolerable Downtime (MTD)
B. Recovery Time Objective (RTO)
C. Recovery Point Objective (RPO)
D. Work Recovery Time (WRT)

4. What is the first phase of the CP process?
A. Business impact analysis
B. Incident response planning
C. Disaster recovery planning
D. Business continuity planning

5. Which of the following is NOT a major component of contingency planning?
A. Incident response plan 
B. Disaster relief plan 
C. Disaster recovery plan
D. Business continuity plan


Quick Quiz 2

1. True or False: Slow-onset disasters occur over time and gradually degrade an organization’s ability to withstand their effects.

2. Which of the following terms best describe a site with a fully configured computer facility, including all services, communications links, and physical plant operations?
A. hot site
B. warm site
C. mobile site
D. cold site

3. Which type of offsite backup service provides backups for transactional data only, typically in real time?
A. Electronic vaulting
B. Traditional data backups
C. Database shadowing
D. Remote journaling

4. Which of the following is NOT considered a responsibility of the CMPT?
A. verifying personnel status
B. activating the alert roster
C. plan maintenance schedule
D. coordinating with emergency services

5. There are several strategies that can be used to test contingency plans. Which of the following is the simplest kind of validation and involves distributing copies of the appropriate plans to all individuals who will be assigned roles during an actual incident?
A. full-interruption testing
B. simulation
C. structured walk-through
D. desk check
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