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1. [bookmark: _Toc8645605]Introduction

This report will cover the development and technicalities of the webserver implemented to visual IoT data. It will include information about the database system creation, login system, and the required data visulation.

2. [bookmark: _Toc8645606]Database

Before the webserver could be created, a database and tables had to be created to hold the site’s information. The database was created in phpMyAdmin and was simply named ‘assignment’.

2.1. [bookmark: _Toc8645607]Users Table

The first table to be created in the databae was the ‘users’ table, this was to contain the information about each user that will be on the site. This table had three fields, id, username, and password. The id field was an integer with a default length of eleven, the username field was a varchar with a length of 30 so that usernames wouldn’t be too long, and the password field was a varchar with a length of 100 to hold the hashed password.

2.2. [bookmark: _Toc8645608]IoT Data Table

The next table to be created was to hold the IoT data send by the sensors, it was simply named ‘thedata’. This table also had three fields, id, temperature, and datetime. Id was once again set to an integer with default length of eleven, temperature was also an int but with a length of two, and datetime was set to a timestamp.


3. [bookmark: _Toc8645609]Login System

A login system was required to secure the data on the web application. When creating a login system there are a few major security features which have to be implemented, the main one being SQL Injection prevention, and the other being password hashing. These were both implemented on the login system to keep it secure.

3.1. [bookmark: _Toc8645610]Registration
[image: ]
[image: ]he first step was in the login system was to create a registration form, this form had three fields username, password, and confirm password. These inputs pass data to the PHP on the server to be verified. Form validation was done in PHP by checking if the inputs existed, and passwords matched. If there were any errors, they were shown on the form using PHP as can be seen in figure 1 and figure 2. To insert the data, prepared SQL statements were used as it prevents SQL Injection, it does this by sending the query and data separately to the database [Appendix A]. Before the user details were insereted, the password was hashed using a PHP method ‘hash_password’ this method automatically hashes the password using bcrypt and adds a salt to help prevent dictionary attacks and lookup tables.Figure 1 Form validation shown on the registration


Figure 2 Mix of PHP and HTML code for Form Validation


3.2. [bookmark: _Toc8645611]Login

The login form was effecetively the same as the registration form, just with some bits removed. It only had a username and password input. The login system used some basic validation to ensure that the username and password were entered, and to check the databases version of the username and password against what the user entered, to verify the login. Since the password stored in the database was hashed, comparing it required using a php function that would hash the entered password then compare the two hashes, if they match, the user is verified. Once the use is verified, some data was stored in the session cookies, the users id, username, and a simple bool called ‘loggedin’. As with the registration, all SQL queries were done using prepared SQL statements to prevent SQL injection [Appendix B].


3.3. [bookmark: _Toc8645612]Logout

Logging out the user was as simple as deleting the session cookies. This page required no special code or HTML, as it would just redirect the user to the login page after deleting the session. The code for this can be seen below in figure 3.
[image: ]
Figure 3 - The Logout code


4. [bookmark: _Toc8645613]Data Visulisation

Once users were successfully authenticated, the actual data visualisation had to be done. An index php file created to contain this data. At the top of the php file, it checked if the user was successfully logged in by checking the ‘loggedin’ Boolean in the session. If a user was logged in, the script continued, if not, it would redirect to the login page.

On this newly created index page was an option to upload data files that would come in from the sensors. It was thought that the sensors could use the same post method to upload data and have it read directly by the server, instead of having the sensor send it to a file then the server read that file when a user loads the page. This was done by having a simple multiple file upload in the HTML [Appendix C] and then looping each file in php, extracting the data, and inserting using prepared SQL statements once again, as seen in figures 4 and 5.

[image: ]
Figure 4 - PHP reading uploaded files


[image: ]
Figure 5 - PHP inserting file data into the database


This page also included some graphs, which were created using a PHP library called ‘phpMyGraph’, it generated a graph image based on an input of array data. Two graphs were created for this page, one simply showing the temperatures, and one showing the temperature to hour changes. The code for generating these can be seen in figure 6 and figure 7.

[image: ]
Figure 6 - PHP code creating the temperature graph
[image: ]
Figure 7 - PHP creating the temperature to date graph

5. Look and Feel

[bookmark: _GoBack]The look and feel of the site was greatly enchanced by using Bootstrap, as free CSS library that provides many useful classes for the layout and aesthetics of the HTML. Custom CSS was also used to extend on the bootstrap classes, changing certation colours and making a blue and black theme [Appendix D].

6. Conclusion

In conclusion, this report has shown the how the development of the IoT visulation web application was carried out and the technical details that went into it. It showed how some security vulnerabilities were overcome and how the front end visuals were created.


Appendices

Appendix A
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Appendix B
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Appendix C
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<div class="input-group">
<div class="input-group-prepend">

"input-group-text"> <i class="fa fa-user"></i> </span>
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class="form-control <? if (array key exists(key: 'username', $form errors)) echo 'form-errpr'; 2>"
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</div>

<? if (array key exists(key: 'username', $form errors)) echo "<span class='error-msg'>" . $form errors['username'] . "</sg
</div>

<div class="mb-3">
<div class="input-group mb-3">
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<? if (isset(Spasswordl)) echo $passwordl; ?>"
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./ <?php
+]/** Created by IntelliJ IDEA. ...*/

session_start();
session_destroy() ;

header (stfing: 'Location: login.php');

2>
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if (isset($_FILES['files'l)) {
foreach ($_FILES['files'l['name'] as $f => $name) {
$tmp_file path = $_FILES["files"]["tmp_name"][$£f];

Sfilelink = fopen(Stmp file path, mode "r") or die("Unable to open file

Sdata = fread($filelink, filesize($tmp file path));//read entire file

fclose ($filelink) ;

Sincoming = array();

$incoming = explode (chr( ascii: 13), S$data);

$length = sizeof ($incoming);//how big is the array?

Stempdata = array();

for ($x = 0; $x < $length; $x++) {

$incoming[$x] = trim($incoming[$x]);//clean off the linebreak
Stempdata = explode ( delimiter: " ", $incoming[$x]);

$timeofreading = $tempdata[l] . " " . S$tempdata[2];//stick timestamp back together
S$temperature = trim($tempdatal0]);

S5l = "INSERT INIO thedata (userid, temperature, datetime) VALUES (2, 2, 2)

if ($stmt = mysqli_prepare($link, $sql)) {
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$sql =

if ($stmt = mysqli_prepare($link, $sql)) {
mysqli_stmt_bind param($stmt, {ypes: "sss", $_SESSION['id'], $temperature, $timeofreading);

mysqli_stmt_execute ($stmt) ;
Supload success = true;

mysqli_stmt_close ($stmt) ;
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954l = "SELECT temperature, datetime FROM thedata WHERE wserid = 2

Jif ($stmt = mysqli_prepare($link, $sql)) {
mysqli_stmt_bind param($stmt, types:

, $_SESSION['id'l);
mysqli_stmt_execute ($stmt) ;

$all_data = mysqli_fetch_all (mysqli_stmt_get_ result ($stmt));

Stemps = array();

) for($i = 0; $i< count($all data); $i++) {
$temps[$i] = $all data[$il[0];

mysqli_stmt_close ($stmt) ;
1}

$cfg['title’'] = 'Data Graph';
Scgf['width'] = 1250;
Scfg['height'] = 300;

header ( string: "Content-type: image/png");

Sgraph = new phpMyGraph() ;
$graph-> parseVerticalColumnGraph ($temps, $cfg); //create graph
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954l = "SELECT temperature, datetime FROM thedata WHERE wserid = 2

Jif ($stmt = mysqli prepare($link, $sql)) {

mysqli_stmt_bind param($stmt, types: $_SESSION['id'1);

mysqli_stmt_execute ($stmt) ;

$all data = mysqli_fetch all (mysqli_stmt get result($stmt));
Stemps = array();

for($i = 0; $i< count($all data); $i++) {
S$temps[$all_data[$il[1]] = $all_data[$il[0]1;

mysqli_stmt_close ($stmt) ;
1}

$cfg['title'] = 'Bi-hourly Temp Graph';
Scgf['width'] = 1250;

Scfg['height'] = 300;

header ( string:

"Content-type: image/png");
Sgraph = new phpMyGraph() ;
$graph-> parseVerticalColumnGraph ($temps, $cfg); //create graph
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if (count ($form_errors)
// Create user in DB

$hashed pw = password hash ($passwordl, algo: PASSWORD BCRYPT); // Hash password using bcrypt, password hash gene:

Soreate_oal - VINSERE TNEIG ueers (usemnane, password) VALUES (2, 9

if ($stmt = mysqli_prepare($link, $create_sql)) {
mysqli_stmt_bind param($stmt, , Susername, $hashed pw);

mysqli_stmt_execute ($stmt) ;

header ( string: 'location: login.php');
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$sql

if ($stmt = mysqli_prepare($link, $sql)) {
mysqli_stmt_bind param($stmt, types:

Susername) ;

mysqli_stmt_execute ($stmt) ;
mysqli_stmt_store_result ($stmt);

mysqgli_stmt_bind result($stmt, $id, $res_username, Shashed pw);
if (mysqli_stmt_fetch($stmt)) {

// Verify password

if (password verify($password, $hashed pw)) {
session_regenerate_id();
$_SESSION['loggedin'] = TRUE;
$_SESSION['name']l = $res_username;
$_SESSION['id']l = $id;

header ( string: 'Location: index.php');
} else {
$form errors["form"

"Invalid username or password";




image15.png
Data Upload:

Select files to upload:

3} No file chosen

Upload





image16.png
MyData Home & WillB @ Logout

Data Upload:

Select files to upload:

Max Temp: 23
Min Temp: 4

Search Data:

Update

Show m entries





image1.png




