Tutorial Questions

1. What is intellectual property (IP)?
Answer:
Intellectual Property (IP) refers to creations of the mind such as inventions, literary and artistic works, designs, symbols, names, and images used in commerce. Examples include patents, copyrights, trademarks, and trade secrets.
2. What are the main types of intellectual property?
Answer:
The main types include:
· Patents – protect inventions
· Copyrights – protect creative works
· Trademarks – protect brand names and logos
· Trade Secrets – protect confidential business information
3. What does “compromise to intellectual property” mean?
Answer:
A compromise to intellectual property occurs when someone uses, copies, steals, or exploits protected intellectual assets without permission from the owner.
4. What are common causes of IP compromise?
Answer:
· Weak cybersecurity
· Insider threats (employees leaking information)
· Poor legal protection
· Lack of awareness about IP laws
5. What are the consequences of compromising intellectual property?
Answer:
· Legal penalties (fines or imprisonment)
· Financial losses
· Damage to reputation
· Loss of competitive advantage
6. How can organizations protect their intellectual property?
Answer:
· Register patents, copyrights, and trademarks
· Use strong cybersecurity measures
· Sign non-disclosure agreements (NDAs)
· Monitor markets for infringement
· Educate employees about IP protection

MCQ
1. What is the primary goal of Information Security Management?
A. Increase company profits
B. Protect information assets
C. Improve marketing strategies
D. Reduce employee workload
Answer: B. Protect information assets
2. The three core principles of information security are known as:
A. CIA Triad
B. TCP Model
C. Risk Triangle
D. Secure Framework
Answer: A. CIA Triad
3. Which international standard focuses on Information Security Management Systems (ISMS)?
A. ISO 9001
B. ISO 14001
C. ISO/IEC 27001
D. ISO 22000
Answer: C. ISO/IEC 27001
4. Risk in information security is defined as:
A. The cost of implementing security
B. A potential threat exploiting a vulnerability
C. Any system error
D. Employee negligence
Answer: B. A potential threat exploiting a vulnerability
5. A firewall is primarily used to:
A. Encrypt data
B. Monitor employee productivity
C. Control incoming and outgoing network traffic
D. Store backup files
Answer: C. Control incoming and outgoing network traffic
6. An Information Security Policy is:
A. A government law
B. A document outlining security rules and procedures
C. A type of antivirus
D. A backup system
Answer: B. A document outlining security rules and procedures






