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There are a few risks we need to keep in mind when it comes to our project and we have methods in place to minimize the impact of these as well as ways to reduce the chances of the situations in the first place.
One of these potential risks is loss of data, given the importance of data which is the name and locations of individuals in dangerous locations that any information being lost could cause chaos among different family’s which is not ideal in these situations so we plan to have serval different back ups for the information both on site and server-side which will be constantly updated as soon any information is changed or added.
Another potential risk is that some people may want access to this information and use it in malicious ways so to prevent this we will be encrypting all of the data any only allowing access to pre-established organisations to use the system and with the cycling of passwords that we will provide so that the same passwords aren’t being used for too long.
Loss of power is another risk as all the information is stored online hardware is required to view it so in these scenarios where there is no power(which is very likely when it some to some natural disasters), we will have a personal backup generator to power systems at least long enough to print off required information and at most allow for local updates to other systems.
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When it comes to the sustainability of our project there are a few factors that we will need to be aware of so that we are able keep our services up and running as if organisations start to use this then they will be relying on us to keep the systems running and functional, these include the monetary costs to keep the severs and databases working as well as the hardware that may need to be provided like computers and any maintenance required.
We would also need constant power provided to the onsite systems as well as the servers so we will have to reduce the amount of power that we are using without compromising the quality and usability of our project. It may also be hard to keep up with disasters as no two are the same so in some cases when it comes to scaling, we may struggle if we aren’t prepared for a partially large disasters or if there are too may disasters going on at once we may struggle to sustain what we are during. There will be some legal and ethical issues which I will talk about more in the next part of the report, however some laws may make it hard for us to operate in different countries as we often will as every country has different laws we will need to abide by as well as any ethical problems we may encounter.
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It is likely that our project will often run into Ethical and Legal issue and that is because of the nature of handling individual’s information, we would need to be careful as not to brake any of the laws that are stated in the Data Protection Act[4], so we would not be able to take any information for an individual they do not want taken, we need to allow the user to view the data we have saved this can be found in the GDPR[1] “Right of access by the data subject” as well as allow them to change or remove any information when choose, as according the Right to be Forgotten with can be also found within the GDPR[2] we will also require have to be very careful on who is able to access the information which wont be anyone that isn’t the individual or organization holding the information with the exception of a Parent/Guardian if the individual is underaged. We would also need to abide by the BCS Code of Conduct [3] which would include having respect for individuals and their privacy, take it seriously and only do your job and your job only do not try to do anything you are not trained to do or authorized to do or take advantage of the individuals you are helping.
In terms of how the Legal and Ethical issues will affect us in regards to the Third Sector project is hard to say given the fact that nothing like this has ever happened before and that UK and EU are often in agreement when it comes to laws so it’s possible there will be no change at all or very little, when it comes to ethics as that isn’t some thing can be easily enforced as may people have different views on it something that isn’t likely to change much however given the current situation regarding  Brexit is very difficult to know what is going to happen as the ever changing deals that are being rejected, which may lead to a no deal Brexit in which case it’s hard to predict anything at all let alone for Third Sector organisations, it may make it harder for Third Sector organisations to operate in the EU. [5]
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 We want to make sure that our project is at is most effective and working fully at all times so that it can be used quickly at a moment’s notice as well as quick turn over when looking for data this will require a lot of preparation and handling so that information is being passed around in a way that is doesn’t sacrifice quality but is quick and effective, it would also need to be able to withstand large amounts of data being input and backed up while slowing as little as possible. We would also need to insure there is no data deletion or overwriting as that could be a massive issue for users as well as people in the disaster area looking to utilize the our project.
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