Task ~1: -CNSS Model (McCumber Cube) Analysis
Information characteristics:
· Confidentiality: - It’s compromised to sensitive information was accessed or exposed by an unauthorized person and the stage are
Storage / Transmission / Processing, depending on the incident.
· Integrity: -It’s compromised to Data was modified, deleted, or corrupted without authorization and the stage are Storage / Processing / Transmission.
· Availability: - It’s compromised to Systems or data became unavailable because of an attack, failure, or disruption and the stage are Processing / Storage / Transmission.
Information States:
· Storage: - 
· Information is stored in databases, computers, servers, cloud storage, or other devices. 
· Example: Customer information stored in a database.
· Processing: -
· Information is being accessed, calculated, modified, or processed by a computer system or application. 
· Example: A system processes customer information to generate a report.
· Transmission: -
· Information is being transferred between devices, systems, or networks. 
· Example: Customer information being sent from a user's computer to a company's server.
Security Countermeasures:
· Policy: -
Failed/missing- Weak or missing security policies, poor access-control rules, or lack of incident-response procedures.
Enabled the breach- Employees or systems may have had unnecessary access to sensitive information, making unauthorized access easier.
· Education: -
Failed/missing- Insufficient cybersecurity awareness or employee training
Enabled the breach- Users may have fallen for phishing, used weak passwords, shared credentials, or failed to recognize suspicious activity.


· Technology: -
Failed/missing- Weak authentication, outdated software, missing encryption, inadequate firewalls, or poor monitoring
Enabled the breach- Attackers could exploit technical vulnerabilities to gain access, steal data, or modify systems.
Task ~2: - Governance vs. Management & Communities of Interest
· Governance – Board/Executive Level
Governance is responsible for setting the organization's overall security direction, risk tolerance, policies, and accountability.
A governance failure could include:
· Security risks were not treated as a business priority. 
· The board/executives did not provide sufficient security resources or budget. 
· Security policies and responsibilities were unclear. 
· Senior leadership did not adequately monitor whether security controls were being implemented. 
· Cybersecurity risks were not properly reported to decision-makers.
· Management – Operational Level
Management is responsible for implementing the security strategy and controls established by governance.
Possible management failures include:
· Security policies were not properly implemented. 
· Access controls were poorly configured or not regularly reviewed. 
· Employees did not receive adequate cybersecurity training. 
· Vulnerabilities were not patched promptly. 
· Security monitoring and incident-response procedures were inadequate.

· Contributed to failure
· InfoSec- Security recommendations may not receive enough funding, authority, or attention
· IT - Vulnerabilities, outdated systems, or weak configurations may remain unaddressed
· Non-technical management - Security spending and risk-reduction measures may be delayed or given lower priority

Task ~3: - Strategic Remediation via the "6 Ps"
· Planning
· Identify vulnerabilities → assess risks → determine priorities → develop remediation plan
· i.e.: Clear security direction and understanding of major risks.
· Policy
· Update Policies → define responsibilities → obtain executive approval → establish accountability.
· i.e.: Clear rules, responsibilities, and accountability.
· Programs
· Implement vulnerability management, awareness training, backup/recovery, monitoring, and regular security assessments.
· i.e.: Security becomes an ongoing organizational activity rather than a one-time response.
· Protection
· Deploy MFA, encryption, access controls, patching, endpoint protection, network security, and monitoring.
· i.e.: Reduced likelihood and impact of future attacks
· People
· Train employees → conduct phishing/security awareness exercises → provide specialist training to IT and InfoSec teams.
· i.e.: Employees and managers understand their security responsibilities and can respond appropriately to threats.
· Project Management
· Assign project owners → set milestones → measure security performance → report to management → continuously improve controls.
· i.e.: Security improvements are implemented systematically and can be measured.


