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I. [bookmark: _Toc7373559]Introduction

II. [bookmark: _Toc7373560]Research & Analysis of Lab Exercises
I. [bookmark: _Toc7373561]Research into “Internet of Things and Smart City Security Issues”
	Comment by Carlene Campbell: Avoid writing in the first person (use of ""I"", ""my"") in academic writing unless you are writing a reflective evaluation.

Reference(s):http://www.quickanddirtytips.com/education/grammar/first-second-and-third-person?page=all, http://www.wikihow.com/Write-in-Third-PersonPoint the reader to where the figures are located, example in appendix.Where is figure 1?This section could utilise diagrams or even statistics to bring across the research in a more meaningful way.

The Internet of Things is, according to the oxford dictionary, the concept of “The interconnection via the Internet of computing devices embedded in everyday objects, enabling them to send and receive data” therefore allowing for both more efficient systems, and a number of new ways to use everyday items in ways unseen before. Coined in 2003, the IoT has, in recent years, grown exponentially in implementation and everyday use, just to put into perspective how large of a change it has made, the number of IoT devices in 2015 was guessed to be 15.41 billion, and in 2025 it is expected to reach ~60 billion, and with the way it is going, that rate is only likely to increase. 
Now, with the interconnection of everyday devices, be it your home, your car or even the city itself, having this many devices connected together will pose significant security risks, as with any network-connected device, it will be hackable and therefore subject to the same cyber security risks the rest of computers are subject to. To put it into perspective, with the introduction of the concept of smart cities, the concept to use the IoT to help interconnect and manage entire cities, question appear such as; What could happen should unauthorised users gain access to critical systems within a city? For example, in 2018 Russian hacker-groups were found to be able to access previously-supposed secure networking systems used by the United States Department of Defence, and from there were about to probe further networks such as those connected to the power grid. Now what should happen should happen should say someone gains access to the control systems for a nuclear power plant?
While this is one of the more grandiose and/or dangerous examples of what could happen, they get point across. Of course these will be vast security implementations available for such critical systems, the one thing to keep in mind is that no security measure is ever truly infallible, and as such it is an ever-going battle between security professionals and “hackers”.[1], [2]	Comment by Carlene Campbell: Lack referencing
Long paragraph with few references. Could be better referenced.
First on the list is infrastructure, smart cities require a complete if not partial rework of existing infrastructure, of course this does come with a number of costs; time, money, etc. In some cases the improvement to existing infrastructure could be done by adding sensors to the existing network that are needed for smart city development. On one hand, when the infrastructure is relatively new, these improvements will last a long time, on the other hand, where the infrastructure is older, the added sensor may be used to keep track of the condition of the infrastructure in addition to its original purpose. For example, in water networks/pipes, pressure sensors can be used to keep track of changes in pressure, and should there be a problem, the overseeing system could report it to the proper authorities as well as give them relatively accurate location for said problem that would otherwise take hours to locate. In regards to the network infrastructure, very likely it will need a complete overhaul to accommodate the additional load that the hundreds of sensors and such will bring, having said that, this could partially be installed alongside the continuingly upgraded infrastructure such as the British Telecommunication hubs that are commonly placed around city centres nowadays.
While on the topic of infrastructure, the existing infrastructure for networks, in most cases will not be sufficient for the millions and millions of sensors required for a fully functioning smart city, not only in terms of bandwidth but processing power. The extra demand the numerous sensors put on the network not only is huge but required real-time processing so that said information can be used as need be as soon as possible.  Las Vegas, one of the more prominent smart city examples “even at a full-scale phase, the network exhibited significant problems”[3] and “According to RootMetrics, coverage and reliability across the entire city is the key to launching any successful smart city programme”, which makes sense considering the type of information that must be captured, processed and used in real-time. 	Comment by Carlene Campbell: 

Moving on, the second and one of the biggest opposing to smart cities is privacy. In recent years, the need  and want for privacy is at an all-time high, likely due to the ever growing threats against cybersecurity, as well as notorious leaks showing that our own governments were spying on their citizens such as from the Snowdon files[4], [5] and as such from the Investigatory Powers Act of 2018 in the United Kingdom[6], leading to large distrust in government to handle such large amounts of personal data. So now with the governments want for smart cities, getting this information will be easier than ever, you can see why people may distrust their intent. Also worth noting is that governments will have difficulty both funding and running smart city technological infrastructure, and usually in cases like these it is given as a government contract to different companies. What this essentially does is give said companies access to the information that smart cities collect and, again, people are wary of companies gaining their personal data, never mind in such large quantities.
Next, and another huge concern is security, with any sort of network that collects and controls data, it is a tempting target for hackers and such, even more so when this data is as constant and as potentially valuable as those collected by smart city infrastructure. Also due to the vastness of this network, both virtually and physically, securing this network against virtual threats and physical threats becomes only more difficult as the network grows and expands. These types of threats will always come when two machines communicate, barring attacks on the actual device, just the information sent from machine to machine to make the IoT network is very likely to come under attack. This becomes even more apparent when the actual IoT devices, in order to stay on top of the market, sacrifice security for convenience[7], or sacrifice security for small form factor or mobility[8]. HP even did a study in 2015 that found most IoT devices do not require strong passwords and transport encryption was lacklustre to say the least[9].  This trend is likely to keep up as the advancements in the field rapidly increase in short amounts of time. Only once the rapid competition to stay on top will manufacturers have time to look back on security aspects of their devices without sacrificing market share. That being said, it is not as if security updates are non-existent for these types of devices, only that more often than not they cannot keep up with the speed of which new and competing devices are put out. Even should a singular device focus on security, likely it will cost more than the similar alternatives, making it less popular and showing the trend that from a company’s sales point of view the preference of security will attract a lesser audience than focusing on convenience and cost. Of course, you could put the security aspect is the hands of the user, but we have seen how that goes, such as in the Marai Botnet, whereby tens of thousands of IoT devices were compromised via their default login details[10], and used to create a botnet. Now that was per each device, in a smart city there will be thousands upon thousands of these types of devices, worst case they each before a huge security risk, best case they each become a minor security risk, but a risk nonetheless. Take for example a report made by Internal Business Machines X-Force[11] that detailed three recurring problem with smart city devices; Default passwords, Structured Query Language (SQL) injections and Authentication bypasses, these mean that should people want to they can either gain legitimate access via the default login, bypass it entirely or use said SQL injection to trick the device to do something it should not. Such an example are sensors used to detect earthquakes, being quite common in earthquake ridden counties such as Japan, should one be activated falsely or by a third party, the effects are often not just the setting off of a sensor. In 2018, a false alarm earthquake sensor triggered in Tokyo brought trains to a standstill, elevators to a stop and civil warnings were sent via radio, tv and mobile devices.[12] The dangers of smart city security are so apparent some countries are even “hacking” their own citizens IoT devices as to warn them of the security concerns[13], which while the plan has merits, is a huge concern for citizens.
Another problem with smart city IoT devices, while related to security, can be though to be an entire problem of its own; keeping them up to date. To maintain security, all IoT devices and sensors should be kept up to date with the correct firmware and/or software packages. In a small network these updates will take some time to traverse the network and cause a short amount of high-bandwidth network usage, but the network comes out just fine. With a smart city on the other hand, with the sheer amount of sensors and devices should they all be set to update at once, it is very likely the localised network will come to a crawl, effectively eliminating that section of the network from doing its job. This doesn’t even factor the fact that a large portion of devices need to power off to update, as is usually the case with firmware, and as you can imagine downtime of this scale is a huge problem. Another problem with wide-range updates is that an unauthorised user could use it as a chance to gain access to the network via a rogue device while the original device is down, or at the very least cause problems with the original device once its back online. Then there are the IoT devices used in people’s home, which there is very little problems for them to be updated, only in most cases the user may see no need to, it works fine. This is a surprisingly common mindset, taking a responsive approach to security as opposed to the preferable pre-emptive approach, and is a huge risk to the majority of homes across the world. It is for these reasons that it is likely that a significant number of smart city/IoT devices are behind on software updates and therefore are eligible to be attacked by attacks that got patched in newer updates such as zero-day attacks.
Another issue with smart cities is design, designing what is essentially an overhaul of every section of the city is a massive and very daunting procedure. If a smart city is being built from scratch as some are in America as test sites, then designing is quite simple as it can be done alongside the designing of the city itself and can be implemented concurrently. On the other hand, upgrading a city to a smart city is a completely different ordeal with its own benefits and problems. The latter here is the more likely of the two seeing as it is the easier of the two with existing infrastructure and population, both are pretty vital to a city’s existence. Now, with the scale of such a project, to upgrade any sort of infrastructure, it must be brought down for maintenance as to upgrade it, and seeing as the city centre is the first target of smart city upgrading, the construction, time and money needed to not only upgrade the infrastructure but to bring up some sort of replacement in the meantime can lead to its own set of problems.[14]
Then there is the politics of such a project, a project this size can take from years to decades, the latter being more likely of the two, and during this time the people in control of funding and direction can change, at the very least assuming it is a government controlled initiative. Along with politics comes bureaucracy, and this a project, again, of this size, there is a lot of bureaucracy. This involves the timing of construction, the permits needed for implementation, changing or creating relevant rules or laws, the evaluation of the implementation by overseeing authorities, reporting of implantation and network mapping, etc. While this can be seen as a necessary item that comes with large city projects, the additional time needed for it can create new problems, especially with the ever-advancing world of IoT environments today.[15] While it is not exactly a large problem, when installing new equipment, by the time it has been installed and gone through tested, the equipment could already be outdated. While on the topic of design, with this large network of sensors, depending on how the network is designed whether it be central or mesh design, a design too focused on a single point can be very damaging. For example, if you have a sensor network of which is centralised to a single point, should that singular point go down, it will essentially leave the section of the network it was overseeing disconnected. It is for this reason that there is such a large push for faster wireless technologies such as 4G and 5G.
Lastly on the list is availability, smart city designs must be available 24/7, even a few minutes, depending on the level of smart city integration, can have huge negative consequences. For example, when a city is in control of its traffic aggregation, electricity grid and in healthcare there are a number of IoT pacemakers, insulin pumps, RFID-tracking devices, etc. Those few minutes of downtime could cause sections of the city to go without power, hospitals losing track of their patient’s health (such as in the case of IoT connected heart rate monitors), multiple traffic problems, of which would then cause more problems. Now couple the need for availability with the need for tight security, and you can start to see the challenges of smart city design and implementation. It is for this reason that smart cities must be designed with an adequate level of redundancy and scalability to accommodate the city’s need to grow as well as the need for continuous, uninterrupted uptime.
In conclusion, the idea of smart cities and the IoT and they are continued implementation and advancement do come a number of hurdles and challenges, but for the most part they are possible to overcome whether it be with additional research, sufficient planning or advancements that are not yet available. Despite these problems, the investment in a smart city is still very appealing to cities with a large population as it will not only improve quality of life for its citizens, but improves the city’s efficiency greatly bit it electrical, traffic, water or any number of infrastructures. Another reason for the investment in a smart city is the fact that it will become more futureproof, should cities grow at the same rate they do today, then the installing of a smart city is particularly inevitable for the vast majority of modern cities. The focus on security will of course be an up-hill battle so-to-speak simply due to the vastness of city network that will need to be secured against ever evolving methods and tools. 


II. [bookmark: _Toc7373562]Analysis of Lab Exercises

I. [bookmark: _Toc7373563]Using a VPN
This task, given in lab 2 is to use a client-side VPN, or Virtual Private Network. What this does is “enables users to send and obtain information across pooled or public networks as if their computing manoeuvres were directly associated to the cloistered system. Applications running across the VPN may therefore benefit from the functionality, security, and management of the private network.”[16] In layman’s terms, it is the ability to act as if the device you are using was connected directly to a private network of which you have authority to access, gaining the resources and security that comes with it. From user point of view, a VPN could simply be a way of hiding their IP address via the encrypted tunnel.
Now, the actual task calls for a VPN client by the name of Cyberghost, but for this instance NordVPN will be used, as it is a premium option that is currently available to this writer, and there are a number of security-related qualms to using a free VPN service. Anyway, to start off, this writer’s original location can be seen in figure 1 located in London, admittedly this is not the actual location but the network that is currently being used is one that has a VPN-router-based implementation to automatically send data through a VPN, either way the result of this task would not change.	Comment by Carlene Campbell: 

Now, in figure 2, you can see the client-VPN application that is quite simple in its usage, a drop down of different locations to choose from, and choosing one will allow for the user to send traffic through said selected node. In this scenario, the node selected will be in the US, as can be seen in figure 3, New York to be exact. This shows that you can quite easily, depending on the VPN provider, change your perceived location on the internet, and also shows that a client-side VPN will supersede a router/network-based. To be honest, this was expected seeing as a network VPN is set before the destination, and the client-side VPN would be the set destination, but it is good to have a confirmation of this hypothesis. Now, this does not come with its downsides, depending on the location of the VPN node, you can lose a significant chunk of bandwidth and speeds, which is to be expected when sending data over such large distances. If the usage of a VPN is to hide and secure location and data, choosing a local node will suffice with minimal speed loss, choosing non-local nodes is most often done when trying to get around filters and firewalls or trying to appear as if in a different location.	Comment by Carlene Campbell: 

While the type of VPN used in the task is a client-Provider type VPN, there is another type often used by companies; private VPNs. This type of VPN is used as a secure connection over the internet to connect two places over an encrypted “tunnel”, so to speak, this can allow the secure connection of multiple offices, of which would be needed when transferring sensitive data, this of which many businesses do in bulk. This security when transferring sensitive data is not only a business issue, but a legal and ethical issue, should a customer or employees details leak or get intercepted during transfer, then the company responsible is held accountable. In this sense, the money for a private VPN is more than worth the alternative. On the other hand, a private VPN can also allow employees to access company servers or resources from anywhere with internet connection, and most importantly, securely.

II. [bookmark: _Toc7373564]Hacking a Mobile device

The aim of this task is to install an antivirus within an android environment, as scan said environment. In the task document, this calls for a virtual android environment emulated on a windows computer, but the main problem with this is the accompanying scan of said emulated environment. As you can guess, as the emulated environment is new, there is no malware or apps that will appear on the scan. To give a more accurate result on this, this writer will be using an old device of which has applications and such on it was resulting from daily use, although it has since been decommissioned so to speak.	Comment by Carlene Campbell: 

For the purpose of this documentation, the installing of the application will be skipped as it is the same as installing every other application involving the google play store, barring the two-factor authentication needed by the Bitdefender account and the permissions required by such a software. Anyway, back to the actual task, beginning with a storage scan of the device, Bitdefender will scan all installed applications and files stored on the phone storage with a togglable SD card options, of which in this option was enabled, as can be seen in figure 4. As you can then see in figure 5, there were malicious files found, an .apk file for Zips, a network penetration testing software. The file itself is not technically malicious, only that it is an .apk file meaning it does not have the valid certificates present with the version present on the Google Play App Store. That being said, it is good that the file is highlighted as there is an intermittent danger when using .apk files downloaded online, for this reason most mobile browsers, by default, will not allow the downloading of .apk files as they could very well contain malware.
Now, the usage of these antimalware application, of course ,is a crucial part of keeping mobile devices secure against threats, for this reason any sort of antimalware application should be among the first applications installed, mainly so that it may scan the applications as they install as well as securing the device from the very beginning. In the case of Bitdefender, daily scans can be introduced to allow for the constant vigilance on the part of the user. While it may be overkill, this writer has two anti-malware applications installed on his daily use device, Bitdefender and Malwarebytes. Both are anti-malware but have their own list of known malwares, and as such tend to complement each other without interfering with the respective processes of the other. Back on track, from a company perspective, should it allow Bring Your Own Device-type policies, said policy should have some sort of anti-malware as standard to prevent or to, at the very least, reduce the likelihood of malware present on any devices capable of accessing any sort of company-related network.[17]

III. [bookmark: _Toc7373565]Hacking Wireless Networks

This task is to hack a wireless network, in this instance it will against a WEP network, and although the task provides the use of Aircrack-ng via a windows environment, due to this writer currently having a similar live test environment for such an occasion, a few modifications will be made against this. The biggest change of course is the non-virtualised aspect of it, and the fact that “Fern Wi-fi Cracker” will be used instead and it will be via Kali Linux running of a USB device. This test will then be performed against a WEP network running on the 2.4GHz band, by the name of “dd-wrt_vap”, the default SSID for the DD-WRT firmware. This software is a more user-friendly and less-able software, while it will more than suffice for this task, Aircrack-ng has a wider variety of tools and abilities, Fern Wi-fi Cracker is more suited to simple WEP cracking, WPA(2) wordlist and WPS attacks, at least on the non-professional version provided by Kali Linux.
When starting Fern, the first item is to choose the appropriate interface, as can be seen in figure 5, in this case it will be wlan1, if the interface is not in monitoring mode it will be changed to by the software, once this has been done, you may scan for access points. The result of which can be seen in Figure 6, a singular WEP interface, which in figure 6 can be seen to be the right one. Now, all that is left to do is to use the Attack button, the result of which can be seen in figure 7. Although not pictured, this attack took less than a minute in total from launching the software and starting the attack, while WEP is known to be a weak protocol, having it cracked this easily really drives the point home. Even more so when a similar test with a WPA2 network of the same password using brute force methods, also known as hashing, took more than seven days, only at that time the computer crashed, and as such the attack was labelled as inconclusive, but much better than the WEP result nonetheless. 
Now, what can we take from this from this? It basically means that anyone who has even a hint of security-sense or want-of-privacy should stay far away from WEP, preferably WPA2, or failing that WPA, just not WEP. If a company is going to do wireless networking there should be at the very minimum WPA2 standard, assuming the company is medium to large, the addition of authentication servers, access control and profile tracking should be made standard as to reduce the chance of unauthorised attempts to gain access to the network. This way should someone gain access to the network via an employee account, they can at the very least track down the problem employee who likely fell for some sort of social engineering.

IV. [bookmark: _Toc7373566]Social Engineering

Social engineering is “a form of techniques employed by cybercriminals designed to lure unsuspecting users into sending them their confidential data, infecting their computers with malware or opening links to infected sites”[18] and this lab helps defend against these social engineering attacks by ensuring the location the email was sent from. While on the point of social engineering, it is known to be one of the more effective attacks, because it attacks the weakest part of the entire network; the user, and users are much more prone to mistakes than our machine counterparts, in that sense no matter how stupid it may sound, it is never a good idea to underestimate the effectiveness of a social engineering attack. In this task, using the software EmailTrackerPro, we can gain a more accurate location of which the email was sent from as opposed to just an email address. In this test, this writer will be using an update email sent periodically to his email, after extracting the header from the email, and inputting it into the trace report section of EmailTrackerPro, the results report can be seen in figure 9. As you can see, the email has made quite a number of jumps before ending up in this writer’s email, most likely originating in Illinois USA. From Illinois it travelled to Ireland, strangely then to the Netherlands before arriving in the UK, which is a lot more points of transfer than people would otherwise believe an email to transpire. This software such as these are not infallible as some emails will have misdirection to confuse the tracer but are very useful if you are not 100% sure on an email address.
In a work environment these can be very useful, potentially flagging emails that come from outside the company’s internal email network. For example, if you were to receive an email from a co-worker working in the same building, and then track said email and it ends up originating from some other country, you can deduce that it is most likely not a legitimate email and flag the email to the IT team to keep an eye out for similar emails as social engineering attacks against commercial targets are often done in large quantities as to increase the chances of a successful attack.[19] On the other hand, training staff on these types of attacks is the more effective method of the two, but doing both certainly helps.



III. [bookmark: _Toc7373567]Synthesizing a Solution to a Potential Real-Life scenario

This section of this documentation aimed the writer to design and simulate a ““Smart Campus”, in the heart of the city. The Internet of Things (IoT) plays a vital role on this campus where resources and services are using the Internet to communicate.”, in layman’s terms a university campus network of which has the proper security and procedures to accommodate the rapidly expanding area of the Internet of Things via smart devices. In this design this writer used a collapsed core design featuring two core multilayer switches and two distribution multilayer switches with four access-level switches, one of which was reserved for the server/admin room. There are 4 different vlans within the design; 5,10,20,30 and 40, and are Admin, student, staff, guest and IoT respectively. Each of these except admin has DHCP capabilities with 252 addressable IP’s, Admin-related servers and such are a bad idea to address within DHCP as to be connected they need a consistent IP that static routing applies. For routing within the network, OSPF was used between the distribution and core switches, but not outside the network towards the internet.
The reason for two core and distribution switches is for redundancy of which is taken care of by OSPF and HSRP, should 1 go down, the other will take over. In terms of IoT there are a number of IoT devices with conditions attached within the document with instructions inside, although it is a small number in comparison to what a university campus would require, it is more a show of proof that IoT devices can work within the network with conditions attached. On the topic of IoT, while DHCP may not seem ideal for condition-based operations, the IoT server remembers the devices either according to MAC or name, it isn’t specified within the conditions tab of IoT but seeing as when the name changed, so did the condition item, it is a good guess to say it is tracked to the device MAC. In the design, the IoT elements have been connected to the wider network using a home gateway as a way of both centralising groups of IoT devices, and reducing the amount of IPs the devices require, due to the fact that said home gateways have their own localised DHCP pool and NAT translation for the devices, allowing for technically 254 devices on a single IP, which would help greatly with the sheer number of smart devices the real design would use.
For internet connection, while we cannot control the internet, in this case this writer simply allowed a static route back to the Swansea campus to assure a connection was established. Vlan ranges of VLAN 5 and 20, aka admin and teachers are allowed to use the VPN tunnel to the external site. In this case, while IoT devices normally require an internet connection, it was opted against seeing as there is an in-house IoT server within the server room.


III. Figures
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Figure 1- Original Location
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Figure 2- NordVPN Application
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Figure 3- Resulting Changed Location
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Figure 4- Scan In progress
Figure 5- Scan complete
[image: ]
Figure 6- Fern Wi-fi Cracker
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Figure 7- Available WEP Networks
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Figure 8- WEP Key Found
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Figure 9- EmailTrackerPro Results
	


IV. References
[1]	R. R. Harmon, “Smart cities and the Internet of Things,” in Smart Cities and the Internet Of Things, 2015, no. August.
[2]	S. P. Mohanty, “Everything You Wanted to Know About Smart Cities,” 2017.
[3]	N. Akhtar and K. Hasley, “Smart cities face challenges and opportunities,” ComputerWeekly.com, 2018. [Online]. Available: https://www.computerweekly.com/opinion/Smart-cities-face-challenges-and-opportunities.
[4]	K. Chen, No place to hide: Edward Snowden, the NSA, and the U.S. surveillance state, vol. 32, no. 6. Routledge, 2017.
[5]	S. Landau, “Making Sense from Snowden: What’s Significant in the NSA Surveillance Revelations,” 2013.
[6]	UK Parliament, “Investigatory Powers Act 2016 c.25,” Legislation.Gov.Uk, vol. 2016, no. 1, pp. 1–305, 2016.
[7]	S. Bieler, “Market Dynamics Encourage Weak Security in Consumer IoT,” Compliance and Enforcement. [Online]. Available: https://wp.nyu.edu/compliance_enforcement/2019/03/05/market-dynamics-encourage-weak-security-in-consumer-iot/.
[8]	D. Popescul and L.-D. Radu (Genete, Data Security in Smart Cities: Challenges and Solutions, vol. 20. 2016.
[9]	H. News, “HP Study Finds Alarming Vulnerabilities with Internet of Things (IoT) Home Security Systems,” 2015. [Online]. Available: https://www8.hp.com/us/en/hp-news/press-release.html?id=1909050.
[10]	B. Knieriem, X. Zhang, P. Levine, F. Breitinger, and I. Baggili, “An overview of the usage of default passwords,” Lect. Notes Inst. Comput. Sci. Soc. Telecommun. Eng. LNICST, vol. 216, pp. 195–203, 2018.
[11]	IBM X-Force Red, “The Dangers of Smart City Hacking,” 2018.
[12]	BBC News, “False earthquake warning panics Japan,” BBC, 2018. [Online]. Available: https://www.bbc.com/news/world-asia-42582113.
[13]	E. Woollacott, “In Run-Up To Olympics, Japan Plans To Hack Citizens’ IoT Devices,” Forbes, 2019.
[14]	A. Cresta, “Computational Science and Its Applications – ICCSA 2013,” vol. 7975, no. June 2015, 2013.
[15]	A. Karvonen, Inside Smart Cities, no. September. 2018.
[16]	K. K. Jyothi and B. I. Reddy, “Study on Virtual Private Network ( VPN ), VPN ’ s Protocols And Security,” vol. 3, no. 5, pp. 919–932, 2018.
[17]	W. Long, “BYOD: data protection and information security issues,” Computerweekly.com, 2013. [Online]. Available: http://www.computerweekly.com/opinion/BYOD-data-protection-and-information-security-issues.
[18]	Kapersky, “What is Social Engineering,” Kapersky Resource Centre. [Online]. Available: https://www.kaspersky.co.uk/resource-center/definitions/what-is-social-engineering.
[19]	H. Xu, S. Hao, A. Sari, and H. Wang, “Privacy Risk Assessment on Email Tracking,” Proc. - IEEE INFOCOM, vol. 2018–April, pp. 2519–2527, 2018.


	
                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Key concepts of research explained but lack diversity of sources. A number of areas could be better referenced.  However, appropriate referencing convention and updated sources were used. (Grade mark: 55.56%)
	[bookmark: totalRIL]45
	[bookmark: markRIL]25

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]
	[bookmark: totalKUS]
	[bookmark: markKUS]

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]The lab exercises were explained giving an account of the purpose for the results.  However, more discussions and analysis on how company could be proactive to prevent/protect their communication system and the Internet were lacking. (Grade mark: 64.44%)
	[bookmark: totalANA]45
	[bookmark: markANA]29

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]
	[bookmark: totalPAD]
	[bookmark: markPAD]

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Could be better presented and formatted.  Some grammatical errors; remember to avoid using first person when writing academic report. (Grade mark: 60.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]6

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]60%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	Common Assessment Criteria Applied  (Assignment 2)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	
	
	

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	Depth of research need strengthen, you need to explain and analyse the scenarios you derived for the campus from your chosen research area(s) in a more meaningful way. (Grade mark: 60.00%)
	20
	12

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	You have explain resources, devices used for your chosen design but no actual analysis of your chosen solution.  A conceptual diagram could be used to aid this discussion. (Grade mark: 50.00%)
	20
	10

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: _GoBack]Your Packet Tracer design worked but lack sufficient security measures such ad firewall, IPS, etc, (Grade mark: 50.00%)
	60
	30

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	
	
	

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	52%

	
	Up to four weeks late
	
	

	
	First Attempt?
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