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AIM / Objectives

For creating a secure network for an organization using Check Point Firewall
For setting access control rules and network segmentation

For testing permitted and restricted traffic through scenarios

For analyzing network activities with the help of log analysis



e \Virtual machines configured using VirtualBox

Lab Setup

e Network adapters used to simulate real enterprise network
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Initial Configuration

e ethO used as external interface (WAN) for internet access
e eth1 used as internal interface (LAN) to connect lab machines securely
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Initial Configuration

e Gateway configuration completed successfully
e Network and system setup verified
e Client machine configured with static IP, gateway, and DNS for network communication
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SIC Connection

Secure Internal Communication established between A-SMS and A-GW
Status “Communicating” confirms successful connection
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SmartConsole

e SmartConsole used to manage firewall policies and objects
e Provides centralized control of security configuration
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Object & Group Creation

e Created network objects and Students_Group
° Used for role-based access control
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Firewall Rules

e Configured rules to allow DNS, HTTP, HTTPS, and ICMP traffic
e Blocked insecure services like FTP and Telnet
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irewall Rules

Actions:
e Green - Accept
e Red - Drop
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Policies Installation

e Firewall policy installed on gateway to enforce rules
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Ping Testing

e |ICMP ping test performed from client machine
e Used to verify connectivity and rule behavior
e Ping blocked based on firewall rule (ICMP restriction)

Administrator: Command Prompt - ftp 192,

Microsoft Windows [Version 1©.©.19845.20e6]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ping 192_.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:
Ttimed out.
timed out.
timed out.
Ttimed out.

Ping statistics for 192.168.1.1:
Packets: Sent — 4, Received — ©. Lost = 4 (1©0% loss).

C:\Users\Administrator>ftp 192.168.1.1
connect :Connection timed out
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HTTP Testing

HTTP/HTTPS traffic tested using browser
Successful access confirms rule enforcement
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Logs & Monitoring

Logs used to monitor allowed and blocked traffic
Helps verify firewall rule behaviour in real time
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Implementation

DNS, HTTP, and ICMP traffic rules configured in firewall

Insecure protocols such as FTP, Telnet disabled

User groups created (Students Group)

Role-based access control implemented

IPS activated for threats detection and prevention

Order of firewall rules ensures appropriate traffic filtering (top-down approach)
Verification of rules through testing

Scenario:

Students allowed to use HTTP/HTTPS protocol
Students restricted from connecting to servers
Extended access permitted to staff (future scope)
Alike university security framework

Guarantees controlled and safe communication



Learning Outcomes & Conclusion

Hands-on experience gained for Check-Point firewall
Learned the process of filter rule traffic

Rule order is crucial, learned about the cleanup rule
Group network segregation skills acquired
Monitoring and analysis of traffic learned

Conclusion:

Secure network environment implemented successfully

Traffic control with firewall rules successfully implemented
Successful testing and monitoring showed proper configuration
Acquired practical knowledge for enterprise security



