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Introduction:
We have been using Internet of Things since early 1980s. Now days the new technology that is coming out every year made the Internet of Things grow faster. According to website call mordorintelligence [1]. The smart homes market was valued at USD 64.60 billion in 2019 and by 2024 is going to reach 246.42 billion. Home smart it is simply connecting things to the internet and controlling them from long distance using web application and mobile application.


This assessment has two parts, the first part of the assignment is to do a research on related work in the field of internet of things and smart home concepts. After when I gather all the information, then I will judgmentally analyse several of technologies that are currently available on the market and the security issues they have.

The second part of the assignment is to use the knowledge and understanding gained in first part to design a real-life smart home scenario using software 

Technologies that are currently available:

On this report I’m going to go through all the smart home device that is on the market and I will be doing research about the security issues of the technology bellow. 

· Amazon Alexa
· Ring doorbell
· Arlo Pro
· Yale Conexis



Amazon Alexa:

The first device that I will be talking about is Amazon Alexa, is also known as Alexa and Alexa is artificial intelligence technology created by Amazon. Amazon is American company based in Seattle. Most of the work they do is e-commerce, cloud computing, digital streaming, and artificial intelligence [2].

Amazon Alexa has many features, but the main ones are music playback, making to-do lists, setting alarms, streaming podcasts, playing audiobooks, and providing weather, traffic, sports, and other real-time information. Amazon Alexa can do many things such controlling smart devices using itself as home automation system. Amazon Alexa can allow you to do more things, but you must install third-party vendors.

When you connect Alexa to your other devices you can activate the using a wake-word such as saying Alexa or using through mobile app, by pushing a button to activate Alexa’s listening mode. You can communicate with Alexa different language such as English, German, French, Italian, Spanish, Portuguese, Japanese, and Hindi.
Amazon has a lot of software developers that is working on Alexa which will allow you to get the latest software at all times [3]. 


Amazon Alexa Security issues:
Amazon Alexa user authentication is very weak this will allow the hacker to use light-injected voice commands to unlock your front doors, open garage doors, the hacker can shop on e-commerce website using the victim expense and as you see this can be very dangerous [4].

Amazon Alexa is always listening it can listen conversations you are having, and it can listen when dealing with a customer account information or company security information. There are ways that you can prevent this security risk and you can prevent by just unplug the Alexa speaker when working [5].
   

Ring doorbell:
Ring doorbell is a home security system and this product is owned by Amazon. This technology has many features such as outdoor motion-detecting cameras, including Ring video Doorbell. 

This technology works by pushing your doorbell, and request goes through you network, then into Ring’s cloud servers, and then you can see the request to your smartphone. When you receive the notification on your phone, then can go on Ring app, you can see who’s at the door, and you can even talk to person that is at the door.  This technology allows you to see the person that is at door, but they can’t see you and this what make Ring compelling home smart device. This system will send you notification when you are inside your home, at work, or on vacation, the system will allow you to open the door by just pressing a button [6].


Ring doorbell Security issues:

Ring doorbell is a surveillance cameras system, and it supposed to secure you home, but after doing a lot research I found out the devices can be exploited to terrorize users in their homes.
This technology is very popular in America and the technology is connected to you home internet and it can be managed through the app.

The hackers can access, and they can watch you through cameras you installed to you home in real time, the hacker can also take control of other features floodlights, alarms and two-way voice chat. The Ring mobile application is used by millions of people in America called neighbours that can share camera footage with the police.

According to website call newsweek, in 2019, 8 year old girl was scared after a hacker gain access into bedroom device, the hacker played music and claimed that he was Santa Claus [7].












Arlo Pro:

Arlo Pro is wire-free HD security cameras system that allows you to keep an eye on your home. The Arlo Pro has many features such as weatherproof capability, night vision and number new features that makes your home secure.

Arlo Pro has rechargeable batteries. This technology will allow you to easily charge the Arlo Pro batteries and you can charge the batteries without taking out the batteries from the camera.

Arlo Pro is flexible technology because it has the Options of choosing wire-free or wired. You can plug in your cameras into a power, then Arlo Pro has you covered.

Arlo pro allows you to see more of every moment with a 130-degree wide-angle lens. You can listen and speak using built in speaker and mic, using your mobile phone.

As I said before, this technology has advanced motion detention with wide-angle PIR motion sensor, and Arlo Pro will make sure that every movement is captured.

The company that build this technology will allow you to have free cloud storage and you don’t have to pay for cloud storage. you can connect local backup storage to your Arlo Pro base station for optional local backup storage [8].


Arlo Pro security issues:
I have found out that Arlo Pro has serious security bugs targeting Arlo wireless security cameras. The Arlo Pro has different numbers of security issues that could risk the user home. To gain access the device, the hacker could connect to the UART port and use default credentials to log in the account as root user. The hacker can then execute commands and the hacker can use the cameras that installed by the user to see what the user is doing.

Your Arlo Pro camera can be vulnerable to hackers if you misconfigure your network.
if you misconfigure your network, this will allow the hacker to connect to Arlo Pro base station’s LAN and he/she could access the internal camera network interface. The hacker can gain access the targeted Arlo Pro [9].












Yale Conexis:

Yale Conexis is smart door lock that will allow you to have the freedom to secure your home without using a key. The Yale Conexis have many great features. It allows you to control or access your home using your smartphone, basically you can send and receive virtual keys.

[bookmark: _GoBack]Using your smartphone, you can share mobile keys to family and friends. You can choose to give access to someone for a few weeks or hours. It will send you notification informing you who at your home [10].


Yale Conexis security issues:

This smart lock is good to use because it makes your everyday life easy and, but everyone knows that any technology that is connecting to internet can be hacked.

According to dailmail they stated that the smart lock security system apps can crash, and this can cause you to be locked out [11]. 
 
A lot of customers were complaining in 2018 on twitter, and they were saying that they get stuck in the house because the smart lock. 
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