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1. [bookmark: _Toc64911113]Introduction
Malware is software that is intended to cause damage to systems and networks. It comes from the amalgamation of the words, malicious software. Malware comes in many forms but the types discussed in this report are trojans, viruses and ransomware. Cryptowall is a ransomware that spreads via phishing emails and exploit kits and fully encrypts all files of certain types and requires that a ransom be paid in order to get a decrypting key.
2. [bookmark: _Toc64911114]Trojans and Viruses
2.1. [bookmark: _Toc64911115]General Overview
A trojan is a piece of malware that disguises itself as legitimate software or as a part of legitimate software. Once it is on a computer or network, it hands the malware author full access to it, the same as that of the victim [1]. Trojans can take the form of many other types of malware attack such as ransomware or DDoS attacks [2]. 
A virus on the other hand is a type of malware that is intended to spread from host to host that alters a way a computer operates such as by corrupting data. Viruses can either be playful in intent and effect or could alternatively be very damaging by deleting data for example [3]. 
2.2. [bookmark: _Toc64911116]How Trojans and Viruses can Infect Your Computer
Both trojans and viruses can infect your computer in similar ways. Some of these include email attachments, visiting certain websites, downloading files, links in emails and links in other messages [4]. In the case of viruses, they must be activated by the user opening the file or application that they are embedded in. Once they have been activated, they seek to infect other programs and will duplicate themselves in order to spread further [5]. 
3. [bookmark: _Toc64911117]Ransomware
3.1. [bookmark: _Toc64911118]General Overview
Ransomware is malware that can spread in similar ways to viruses and trojans, but is primarily spread through phishing emails. Once it is in a system, the intention of its creator is to prevent the victim from accessing files unless they first pay a monetary ransom. There are three types of ransomware: scareware, screen lockers and encrypting ransomware. 
Scareware consists of pop-ups warning that malware has been detected and is likely to be harmless, albeit annoying, so long as the links on the pop-up are not followed. Screen lockers will often masquerade as being part of a legal organisation such as government or law enforcement and will display a screen stating that the victim has committed a crime and must pay a fine in order to access their computer. Encrypting ransomware is the most dangerous as it encrypts valuable data on a computer or system and then demands the victim pay a ransom in return for a decryption key. 
While individuals are targeted by ransomware often, businesses have become the primary target as they have more valuable data and are therefore willing to pay more to regain it. By 2017 35% of small and medium sized businesses had experienced ransomware attacks [6]. 
3.2. [bookmark: _Toc64911119]What to do if Infected
The first option if already infected is to negotiate and pay the ransom. This is discussed further in 5.3.
An immediate option is to disconnect the computer(s) from the internet and network which will prevent the ransomware from getting access to network folders or other devices on the network [7]. 
Another option that can be used to get around screen locker ransomware is to boot the computer in safe mode and then restore an old system backup [8].
Alternatively, a victim could try and decrypt the ransomware. The best way to do this is to download security software which can attempt to decrypt it. This is far more effective when the specific ransomware family can be identified as the correct decryptor can be used. Without knowledge of which family the ransomware belongs to, the decryption could potentially encrypt files further [6].
4. [bookmark: _Toc64911120]The Cryptowall Trojan
4.1. [bookmark: _Toc64911121]Specifics
4.1.1. Infection methods
Cryptowall typically infect devices through one of the following methods: phishing emails – emails containing links or attachments that when clicked download Cryptowall and exploit kits – which take advantage of security vulnerabilities in operating systems, applications or websites [9]. 
The most common source of propagation is phishing emails making up 67.3% of the roughly 70,000 instances of Cryptowall 3.0 with the second most common being exploit kits making up 30.7% [10]. Cryptowall 3.0 was primarily spread via exploit kits after April 2015, possibly this was due to the developers changing tactics [10].
4.1.2. File types affected
[image: ]
Figure 1: All file types targeted for encryption [11].
Cryptowall targeted all the above file extensions but did not target .exe and .DLL files as that could cause the compromised system to become corrupted and unusable [11].  
4.2. [bookmark: _Toc64911122]Procedures of eradication
The Cryptowall trojan can easily be removed and in fact in later versions will remove themselves however the files that they affect remain encrypted. The first thing to do is to make sure that Cryptowall has been removed. This is done by installing and then running a Cryptowall remover software.
Methods that work for decrypting files include using data backups, shadow volume copies and file recovery tools. Data backups can be a guarantee that you have your files in the state they were last backed up in and this can be used to restore the files to your computer provided the trojan is not transferred to the backup. Shadow volume copies allow windows to restore old versions of files, however Cryptowall tries to remove them. This means that it is likely that you cannot use them. Although sometimes Cryptowall doesn’t succeed and files can be recovered by restoring to an old version. Finally, after Cryptowall has encrypted all files, the original unencrypted versions are all deleted. This means that file recovery tools can be used to reclaim them if used soon after their deletion [12].
4.3. [bookmark: _Payment?][bookmark: _Toc64911123]Should the Ransom be Paid?
It has been shown that overall, across all types of ransomware, only 19% of people who pay the ransom receive their files back [13]. On the other hand, Cryptowall has been consistent in returning a decryption key upon transfer of payment [14].
Another consideration to take into account is that of those people who refuse to pay, 86% manage to recover their files due to backups [13]. This means that all other avenues to recover files should be tried first at least before paying.
There is also the moral consideration that by paying the ransom, you are essentially funding criminal activity and encouraging further ransomware attacks on others.
5. [bookmark: _Toc64911124]Examples of good practice
5.1. [bookmark: _Toc64911125]Initial avoidance
The primary source of ransomware is phishing emails and the secondary source is exploit kits [10]. To avoid getting ransomware from phishing emails, links and attachments should not be opened unless you are expecting them from the sender and any email from someone that you do not know should be treated with suspicion. Phishing emails often try to disguise themselves as corporate emails, an example being posing as a missed delivery notice where a link must be clicked to rearrange delivery.
Exploit kits are harder to avoid. The best defence against these is to make sure that the latest operating system updates have been installed and that good security software is in use and up to date.
5.2. [bookmark: _Toc64911126]Backup procedures
All valuable data should be backed up in at least two other places. This ensures that if any malware gets onto one device, the data stored on that device hasn’t been lost as it can just be reloaded from a backup device. This then provides immunity to ransomware such as Cryptowall as the ransomware can just be removed and the files can be copied back onto the now uninfected device.
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Table 4. File extensions targeted for encryption.
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