



Table of Contents
Task 1	4
The Zero Trust Architecture: Principles, Implementation Challenges, and Efficacy	4
Abstract	4
1. Introduction	4
2. Why Traditional Security Models Are No Longer Sufficient	1
2.1 Limitations of the Perimeter-Based Model	1
2.2 The Emergence of Zero Trust	1
2.3 Impact of Remote Work and BYOD	1
2.4 Risks of Lateral Movement and Inconsistent Policies	1
3. Core Principles of Zero Trust	2
3.1 Continuous Verification	2
3.2 Least-Privilege Access	2
3.3 Assume Breach	3
4. Implementing Zero Trust Architecture	3
4.1 Identity and Access Management	3
4.2 Secure Access and Endpoint Protection	3
4.3 Monitoring and Automated Response	4
5. Strengths and Limitations	4
5.1 Strengths	4
5.2 Limitations	5
6. Zero Trust and Regulatory Compliance	5
6.1 General Data Protection Regulation (GDPR)	6
6.2 Digital Operational Resilience Act (DORA)	6
6.3 Network and Information Security Directive (NIS2)	6
7. Conclusion	6
Task 2	2
Zero Trust Security Programme Design for ResilientIntellect Ltd EU Expansion	2
1. Introduction	2
2. Organisational Structure	2
2.1 Top-Down Approach for Zero Trust and Regulatory Compliance	2
2.2 Defined Roles for Effective Zero Trust Implementation	3
2.2.1 Executive Leadership and Specialised Roles	3
2.2.2 Compliance, Resilience, and Operational Monitoring	3
2.3 Organisational Structure and Scalability	3
3. Key Policies and Procedures	4
3.1 AI Usage and Model Governance	4
3.2 Secure SaaS Configuration	4
3.3 Bring Your Own Device (BYOD)	5
4. Compliance with GDPR, DORA, and NIS2	5
4.1 GDPR Context	5
4.2 DORA Operational Resilience	5
4.3 NIS2 Reporting Obligations	5
5. Governance and Strategy	6
6. High-Level Risk Assessment	6
6.1 Software Supply Chain Risk	7
6.2 Cloud Misconfiguration Risk	7
7. Contingency Planning – Ransomware Scenario	7
7.1 Containment Measures	7
7.2 Backup and Recovery Strategy	7
7.2.1 Reimaging vs. Malware Removal	7
7.2.2 Cloud-Based Recovery	8
7.3 Contingency Plan	8
8. Protection Mechanisms	8
9. Strategic and Forward-Looking Considerations	9
9.1 Cloud Infrastructure Scalability	9
9.2 Regulatory Adaptability	9
9.3 Emerging Threat Detection	9
10. Conclusion	9
References	11




[bookmark: _Toc217913395]Task 1












	
	

	Daniel Leone (2317483)	2



[bookmark: _Toc217913396]The Zero Trust Architecture: Principles, Implementation Challenges, and Efficacy
[bookmark: _Toc217913397]Abstract
The increasing adoption of cloud computing, hybrid workforces, and distributed IT environments has exposed the limitations of traditional perimeter-based security models. Zero Trust Architecture (ZTA) provides an alternative approach by enforcing continuous verification, least-privilege access, and assume-breach principles. This paper evaluates the core principles of Zero Trust, the technologies that enable its implementation, and its operational effectiveness. It also examines regulatory alignment with European frameworks, including GDPR, DORA, and NIS2. Evidence indicates that Zero Trust can reduce lateral movement, accelerate threat detection, and improve automated response capabilities. However, successful adoption depends on careful planning, skilled personnel, phased implementation, and strong governance. The analysis concludes that Zero Trust is a practical and necessary security model for organisations’ seeking to enhance security, operational resilience, and regulatory compliance in modern distributed digital environments.

[bookmark: _Toc217913398]1. Introduction
Modern organisations operate in increasingly distributed digital environments. Cloud computing, hybrid workforces, personal mobile devices, have eroded the traditional network perimeter. Security models that rely on firewalls, virtual private networks (VPNs), and implicit trust for internal users are no longer sufficient [1] [2] [3] [4]. Once perimeter-based defences are bypassed, attackers can move laterally [2, p. 12], gaining access to critical systems and sensitive data, which may result in financial loss, and reputational damage [2, pp. 9-11].

ZTA has emerged as a strategic response to these challenges. Guided by the core principle of ‘never trust, always verify’, requiring continuous authentication, authorisation, and validation of every access request, regardless of the user’s location or device [5]. Access decisions are informed by identity, device posture, behavioral analytics, and contextual risk factors [1, p. 5].

This report critically examines the core principles of Zero Trust, the technologies that enable its practical implementation, and the challenges organisations face during adoption. It evaluates the effectiveness of Zero Trust compared with traditional perimeter-based models and considers its alignment with European regulatory frameworks, including the General Data Protection Regulation (GDPR), the Digital Operational Resilience Act (DORA), and the Network and Information Security Directive (NIS2).


The aim is to determine whether Zero Trust provides a resilient and operationally feasible security framework for modern organisations, enhancing protection, monitoring, automated response, and compliance in the modern digital landscape.
[bookmark: _Toc217913399]2. Why Traditional Security Models Are No Longer Sufficient
[bookmark: _Toc217913400]2.1 Limitations of the Perimeter-Based Model
Traditional security models are based on the concept of a security perimeter that divides the network into an internal trusted environment and an external untrusted environment (e.g. The Internet), typically protected by firewalls and VPNs [1, p. 1]. Users and devices within the network perimeter are often granted broad access to systems and data [6, p. 1] [7]. While this approach was sufficient in traditional on-premises environments, its limitations became increasingly apparent as organisational networks evolved and boundaries became less clearly defined. [2, pp. 9-14] [8].

[bookmark: _Toc217913401]2.2 The Emergence of Zero Trust
It is said that John Kindervag first proposed the concept of Zero Trust in 2010, arguing that reliance on network perimeters and implicit trust was no longer sufficient [1, pp. 1-2] [9, p. 7]. As cloud computing, Software as a Service, remote work and Bring Your Own Device practices became more prevalent, the notion of a clearly defined secure 
boundary continued to erode. Zero Trust was proposed as an alternative approach that treats all users, devices and network traffic as untrusted until verified [5]. In 2014, Google’s BeyondCorp initiative implemented Zero Trust, this internal shift, documented in detail, greatly influenced 
the industry, setting a precedent for the broader adoption of Zero Trust principles [9, p. 8] [10].

[bookmark: _Toc217913402]2.3 Impact of Remote Work and BYOD
It is widely accepted that the COVID 19 pandemic accelerated this shift [1, p. 2] [11, p. 4], as the push for hybrid and work from home approach quickly moved organisational boundaries beyond their established traditional perimeters. Employees, and contractors now access corporate resources from remote or unmanaged devices, including personal devices under Bring Your Own Device (BYOD) policies [6, p. 8]. While BYOD increases productivity and flexibility, it also expands the attack surface, since maintaining up-to-date security patches across numerous devices is more difficult than on centrally managed systems [2, p. 12] [10].

[bookmark: _Toc217913403]2.4 Risks of Lateral Movement and Inconsistent Policies
Once attackers gain access to a trusted network segment, lateral movement allows them to escalate privileges and access sensitive data [6, p. 4]. This highlights how perimeter-based security is largely ineffective against attacks originating from within the network [1]. Insider threats, whether malicious or accidental, further expose the limitations of static access controls and network-based trust [8]. These challenges highlight the need for a security approach that prioritises identity, device posture and contextual risk rather than network location [7].

[bookmark: _Toc217913404][image: ]3. Core Principles of Zero Trust[bookmark: _Toc217685757][bookmark: _Toc217677773]Figure 1: Zero Trust Framework [11]

[bookmark: _Toc217685758]Figure 2: SIEM [16]Figure 1: Zero Trust Framework [11]



ZTA is designed to address the limitations of traditional models that rely on implicit trust by continuously verifying access, enforcing least privilege, and assuming breaches are inevitable [12] [3] [11]. Central to ZTA is the principle ‘never trust, always verify’, which rejects network location as a basis for trust and requires every user, device and service to be authenticated for each access request [13] [2, pp. 16-17]. In effect, 
this shifts the perimeter from the network boundary to the point at which identification, authentication, and authorisation take place, making identity the new perimeter. Zero Trust architecture also requires a cultural shift that prioritises security over mere compliance throughout an organisation. By operating under the assumption that any requesting entity may be compromised, ZTA limits risk exposure, protecting sensitive assets [14, pp. 6-7] [6, p. 1]. The following statements summarize the fundamental assumptions that have informed ZTA design [2, p. 2]:

· The network is believed to always be hostile.
· The network is constantly vulnerable to both internal and external threats.
· Network locality is insufficient in determining trust.
· Policies are required to be dynamic, derived from numerous data sources.

[bookmark: _Toc217913405]3.1 Continuous Verification
Continuous verification requires that all users, devices, and systems be authenticated and authorised for every access request [12]. This involves multiple factors, such as multi-factor authentication, device compliance checks, and contextual information including location, time, and user behaviour [6, p. 4]. Adaptive access controls adjust the level of verification based on real-time risk assessments. For example, an employee accessing a critical system from a managed device during working hours may only need standard authentication, whereas access from an unfamiliar location at night could require additional verification [6, p. 5] [3]. Continuous verification reduces the risk of compromised credentials and limits the potential for unauthorised access, particularly in hybrid and cloud-based environments. However, it can increase user friction if access controls are overly restrictive or poorly configured [1, p. 6] - as is discussed in section 5 of this report.

[bookmark: _Toc217913406]3.2 Least-Privilege Access
The principle of least-privilege access ensures that users and systems receive only the permissions necessary to complete specific tasks and only for the required time period [12]. Access rights can be managed through role-based, attribute-based, or policy-based controls [2, pp. 33, 214-216] [6, pp. 4-5] [3]. Least-privilege access reduces the attack surface and limits lateral movement within networks [8]. 
Its effectiveness relies on accurate policy configuration and ongoing monitoring. Mismanagement can result in operational disruptions or insufficient protection [1, p. 6] [2, p. 35].

[bookmark: _Toc217913407]3.3 Assume Breach
Assume breach operates on the premise that security incidents are inevitable [6, p. 1] [3]. Zero Trust designs systems to contain potential breaches through segmentation, workload isolation, and strict access policies. Organisations that adopt this principle often conduct proactive testing, such as penetration tests, to identify weaknesses and refine incident response procedures [10] [3] [15]. This approach strengthens resilience and improves the organisation’s ability to respond quickly to attacks [12].
[bookmark: _Toc217913408]4. Implementing Zero Trust Architecture
The principles of ZTA are implemented through integrated technologies that provide continuous protection, monitoring, and automated response. However, effective implementation requires careful planning and a clearly defined scope, as Zero Trust is an architectural approach rather than a single solution. In many cases, organisations can build upon existing identity, network, and security systems, with the primary effort focused on assessing current capabilities, identifying critical assets, and allocating resources for design and implementation. This approach ensures that identity, data, and devices are secured consistently across hybrid and cloud environments, while recognising that Zero Trust adoption is an ongoing process requiring continuous evaluation and refinement [11].




[bookmark: _Toc217913409]4.1 Identity and Access Management
Identity and Access Management (IAM) platforms form the foundation of Zero Trust. They centralise identity governance, enforce access policies, and support adaptive authentication. Multi-factor authentication and risk-based access decisions ensure that users are verified before accessing resources [7] [13]. Prior to deployment, an inventory and risk assessment of identities and applications is required to ensure accurate identity data and to identify unmanaged or shadow IT services that may introduce security gaps [11].

IAM enables least-privilege access by controlling permissions based on roles, attributes, or policies. “Just-in-time” [12] and temporary privilege models ensure that elevated access is granted only when necessary, reducing the risk of misuse or compromise [9, p. 23] [13].

[bookmark: _Toc217913410]4.2 Secure Access and Endpoint Protection
Zero Trust Network Access (ZTNA) provides secure, application-specific access to resources, replacing traditional VPNs [4]. Unlike VPNs, ZTNA only grants access to authorised applications, limiting exposure to the broader network [10] [3].

Endpoints are a primary target for attackers, especially in remote and hybrid environments. Endpoint Detection and Response (EDR) continuously monitors activity on devices, detecting suspicious behaviour and enabling rapid containment [4, p. 17].

[bookmark: _Toc217913411]4.3 Monitoring and Automated Response
[image: ]Continuous monitoring is critical to Zero Trust. Security Information and Event Management (SIEM) platforms aggregate logs and analyse events in real time, while Security Orchestration, Automation, and Response (SOAR) platforms automate containment and remediation workflows [16]. As modern attacks increasingly rely on automation, rapid and coordinated response across all endpoints and network devices is essential to contain threats efficiently [4]. For example, if malware is detected on a remote device, SOAR can isolate the device, revoke credentials, and log the incident automatically for compliance purposes.
[bookmark: _Toc217677774]Figure 3: SOAR [16]

Figure 3: SOAR [16]

[bookmark: _Toc217913412]5. Strengths and Limitations
Zero Trust Architecture has demonstrated practical benefits in improving security posture, reducing breaches, and supporting operational resilience. At the same time, its implementation presents challenges that organizations’ must address to achieve full effectiveness [4].

[bookmark: _Toc217913413]5.1 Strengths
One of the primary strengths of Zero Trust is the reduction of lateral movement within networks. By enforcing least-privilege access and continuous verification, attackers who compromise credentials are restricted from accessing additional systems [6] [10].

[image: ]Zero Trust also enhances visibility across distributed environments. Continuous monitoring, endpoint detection, and security analytics provide organisations’ with detailed insights into user behavior and system activity. This visibility allows for faster detection of anomalies and potential threats, including ransomware and insider attacks [7] [10].[bookmark: _Toc217677775]Figure 2: SIEM [16]

Figure 3: SOAR [16]Figure 2: SIEM [16]


Automated response capabilities, enabled through SOAR platforms, reduce the time between detection and containment. Organisations can respond to incidents in real time, limiting operational disruption and reducing the potential for financial or reputational damage [4].

Several studies provide evidence that organisations implementing Zero Trust experience measurable improvements in security outcomes, including fewer breaches, faster incident response, and enhanced alignment with regulatory requirements:


International Journal of Computer Applications (2025) [17]

· 40% reduction in threat detection time

· 39% improvement in incident response efficiency

· 63% fewer successful breaches

Journal of Information Systems Engineering and Management (2025) [18]

· 67% reduction in successful breaches

· 73% faster threat containment

· Continuous evaluation of user behaviour and access controls contributed to fewer breaches

Acta Scientific Computer Sciences (2025) [19]

· 57% reduction in unauthorised access events

· 66% reduction in lateral spread of malicious activity after breaches

[bookmark: _Toc217913414]5.2 Limitations
Despite its benefits, Zero Trust presents several challenges. Implementing the architecture often involves considerable financial investment in security technologies, infrastructure upgrades, and ongoing training. Organisations with legacy systems may also face integration difficulties, as older platforms frequently lack support for modern authentication and access control mechanisms [8] [20].


Another limitation is the cybersecurity skills gap. Designing, maintaining, and monitoring Zero Trust environments requires specialised knowledge in identity management, cloud security, endpoint visibility, and automation [7]. Consequently, organisations may need to invest in specialist staff or managed security services, further increasing costs [8].

Zero Trust adoption can also encounter organisational resistance [11, p. 5] [20]. Employees accustomed to perimeter-based security may perceive continuous verification and strict access controls as disruptive, potentially leading to reduced productivity or attempts to bypass controls. Effective change management, training, and communication are therefore essential to support adoption [8].

Finally, Zero Trust increases operational complexity. The reliance on multiple integrated technologies, policy engines, and enforcement points introduces challenges related to governance, scalability, and regulatory compliance [21] [13]. Without careful planning and oversight, misconfigurations may weaken the effectiveness of security controls [8, 20].
[bookmark: _Toc217913415]6. Zero Trust and Regulatory Compliance
While Zero Trust supports compliance, it is not a complete solution on its own. Organisations must combine it with governance frameworks, policies, and documentation to meet regulatory obligations [3].



[bookmark: _Toc217913416]6.1 General Data Protection Regulation (GDPR)
GDPR Article 32 requires organisations to implement appropriate measures to ensure the confidentiality, integrity, and availability of personal data [22]. Zero Trust supports these requirements through continuous verification, least-privilege access, assume-breach design, and auditable access logs.

[bookmark: _Toc217913417]6.2 Digital Operational Resilience Act (DORA)
DORA mandates ICT risk management, incident reporting, and third-party risk controls for financial institutions [23]. Zero Trust enhances operational resilience by providing automated monitoring, threat detection, and rapid incident response. ZTNA and SASE frameworks enforce consistent security policies across vendors and cloud services [4]. The assume-breach mindset supports resilience testing and threat-led exercises, fulfilling DORA’s requirements for proactive risk management [24] [15].

[bookmark: _Toc217913418]6.3 Network and Information Security Directive (NIS2)
NIS2 requires stricter cybersecurity measures, timely incident reporting, and supply chain risk management for essential and important entities [25]. Continuous monitoring and analytics in Zero Trust architectures facilitate the timely detection and reporting of incidents, these measures support compliance with NIS2’s reporting deadlines and strengthen supply chain security [26].
[bookmark: _Toc217913419]7. Conclusion
Zero Trust Architecture represents a strategic evolution in cybersecurity, moving away from implicit trust and perimeter-based models toward continuous verification, least-privilege access, and assume-breach principles. By focusing on identity, device posture, and contextual risk, organisations can reduce lateral movement, improve threat detection, and enhance operational resilience from cyber threats.

Implementation relies on integrated technologies such as IAM, ZTNA, EDR, SIEM, and SOAR. These platforms provide centralised control, continuous monitoring, and automated response capabilities, enabling organisations to respond rapidly to security incidents while maintaining audit trails for compliance purposes.

Despite its benefits, Zero Trust adoption presents challenges. Organisations must address legacy system integration, initial costs, operational complexity, cybersecurity skills gaps, and potential user friction. Strategic deployment, clear governance, and effective change management are essential to overcome these barriers and achieve full effectiveness.

Evidence indicates that organisations implementing Zero Trust experience fewer breaches, faster incident response, and improved regulatory alignment with GDPR, DORA, and NIS2. When carefully planned and supported by governance frameworks, Zero Trust provides a resilient, data and identity centric security model. Adopting Zero Trust can be considered a practical necessity for organisations seeking to protect digital assets and ensure long-term operational continuity.
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[bookmark: _Toc217913421]Zero Trust Security Programme Design for ResilientIntellect Ltd EU Expansion
[bookmark: _Toc217913422]1. Introduction
ResilientIntellect Ltd is expanding its operations into the EU, introducing new region-specific regulatory obligations under the Digital Operational Resilience Act (DORA) [24], the Network and Information Security Directive (NIS2) [6], and the General Data Protection Regulation (GDPR) [22] [13]. The organisation develops proprietary AI-powered threat analysis software and operates within a hybrid working model supported by cloud-native infrastructure. While this operating model enables flexibility and scalability, it also increases exposure to cyber risk and regulatory scrutiny. As a result, the protection of their critical digital assets, including AI models, training datasets, and source code repositories, becomes a strategic priority.

Meeting these challenges requires a security approach that extends beyond traditional perimeter-based controls. Zero Trust provides a suitable architectural and governance framework by emphasising continuous verification, least-privilege access, and the assumption of breach. Zero Trust is not implemented as a single technical solution but as a gradual transformation that evolves alongside organisational growth, and attacker capability [27, p. 8].

The security programme presented in this report draws on research undertaken in Task 1 to design a strategic, forward-looking approach for the organisation. Security is embedded across identities, devices, applications, and data, supported by continuous monitoring and automated response. Governance frameworks and compliance requirements are integrated into daily operations rather than treated as separate activities. Collectively, this approach establishes a resilient, auditable, and scalable security foundation that supports regulatory compliance and sustained EU operations.
[bookmark: _Toc217913423]2. Organisational Structure
[bookmark: _Toc217913424]2.1 Top-Down Approach for Zero Trust and Regulatory Compliance
Zero Trust requires a top-down approach to be effective, aligning security with business objectives and regulatory requirements. Leadership commitment is crucial for integrating security across all organizational layers, fostering a culture where security is a shared responsibility [28] [29]. This ensures that security is not siloed but embedded in every aspect of the organisation’s operations.



[bookmark: _Toc217913425]2.2 Defined Roles for Effective Zero Trust Implementation
Defined roles are essential for successfully implementing Zero Trust principles and ensuring compliance with EU regulations such as DORA and NIS2. Clear accountability and expert involvement across all levels, from senior leadership to technical teams, are key to managing the complexity of cybersecurity governance [30]. By distributing responsibilities across roles, single points of failure are mitigated, preventing operational bottlenecks, and ensuring comprehensive management of identity, device, application, and data security [28].

[bookmark: _Toc217913426]2.2.1 Executive Leadership and Specialised Roles
At the executive level, the Chief Information Security Officer (CISO) is accountable for overall security strategy, enterprise risk management, and regulatory compliance. This aligns with industry standards, where the CISO establishes the vision and risk governance across the organisation [24]. Reporting to the CISO, the Cloud Security Architect secures cloud infrastructure and SaaS platforms by implementing secure-by-design principles such as micro-segmentation, secure networking, and automated configuration enforcement to mitigate misconfigurations and evolving threats [29] [31] [13].

The DevSecOps Lead complements this by embedding security directly into the software development lifecycle, performing dependency scanning, code reviews, and secure deployment practices to minimize vulnerabilities before production. [29]

[bookmark: _Toc217913427]2.2.2 Compliance, Resilience, and Operational Monitoring
The Compliance and Resilience Manager ensures adherence to regulatory requirements like DORA, NIS2, and GDPR, conducting audits and ensuring alignment with organisational policies. This role plays a pivotal part in maintaining compliance with evolving EU regulations and integrated governance. Additionally, the Security Operations Centre (SOC) Lead manages continuous threat detection, SIEM operations, and automated responses through SOAR platforms. This enables timely containment of incidents and ensures regulatory reporting obligations are met, with SOC roles being central to real-time event detection and organizational resilience [32] [29] [13].

[bookmark: _Toc217913428]2.3 Organisational Structure and Scalability
Figure 4 below illustrates the proposed organisational structure, highlighting each role’s responsibilities and alignment with Zero Trust principles and regulatory requirements. This design promotes distributed accountability, embeds compliance into daily operations, and provides scalability to support future growth, and the demands of a hybrid workforce.
[image: ]Figure 4 Organisation Structure [45] [28] [27] [29]


[bookmark: _Toc217913429]3. Key Policies and Procedures
The following policies take Zero Trust principles and build them into actionable measures that embed continuous verification, least-privilege access, and auditability for ResilientIntellect’s daily operations. Three core policy areas have been prioritized; AI Usage and model Governance, Secure Saas Configuration, and BYOD.

[bookmark: _Toc217913430]3.1 AI Usage and Model Governance
AI assets, including analytical models and associated datasets, are secured through layered technical and procedural controls. Access is strictly controlled via role-based and session-specific permissions, ensuring that only authorised personnel can interact with sensitive resources. Datasets are encrypted both at rest and in transit, maintaining confidentiality and integrity in accordance with GDPR [30]. The organisation must perform regular robustness testing to ensure that models are resistant to manipulation, and evolving threats [15] [33].

[bookmark: _Toc217913431]3.2 Secure SaaS Configuration
Software as a Service (SaaS) applications are only accessible to those that have been authorized in accordance with the organisation's security standards. Access is only allowed following identity verification, device security status verification, and contextual risk assessment in accordance with Zero Trust principles. Every configuration should be routinely examined for security and compliance, and any deviations are dealt with by automated policy enforcement. This reduces the possibility of data breaches or unauthorised access [33].

[bookmark: _Toc217913432]3.3 Bring Your Own Device (BYOD)
BYOD allows employees to use devices they are comfortable with, which can improve productivity and support flexible working, including remote access. Personal devices used for work are enrolled in Mobile Device Management (MDM) systems [34], ensuring continuous monitoring of compliance attributes such as patch levels, encryption status, and absence of device tampering. Corporate data is stored within containerised applications to isolate it from personal environments, and multi-factor authentication is enforced for all access [35] [33].
[bookmark: _Toc217913433]4. Compliance with GDPR, DORA, and NIS2
Ensuring regulatory compliance is critical for operational continuity and stakeholder trust. Zero Trust principles provide a foundation for meeting these requirements by embedding continuous verification, least-privilege access, and assume-breach principles directly into system architecture and operational processes. While GDPR continues to guide personal data protection [22] [30], the primary focus for the new EU unit is DORA’s operational resilience requirements and NIS2’s reporting obligations [36].

[bookmark: _Toc217913434]4.1 GDPR Context
GDPR provides a framework for securing personal data through technical and organisational measures [22]. Within a Zero Trust architecture, personal and client threat data is encrypted at rest and in transit, access is governed by least-privilege and session-based controls, and multi-factor authentication ensures authorised access [30]. Auditable logging through SIEM and SOAR platforms allows the organisation to demonstrate accountability with regulatory compliance [37] [16] [33]. 

[bookmark: _Toc217913435]4.2 DORA Operational Resilience
DORA requires financial-sector entities to maintain operational resilience, including comprehensive risk management, incident detection, and third-party oversight. Zero Trust supports these obligations through continuous monitoring, automated threat detection, and rapid incident response. ZTNA and SASE frameworks enforce consistent security policies across internal systems, cloud services, and third-party providers, reducing exposure to external and supply chain risks [14]. Automated SIEM and SOAR workflows facilitate real-time alerting and coordinated response. Penetration testing and resilience exercises validate system preparedness [16] [37] [38] [15]. 

[bookmark: _Toc217913436]4.3 NIS2 Reporting Obligations
NIS2 imposes stringent incident reporting deadlines and requires enhanced oversight of supply chain security. Zero Trust architecture enables immediate detection and containment of anomalous activity, limiting potential impact [39] [36]. Centralised monitoring and automated alerting allow ResilientIntellect to report incidents to regulators within mandated timelines, fulfilling NIS2 obligations [14]. Micro-segmentation and device-level controls further ensure that threats remain contained [13] [33], minimising downstream risks to clients and infrastructure partners.
[bookmark: _Toc217913437]5. Governance and Strategy
This security programme proposes a governance model based on the NIST Cybersecurity Framework (CSF) 2.0 to ensure that Zero Trust implementation is strategically aligned with business objectives and regulatory obligations. NIST CSF 2.0 [26] is selected due to its structured, risk-based approach to cybersecurity governance and its suitability for organisations operating in regulated, cloud-centric environments. The framework provides a clear mechanism for translating strategic objectives into operational security outcomes.

Within the proposed model, governance responsibility is retained at the executive level through the CISO, ensuring accountability for risk management, compliance, and strategic alignment. Operational ownership of controls is distributed across specialist roles, enabling consistent enforcement of Zero Trust principles across identity, devices, applications, and data. The framework ensures that security decisions are informed by business priorities such as operational resilience, regulatory compliance, and continuity of services during EU expansion [31] [14].

[image: ]Figure 5 presents the proposed governance mapping, demonstrating how NIST CSF 2.0 functions are operationalised through Zero Trust controls and linked directly to business objectives.[bookmark: _Toc217685759]Figure 5: Governance Model Mapping NIST CSF 2.0 to Zero Trust and Business Objectives [45] [29] [26]



[bookmark: _Toc217913438]6. High-Level Risk Assessment
The proposed Zero Trust-aligned security programme adopts a high-level, risk-based approach to managing cybersecurity threats, focusing on software supply chain risks and cloud misconfigurations. This approach aligns with the NIST CSF 2.0 and reflects the Zero Trust assumption that no system, component, or service should be implicitly trusted. Risks are prioritised based on their likelihood and potential impact on operational continuity, regulatory compliance, and data security [26].

[bookmark: _Toc217913439]6.1 Software Supply Chain Risk
Organisations must manage security across several platforms, each with its own configurations and compliance requirements, adding to the complexity of hybrid cloud deployments. Supply chain attacks, in which hackers breach third-party hardware or software providers, have become a serious issue. Vulnerabilities outside the boundaries of a single organisation were highlighted by notable incidents like the SolarWinds hack, which demonstrated the scope and impact of such attacks. [13] [14] [40].

[bookmark: _Toc217913440]6.2 Cloud Misconfiguration Risk
Cloud misconfigurations represent a high-likelihood risk in hybrid and cloud-based environments [39], Often driven by human error and the complexity of shared responsibility cloud models. It is said that misconfiguration-related issues account for approximately 80% of data security breaches, and up to 99% of cloud environment failures are projected to result from human error [41].

Common misconfiguration areas include [41]:

· Identity and access management: excessive permissions or misconfigured roles

· Networking: publicly exposed services or unrestricted traffic

· Compute and platform services: insecure virtual or serverless deployments

· Data storage: unencrypted or publicly accessible resources

[bookmark: _Toc217913441]7. Contingency Planning – Ransomware Scenario
A ransomware incident targeting AI training datasets and source code repositories poses a severe risk to intellectual property, and regulatory compliance [15] [42]. To address this threat, the proposed Zero Trust-aligned security programme incorporates a structured disaster recovery plan designed to ensure rapid containment, recovery, and reporting in line with DORA and NIS2 requirements.

[bookmark: _Toc217913442]7.1 Containment Measures
Immediate containment actions are critical to halting further escalation. Blocking connections to servers and isolating the compromised network or host prevents attackers from carrying out additional malicious actions, such as data exfiltration or lateral movement. If the attack is detected at an early stage, it may be sufficient to isolate only the compromised host, while broader network isolation may be necessary if the attack is ongoing [15] [42].

[bookmark: _Toc217913443]7.2 Backup and Recovery Strategy
[bookmark: _Toc217913444]7.2.1 Reimaging vs. Malware Removal
If the environment is heavily compromised, reimaging compromised systems is often the most effective method. While tools like TeamViewer and AnyDesk might be used for remote access by attackers, once detected, blocking these tools is essential. Persistence mechanisms such as scheduled tasks, registry run keys, or Windows services should be fully removed to prevent future reinfection [15] [42].

[bookmark: _Toc217913445]7.2.2 Cloud-Based Recovery
Cloud based backups, such as those offered by AWS or Azure, can be advantageous over on-premise backups in the event of a ransomware attack. If a system is infected, it can be cleaned and rapidly redeployed, ensuring minimal downtime and cost. Cloud providers also offer various backup strategies, such as full and incremental backups, allowing greater flexibility when selecting an appropriate backup state [15] [42].

[bookmark: _Toc217913446]7.3 Contingency Plan
Regulatory compliance is embedded into the recovery process. Incident details are logged centrally to support forensic investigation and audit requirements. Automated reporting workflows assist in meeting DORA and NIS2 incident notification timelines while preserving evidence for post-incident review. Regular testing exercises ensure the plan remains effective and aligned with evolving threats [14] [15] [42].
Figure 6: Ransomware Disaster Recovery Plan [45] [29]

[image: ]
[bookmark: _Toc217913447]8. Protection Mechanisms
Modern protection mechanisms adhere to Zero Trust principles across identity, endpoints, and cloud infrastructure, emphasising continuous verification, least-privilege access, and automated response to reduce reliance on implicit trust.

· Zero Trust Network Access (ZTNA) provides secure, application-specific access for employees in hybrid environments. Access decisions rely on identity, device posture, and contextual risk rather than network location, limiting lateral movement and unauthorised access to critical cloud services [10] [3].

· Endpoint Detection and Response (EDR) continuously monitors devices and servers for malicious activity. Detected threats trigger automated responses such as endpoint isolation and credential revocation, supporting rapid containment and reinforcing the assume-breach approach [39].

· Cloud Security Posture Management (CSPM) continuously evaluates cloud environments against defined security standards to identify misconfigurations and policy violations that could expose sensitive data or AI workloads. Automated remediation and posture scoring support consistent enforcement of security controls and ongoing compliance across dynamic, multi-cloud resources [43].

· Security Information and Event Management (SIEM) platforms centralise log aggregation from identity systems, endpoints, and cloud services, providing visibility for proactive threat detection. Phishing-resistant multi-factor authentication strengthens identity assurance and mitigates credential-based attacks [37] [38].

Collectively, these controls create a layered defence that enhances operational resilience, supports regulatory compliance, and ensures secure operations in the EU, aligning with the Zero Trust principles explored in Task 1.
[bookmark: _Toc217913448]9. Strategic and Forward-Looking Considerations
[bookmark: _Toc217913449]9.1 Cloud Infrastructure Scalability
As the organisation expands its cloud-native environment, scalable micro-segmentation and automated policy enforcement are essential. CSPM, ZTNA, and EDR/XDR tools assess and secure new services or applications before deployment, preventing misconfigurations and maintaining consistent security [44] [39] [13].

[bookmark: _Toc217913450]9.2 Regulatory Adaptability
The security framework must accommodate evolving EU regulations [30] [36], including DORA, NIS2, and GDPR. Centralised logging, SIEM analysis, and automated SOAR workflows facilitate rapid compliance updates, ensuring that reporting and operational resilience requirements are met without operational disruption [39] [33].

[bookmark: _Toc217913451]9.3 Emerging Threat Detection
Machine learning can be used in behavioural analytics and anomaly detection to spot trends and new attacks that get past established defences. Contextual information lowers false positives, and automated responses allow for nearly real-time containment, reducing operational impact and bolstering organisational resilience. [13].
[bookmark: _Toc217913452]10. Conclusion
The Zero Trust security programme establishes a comprehensive, resilient framework for the organisation’s EU expansion, embedding security and regulatory compliance into all operational layers. By integrating specialist roles such as Cloud Security Architect and DevSecOps Lead, the governance structure ensures both infrastructure and application security are proactively managed. Policies for AI usage, SaaS configuration, and BYOD adhere to Zero Trust principles, promoting least-privilege access, continuous verification, and secure hybrid working practices.

Continuous monitoring, SIEM and SOAR automation, and advanced endpoint protection provide rapid threat detection and coordinated incident response, meeting DORA and NIS2 reporting obligations while supporting GDPR compliance. High-level risk assessments address cloud misconfigurations and software supply chain vulnerabilities, ensuring mitigation strategies are aligned with organisational priorities. The contingency plan ensures swift restoration of critical services, maintaining operational continuity during ransomware or other cyber incidents.

Forward-looking considerations, including AI model security, cloud scalability, regulatory adaptability, and emerging threat detection, position the organisation to respond proactively to evolving risks. By linking governance, risk management, and operational controls to business objectives, the framework not only secures assets and data but also supports strategic growth. This integrated approach ensures that security, compliance, and resilience are maintained continuously, establishing a sustainable, scalable foundation for future expansion across Europe.
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