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[bookmark: _Toc181422989]Executive Summary
[bookmark: _Toc181422990] The problem or issue at stake
Crowne Plaza London-Kings Cross Hotel is located at Kings Cross Road in London England. The hotel provides hotel and restaurant services, including a gym and a business center. The Hotel, which operates under IHG, was previously hit by cyber attacks that locked the company out of its systems. The attacks resulted in unauthorised access to the personal data of customers in some parts of the hotel’s technology systems. The attacks disrupted the booking systems of the hotel and other applications customers use when accessing services at the hotel, such as the IHG One Rewards account. The hotel sought the services of OmniCyber, a cyber-security firm, to help it address the issue of cyber-attacks.
[bookmark: _Toc181422991]Findings
The cyber-attack at the Crowne Plaza London-Kings Cross hotel was caused by various factors such as a weak firewall to safeguard the hotel’s systems, phishing, weak Point of Sale (POS) systems, and poor cyber security risk assessment. The impacts of the cyber-attack included loss of profitability, reputational damage, and delayed service delivery.
[bookmark: _Toc181422992]Analysis of these findings
The cyber-attack at the Crowne Plaza London-Kings Cross hotel was caused by various factors such as a weak firewall to safeguard the hotel’s systems, phishing, weak Point of Sale (POS) systems, and poor cyber security risk assessment. The firewall system of the hotel was weak, which enabled hackers to access the systems easily. The online bookings allowed cyber criminals to install malware in the hotel systems and illegally access customers’ personal information. Besides, the hackers could have orchestrated the attacks through fraudulent emails or text messages to the targeted persons, who then give in the login credentials. Phishing involves tricking individuals, such as hotel staff, into sharing sensitive information or login credentials with the hotel. Additionally, the hackers could have accessed customers’ data through the POS, where they planted ransomware that gave them access to Crowne Plaza London-Kings Cross hotel systems. Moreover, the hackers could have exploited vulnerabilities caused by ineffective cyber security risk assessment of the hotel’s systems. The hotel failed to establish regular risk assessment protocols, which made it challenging to identify and resolve vulnerabilities in its systems.
The impacts of the cyber-attack included loss of profitability, reputational damage, and delayed service delivery. Cyber-attacks can be costly and affect the profitability of hotels. The attacks can hinder customers from seeking hotel services, reducing overall revenue generation and profitability. Cyber-attacks are costly to the hotels’ profitability and can lead to losses of the huge amount of money that could have been invested in profitable ventures like building the brand of the hotel. Also, the cyber-attacks damaged the reputation of hotel organisation by influencing customers to mistrust the ability of such hotels to protect the personal information of their clients. Crowne Plaza London-Kings Cross Hotel lost its reputation when it failed to protect customers’ personal data from cyber criminals. The failure cost its image, which may take a long time to repair as it attempts to win customers’ trust again. Finally, the cyber-attacks disrupted hotel service delivery, which may further dissatisfy customers and affect the reputation of the hotel. Crowne Plaza London-Kings Cross Hotel experienced delays in service delivery during the cyber-attack. The hackers disrupted booking processes, making it challenging for guests to make reservations or access other services like check-ins. Guests affected by the delays had poor experiences, which influenced negative ratings and dented the hotel’s image. 
[bookmark: _Toc181422993]Recommendations
The hotel should implement various measures to prevent and manage potential future cyber-attacks. Below are the recommendations:
· Raise awareness about cyber security among staff at the hotel. 
· Embrace cyber insurance.
· Install strong and multiple firewalls on its systems.
· Conduct regular risk assessment processes.
· Update defensive practices.
· Implement an effective cyber security strategy. 
[bookmark: _Toc181422994]Change management practices and procedures
Based on the recommendations identified above, the hotel should implement various changes to enhance the security of its systems against cyber threats. The changes include:
· Integrate cyber security training into employee onboarding processes.
· Embrace cyber security insurance.
· Increase the number of firewalls on its systems.
As a result, Crowne Plaza London-Kings Cross Hotel should consider an action plan indicated in the report to guide its implementation of the recommended changes. The action plan indicates that the hotel will spend approximately £100,000 annually to facilitate implementation of the recommended changes.
[bookmark: _Toc181422995]Conclusion
This consultancy report provides a detailed analysis of the issue of the cyber-attack at Crowne Plaza London-Kings Cross Hotel and its impact on the hotel’s overall operations. Also, it provides potential recommendations for the hotel to consider bolstering the security of its systems against unauthorised access by hackers. Three change management practices and procedures the hotel should consider in its operations are also included in the recommendations. Finally, OmniCyber firm appreciates Crowne Plaza London-Kings Cross Hotel for considering its services in addressing cyber security threats. The cyber security firm is ready and willing to help the hotel address and navigate challenges arising from the rapid integration of smart technology in the hotels’ systems. The firm will work closely with the hotel to facilitate early identification and resolution of potential cyber threats in the future. I believe the details of this report will convince the hotel to consider the services of OmniCyber in helping it implement the recommendations and change management practices highlighted above.



[bookmark: _Toc181422996]Introduction
[bookmark: _Hlk181417819]Crowne Plaza London-Kings Cross Hotel is located at Kings Cross Road in London England. The hotel provides hotel and restaurant services, including a gym and a business center (IHG Hotels, n.d.). It was built in 1992 and last renovated in 2004. It is in a 9-story building with 405 rooms. The hotel has varying room sizes, which require different capacities. Premium double rooms with two beds have the highest capacity of 4 adult guests’ maximum, while standard double rooms have the lowest capacity of a maximum of two adult guests (IHG Hotels, n.d.). Crowne Plaza London- Kings Cross Hotel operates under the Intercontinental Hotels Group (IHG) brand.
Crowne Plaza London-Kings Cross Hotel was previously affected by cyber-attacks on the booking channels and other technology systems. McCallum (2022) narrates that the cyber-attack, which occurred in September 2022, disrupted booking processes at the hotel and may have caused unauthorised access to customers’ personal data, such as credit card statements, names, and addresses. The hackers may use the data or sell it to third parties to further criminal activities like frauds and identity theft (Karadayi-Usta, 2024). In this case, the cyber-attack exposed vulnerabilities in the hotel’s technology systems, which is a severe problem since it damaged the reputation of the hotel. Kassem (2024) explains that the hotel industry is highly competitive, such that issues like cyber-attacks can damage the hotel’s and affect its competitive edge, reduce its customer base and overall profitability. Therefore, there is an urgent need for the hotel to address the issue appropriately and reassure customers of their privacy when receiving services at the hotel. Seeking consultation from cyber security experts will enable the company to maintain a positive reputation for the efficient provision of services and prompt resolution of issues affecting customers (Kassem, 2024). The cyber security experts will investigate the issue, identify its causes, and recommend necessary solutions to prevent the reoccurrence of the problem.
As a result, the hotel approached OmniCyber company to help it address the issue of cyber-attacks. OmniCyber is a cyber-security firm focusing on identifying gaps and strengthening the cyber security of firms, and businesses like hotels (OmniCyber Security, n.d). The company is headquartered in the UK and serves clients worldwide. According to OmniCyber Security (n.d), the company conducts pen testing to identify vulnerabilities in the technology systems of companies, manages the cyber security of the companies, and ensures that those companies integrate the best practices in their operations to prevent cyber threats. In this case, the consultancy firm is well-placed to address the issue of cyber threats at Crowne Plaza London-Kings Cross. 
This consultancy report will analyse the issue of the cyber threat at Crowne Plaza London-Kings Cross Hotel and provide necessary recommendations for managing the problem. Frameworks like PESTLE, SWOT, and TOWS will be applied to analyze the context of the cyber-attack at the hotel. PETLE analysis framework will help determine the internal and external organisational factors that should be leveraged to understand the causes and impact of the issue on the hotel. Consequently, a SWOT analysis will be conducted to determine the strengths, weaknesses, and threats to the hotel, including opportunities the hotel can leverage to address the problem. Also, the TOWS analysis will be applied to determine measures the hotel should consider mitigating or managing cyber-attacks in the future. Furthermore, this report will provide comprehensive recommendations and change management procedures the hotel should consider increasing its capacity to mitigate and manage potential issues related to cyber threats in the future. The last part of this report will provide a comprehensive action plan detailing the problem, solution, desired outcome, and date of completion.
[bookmark: _Toc181422997]Analysis
The Crowne Plaza London-Kings Cross Hotel, which operates under IHG, was previously hit by cyber-attacks that locked the company out of its systems. The attacks resulted in unauthorised access to the personal data of customers in some parts of the hotel’s technology systems (McCallum, 2022). Also, the attacks disrupted the booking systems of the hotel and other applications customers use when accessing services at the hotel, such as the IHG One Rewards account. According to Fragnière and Yagci (2021), cyber-attacks in the hotel industry often result in unauthorised access to customers’ personal data like credit card details and addresses. The cyber attackers can ransom the data for massive amounts of money or sell it to third parties like scammers who can later use personal details to steal or target the customers. The cyber-attack at Crowne Plaza London-Kings Cross Hotel caused significant financial losses and reputational damage. 
[bookmark: _Toc181422998]Causes of the Cyber Attack
[bookmark: _Hlk181417956]The cyber-attack at the Crowne Plaza London-Kings Cross hotel was caused by several factors such as a weak firewall to safeguard the hotel’s systems, phishing, weak Point of Sale (POS) systems, and poor cyber security risk assessment.
[bookmark: _Toc181422999]Weak firewall
[bookmark: _Hlk181417987][bookmark: _Hlk181418007]The security systems of the hotel was weak, which enabled hackers to access the systems easily. Tariq (2024a) observes that most operations at the hotel are based online, such as booking and check-ins, increasing its vulnerability to cyber-attacks. The online bookings allowed cyber criminals to install malware in the hotel systems and illegally access customers’ personal information. In this case, the hotel overlooked the need to invest in a stronger firewall system for its servers, which exposed it to cyber-attacks. According to En et al. (2022), hotels should have multiple firewalls to establish a strong barrier for cyber criminals. Such firewalls increase the impenetrability of the hotels’ servers, ensuring the safety of customers’ personal data.
[bookmark: _Toc181423000]Phishing
[bookmark: _Hlk181418099][bookmark: _Hlk181418077]Phishing involves tricking individuals, such as hotel staff, into sharing sensitive information or login credentials with the hotel (Iranmanesh et al., 2022). Hackers orchestrated the attacks through fraudulent emails or text messages to the targeted persons, who then give in the login credentials (Boto-García, 2023). In this case, it was suspected that hackers defrauded some Crowne Plaza London-Kings Cross hotel staff into giving login credentials, which were later used to breach the hotel’s systems.
[bookmark: _Toc181423001]Unsecure point of sale systems
Point of sale (POS) systems like credit card readers are designed to improve customer experience when paying for services in hotels during booking and check-ins (Agrawal, 2021). The systems are crucial in processing transactions and managing hotel inventories, making them hot targets for cyber criminals (Iranmanesh et al., 2022). In this case, the hackers could have accessed customers’ data through the POS, where they planted ransomware that gave them access to Crowne Plaza London-Kings Cross hotel systems. The attack enabled the hackers to disrupt booking processes through the POS systems. They accessed customer’s personal data like credit card information, which were recorded in the POS systems.
[bookmark: _Toc181423002]Poor cyber security risk assessment
Cyber security risk assessment is necessary for hotels since it enhances the identification and rectification of vulnerabilities or loopholes cybercriminals may leverage to illegally access the hotel systems (Busulwa, Pickering & Mao, 2022: Tariq, 2024b). Hotels are expected to establish a clear and comprehensive risk assessment procedure to ensure regular inspection of the hotels’ system for any vulnerabilities. In this case, the Crowne Plaza London-Kings Cross Hotel failed to establish regular risk assessment protocols, which made it challenging to identify and resolve vulnerabilities in its systems. Panai (2018) found in a study on a cyber security risk assessment that cyber criminals often target hotel industries due to the ineffective risk assessment processes. They found that hotels prioritise customer satisfaction without considering the inherent risk of cyber-attacks caused by the failure of hotels to invest in risk assessment. 
[bookmark: _Toc181423003]Impact of the Cyber Attack
The cyber-attack at the Crowne Plaza London-Kings Cross Hotel caused significant impacts, such as loss of profitability, reputational damage, and delayed service delivery.
[bookmark: _Toc181423004]Loss of profitability
Cyber-attacks can be costly and affect the profitability of hotels. The attacks can hinder customers from seeking hotel services, reducing overall revenue generation and profitability (Dogru et al., 2023). For instance, the disruption in booking processes and the use of other hotel applications made it challenging for customers to book reservations at the hotel (Burt, 2022). As a result, they opted for the competitors of the hotel, which caused Crowne Plaza London-Kings Cross hotel to lose valuable customers. The context of the loss of profitability of hotels due to cyber-attacks is evident in a study by Arcuri et al. (2020), which investigated the financial impacts of cyber-attacks on the hotel industry. The findings of the study indicate that hotels that experience cyber-attacks risk losing customers to their competitors. The overall impact of such a loses of customers is a reduction in profitability and an inability to retain customers or attract return clients (Yağmur, Demirel & Kılıç, 2024). Therefore, cyber-attacks are costly to the hotels’ profitability and can lead to losses of the huge amount of money that could have been invested in profitable ventures like building the brand of the hotel.
[bookmark: _Toc181423005]Reputational damage
Cyber-attacks damage the reputation of hotel organisations by influencing customers to mistrust the ability of such hotels to protect the personal information of their clients. Kim and Kim (2022) explain that the loss of customer trust can damage the brand image and reduce the influx of customers to such hotels. Crowne Plaza London-Kings Cross Hotel lost its reputation when it failed to protect customers’ personal data from cyber criminals. The failure cost its image, which may take a long time to repair as it attempts to win customers’ trust again. Lai (2019) explains that hotels with strong brands attract more customers due to excellent service delivery and referrals. When cyber-attacks occur, the strength of the hotels’ brand image is reduced and customers hesitate to refer their friends or colleagues to such hotels (Bano & Siddiqui, 2024; Chen & Jai, 2019).
[bookmark: _Toc181423006]Delayed service delivery
Cyber-attacks can disrupt hotel service delivery, which may further dissatisfy customers and affect the reputation of the hotel (Filimonau & Naumova, 2020). Hotels rely on positive customer experience to build their image, which is crucial in attracting more guests and increasing revenue generation. Delays in service delivery indicate a negative customer experience that can result in negative reviews about the hotel and a reduction in customer influx (Lu et al., 2015). For example, Crowne Plaza London-Kings Cross Hotel experienced delays in service delivery during the cyber-attack. The hackers disrupted booking processes, making it challenging for guests to make reservations or access other services like check-ins (Burt, 2022). Guests affected by the delays had poor experiences, which influenced negative ratings and dented the hotel’s image. 
[bookmark: _Toc181423007]PESTLE Analysis (296words)
PESTLE analysis provides insights into the external factors making the hotel vulnerable to cyber attacks. The table below provides a PESTLE analysis of Crowne Plaza London-Kings Cross Hotel. 
	External factors
	

	Political
	High taxation: high taxation in the hotel industry affects the profitability of the hotel, which made it challenging to invest effectively on cyber security, resulting in the cyber attacks (Tan, 2017).

	Economic
	High inflation rates which were 9.07% in 2022 reduced the profitability of hotels (O’Neill, 2024). A reduction in profits compels hotels to cut investments in services like cyber security, increasing their vulnerability to cyber attacks. 

	Socio-cultural
	The hotel’s smart technology and excellent amenities made it more appealing to millennial guests, resulting in a high influx of customers (Cain et al., 2024). The efforts to satisfy the demands of millennials like the need for smart systems compelled it to invest in technology which made it a target for cyber criminals.

	Technological
	The hotel invested in smart technology to improve customer experience and facilitate service delivery. It integrated technology into hotel operations like bookings, check-ins, Wi-Fi, and sensor cameras to improve external security of the hotel premises. The smart technology increased the hotel’s vulnerability to cyber attacks, especially considering that it failed to invest in regular cyber security risk assessment (Car, Stifanich & Šimunić, 2019). 

	Environmental
	The hotel has prioritised the use of clean energy and eco-friendly cleaning agents, including recycling products to reduce wastage. Its environmental friendliness made it more appealing to environment-conscious guests.

	Legal
	The hotel failed to comply with the General Data Protection Regulation (GDPR) requiring it to protect customer’s personal data, process them legally, and transparently. It failed to establish appropriate security protocols like installing a strong firewall and implementing regular cyber security assessment, resulting in the data breaches (Yallop et al., 2023).


[bookmark: _Toc181423008]SWOT Analysis (165 words)
The SWOT analysis provides insights into the internal and external factors of the hotel relevant to the issue of cyber-attack.
	Strengths
· Smart technology: the hotel has integrated smart technology into its operations, increasing its vulnerability to cyber-attacks.
· Strong brand: enables it to attract high-end customers who can be prime targets of cyber criminals.
	Weaknesses
· Poor staff training on cyber security exposed gaps targeted by cyber criminals.
· Interconnected hotel systems such as reservations and payments enabled cyber criminals to access all of customers’ personal data within the same system.

	Opportunities
· Benchmark in other hotels to learn about advanced cyber security procedures they are using. This can inform investment in cyber security to enhance safety of customers’ personal data.
· Partner with cyber security companies like OmniCyber to facilitate regular cyber security assessment at the hotel and increase the safety of customers’ personal data.
	Threats
· Technological advancements which increase the risk of cyber-attacks to the hotel.
· Changes in regulatory compliance requirements related to data security may compel the hotel to increase investments in cyber security, which can be expensive and affect the hotels’ overall profitability.


[bookmark: _Toc181423009]TOWS Analysis (208 words)
TOWS analysis provides future directions for the hotel by converting the cyber-related problems into solutions.
	TOWS Matrix
	Opportunities
	Threats

	Strengths
	Strengths/Opportunities
· Leverage its smart technology applications capabilities to encourage collaboration with other hotels. Such collaboration can create learning opportunities crucial in improving cyber security within the hotel. 
· Leverage the profits generated through its strong brand to invest in the services of cyber security companies. Such companies can help fortify data security at the hotel.
	Strengths/Threats
· Align smart technology capabilities with current technological advancements to improve data security and reduce the risk of cyber threats.
· Utilise profits generated through the strong brand image to increase investments in cyber security.

	Weaknesses
	Weaknesses/Opportunities
· Reduce cyber security gaps exposed through poor staff training by benchmarking in other hotels to learn about advanced cyber security procedures.
· Eliminate cyber threats caused by interconnected hotel systems by partnering with cyber security companies like OmniCyber to develop separate systems for the hotel.
	Weaknesses/Threats
· Address the issue of poor staff training on cyber security by investing in quality training to improve the hotels’ ability to effectively manage cyber threats arising from advanced technology.
· Invest in separate systems for providing services to customers to eliminate the issue of cyber threats arising from interconnected systems. Through this, the hotel will be able to comply with regulatory procedures on data security.



[bookmark: _Toc181423010]Recommendations and Change Management
The hotel should implement various measures to prevent and manage potential future cyber-attacks. The recommended measures focus on raising awareness about cyber security among staff at the hotel, embracing cyber insurance, installing strong and multiple firewalls on its systems, conducting regular risk assessment processes, updating defensive practices, and implementing an effective cyber security strategy. The cost of implementing each change management practice is included in the detailed discussion of each of the changes are indicated in the action plan section of this report.
[bookmark: _Toc181423011]Raising awareness about cyber security
The hotel should consider raising awareness about cyber security among its staff to help them understand the risks, impacts, and mitigation measures for cyber-attacks. Ghaderi, King and Hall (2022) explain that the awareness campaigns should comprise regular staff education programs on cyber security. The training programs can equip the staff with the necessary skills and competence to identify and mitigate cyber threats. For example, the staff will gain skills on how to identify and ignore malicious emails that scammers use to orchestrate phishing attacks. According to Paraskevas (2022), cyber security awareness programs are crucial to cyber threat prevention in hotel organisations. The programs increase staff competence in complying with cyber security risk prevention procedures, which is necessary for mitigating future cyber threats. The awareness programs will help establish a culture of cyber security compliance among hotel staff, reducing pressure on the hotel’s resources diverted towards cyber security training (Clifton, 2023: Wang and Xu, 2021). The recommendation can help the hotel realise the value of its investment in cyber security training and improve its reputation for ensuring the safety of its customers. Thus, the cyber security awareness campaigns will enable the hotel to manage and block potential loopholes for phishing attacks and increase the security of customers’ personal data. 
[bookmark: _Toc181423012]Cyber security insurance
Cyber insurance is an insurance product aimed at protecting businesses against risks arising from conducting business operations through the Internet. The hotel should consider the insurance product to shield it against financial losses it may experience during potential cyber-attacks in the future (Shabani & Munir, 2020). The insurance product offers security against financial losses caused by data breaches, such as loss from a damaged reputation. Prabhu, Dani and Bhatt (2023) explain that cyber security insurance is important since it reduces the liability of damages to the hotel when a customer’s data is illegally accessed by third parties, enabling the hotel to maintain its positive image and reputation among its customers. It can ensure prompt remediation of cyber security losses. 
Also, the insurance product is beneficial to the hotel since it offers legal support during cyber-attacks (Sullivan & Nurse, 2021). The insurance can cover legal costs and compensation to victims of cyber-attacks in cases where they opt for legal processes to address unauthorised access to their personal data (Prabhu, Dani & Bhatt, 2023). Additionally, the insurance product can help the hotel maintain a positive image by reassuring the public of its commitment to safeguarding customer’s personal data. Ebuzor (2024) observes that such reassurance can increase the customers’ trust and confidence in the hotel, which can motivate them to positively rate the hotel and provide referrals crucial to the profitability of the hotel.
[bookmark: _Toc181423013]Install firewalls.
The hotel should install multiple firewalls to protect its systems from unauthorised access by hackers. The firewalls will enable the hotel to effectively monitor traffic into and out of its systems, such as when customers make reservations or check-ins (Talukder, Hoque & Kumar, 2024). Comprehensive monitoring of traffic can ensure early identification and response to unauthorised intrusions before they access customers’ personal data. Through this, the firewalls will be able to block threats and prevent hacking. Aryee (2020) explains that the capability of firewalls in blocking threats and preventing hacking depends on their strength. Multiple firewalls are much stronger and offer more effective barriers against unauthorised access than single firewalls. As a result, the hotel should consider additional firewalls to its systems to enhance their effectiveness. Additionally, Masaire, Tsokota and Chipfumbu (2024) explain that the firewalls can offer adequate defense to the hotel’s system by inspecting and authenticating data packets moving within the hotel’s system. The inspection and authentication process can identify and flag data packets with malware to inform the implementation of appropriate measures to prevent the malware from compromising the system.
[bookmark: _Toc181423014]Regular risk assessment
The hotel should implement measures to regularly assess any risks of cyber threats within its systems. Kandasamy et al. (2020) explain that the cyber risk assessment process focuses on determining the strength of the system against cyber-attacks and identifying loopholes that hackers may leverage to compromise the cyber security of the hotel’s system. Regular cyber risk assessment process is crucial in identifying and managing security threats to the hotel systems (Lee, 2020: Ghaderi., King & Hall, 2022). It analyses and evaluates cyber risks to help inform appropriate measures that must be implemented to guarantee the security of customers’ personal data in the systems of the hotel. 
Also, a regular cyber risk assessment process can help the hotel prioritise its resources, plan ahead, and effectively manage the costs of protecting customers’ personal data (Chen & Fiscus, 2018: Wang & Xu, 2021). Its ability to identify and evaluate risks can make it easy for the hotel to make investment decisions based on the immediate and long-term cyber-related risks. It will enable the hotel to plan how it will use its resources to improve or update cyber security, such as planning awareness programs or installing additional firewalls to bolster the security of its systems (Ganin et al., 2020).
[bookmark: _Toc181423015]Implement an effective cyber security strategy.
The hotel should also implement an effective cyber security strategy to enhance the protection of customers’ personal data in the information technology systems of the hotel. McCartney and McCartney (2020) explain that an effective cyber security strategy comprises a required plan, mitigation measures, and procedures for identifying, assessing, and responding to cyber threats. The strategy should also clearly define the collective responsibility and specific roles of staff in ensuring the security of the hotel’s systems. Gwebu and Barrows (2020) observe that establishing a comprehensive cyber security strategy can help the hotel identify and mitigate future cyber-attacks. It will improve the hotel’s preparation and response to cyber threats, which is crucial in protecting customers’ personal data and maintaining a positive reputation. Also, the strategy will enable the hotel to standardise its cyber security risk management procedures and align its activities with required regulatory requirements on data security (Muhammad et al., 2022; Li et al., 2020). The strategy will enable the hotel to effectively manage risks by providing a clear protocol for risk identification and response. It will also enhance compliance with GDPR data security requirements by ensuring that the hotel’s staff collectively safeguard and protect customers’ personal data from access by unauthorised parties (Yallop et al., 2023).
[bookmark: _Toc181423016]Update defensive practices.
The hotel should regularly update its cyber security defensive procedures to ensure optimum protection against cyber threats. Mughal (2018) explains that defensive procedures constitute data protection policies, guidelines, and staff competence in maintaining data security. The procedures determine the hotels’ preparedness and response to cyber threats, such that appropriately updated procedures can make a significant difference in improving the security of customers’ personal data in the hotels’ systems. According to Buhalis et al. (2019), hotels should regularly update cyber security procedures to align with technological advancements. Technology is constantly changing and becoming more advanced, which presents sophisticated challenges to managing/preventing cyber threats. In this case, updating policies, procedures, and employee training on cyber security can increase the hotel’s ability to positively respond to cyber threats (Khatri, 2019; Okumus et al., 2017). Current cyber threats require present solutions to effectively navigate the security challenges. Therefore, implementing the identified recommendations can improve the ability of the hotel to identify, manage, and prevent potential cyber-attacks in the future.
[bookmark: _Toc181423017]Change Management Practices and Procedures
Based on the recommendations identified above, the hotel should implement various changes to enhance the security of its systems against cyber threats. The changes include integrating cyber security training into employee onboarding processes, embracing cyber insurance, and increasing the number of firewalls on its systems.
[bookmark: _Toc181423018]Integrating cyber security training on employee onboarding and development procedures
The hotel should integrate cyber security training on employee onboarding procedures to ensure that employees are well-versed with basic skills for maintaining the security of the hotel’s systems. This will ensure that all new employees at the hotel are competent in cyber security (Ibrahim et al., 2022). Also, cyber security training programs should be included in employee development programs to improve employees’ competence towards cyber security (Abrahams et al., 2024: Benckendorff, Xiang and Sheldon, 2019). The training will help the hotel assess and improve employees’ cyber security skills and compliance with the policies and guidelines for cyber security within the hotel. It will also help update the skill set of employees already working at the hotel to ensure that all staff understand and can collectively assume the responsibility of ensuring the cyber security of the systems of the hotel (Beyer & Brummel, 2015). Notably, the cyber security training program can help the hotel develop a culture that values and protects the security systems of the hotel against cyber threats (Alshaikh, 2020). The hotel can achieve such a culture in the long term, hence the need to progressively introduce it into onboarding practices and employee development programs.
[bookmark: _Toc181423019]Include cyber insurance in insurance program.
The hotel has an insurance contract covering its facilities and property. It needs to include a cyber security insurance contract to cover risks arising from cyber threats, especially considering that it is investing heavily in smart technology (Ramsey, 2016). Increased adoption of smart technology at the hotel increases the hotel’s vulnerability to cyber-attacks, which can cause significant financial losses, reputational damage, and disruption of services (Tong, Kong & Kwan, 2022). As a result, it is prudent for the hotel to insure its systems against cyber threats. Through this, it will be able to assure customers of its commitment to protecting their personal data and increase its access to financial resources it can leverage to recover from disruptions caused by cyber-attacks in the future (Ebuzor, 2024).
[bookmark: _Toc181423020]Install multiple firewalls on its system.
The hotel should update its cyber security protocols by increasing the number of firewalls for its systems. It can collaborate with cyber security firms like OmniCyber to help it install additional firewalls to its systems. This approach will increase the hotel’s ability to identify, block, and protect its systems from intrusion by unauthorised parties like hackers (Assunção, 2019).
[bookmark: _Toc181423021]Action Plan (338 words)
	Number
	Problem
	Solution
	Desired Outcome
	Time s
	Completion Date
	Planned Budget (£)

	1
	Weak firewall
	Install multiple firewalls to the system. Multiple firewalls are much stronger and offer effective barriers against unauthorised access compared to single firewalls.
	· Improved security of the hotel systems. The firewalls will be able to identify, filter and block, unauthorised access.
	3 months
	15/2/2025
	30,000 (3 firewall systems)

	2
	Phishing 
	Regular cyber risk assessment
	· Identified and managed gaps in the cyber security of the hotel by recommending necessary measures to improve the security of the hotel systems.
	3 months
	15/2/2025
	10,000

	
	
	Update defensive practices: update cyber security policies, procedures, and employee training on cyber security.

	· Cyber security policies and procedures will be updated. 
· Employees’ competence about cyber security policies and procedures will be improved.
	3 months
	15/2/2025
	5,000

	
	
	Regular awareness about cyber security
	· Increased understanding of the context of phishing among the hotel’s employees. 
· Increased compliance to cyber security policies and practices among the employees. 
· Positive culture towards collective responsibility and desire to improve the hotel’s cyber security will be developed at the hotel.
	12 months
	15/12/2025
	5,000

	3
	Insecure point of sale systems
	Cyber security insurance
	· Protection of the hotel against financial losses related to cyber-attacks will be improved.
· Reputation of the hotel will be improved based on its commitment to protecting customers’ personal data against unauthorised access.
	12 months
	15/12/2025
	30,000

	
	
	Regular awareness about cyber security

	· Increased understanding of cyber security among the hotel’s employees. 
· Increased compliance to cyber security policies and practices when using the point-of-sale systems (POS). 
· Positive culture towards collective responsibility and desire to improve the hotel’s cyber security will be developed at the hotel.
	12 months
	15/12/2025
	5,000

	4
	Poor cyber security risk assessment
	Regular awareness about cyber security.


	· Increased understanding of the importance of cyber security risk assessment among the hotel’s top management. 
· Increased compliance to cyber security policies and practices among the employees. 
· Positive culture towards collective responsibility and desire to improve the hotel’s cyber security will be developed at the hotel.
	12 months
	15/12/2025
	5,000

	
	
	Regular cyber risk assessment.
	· Gaps in the cyber security of the hotel will be identified and managed by recommending necessary measures to improve the security of the hotel systems.
	3 months
	15/2/2025
	10,000






Total budget (£100,000)



[bookmark: _Toc181423022]Conclusion
Cyber-attack is a serious security issue affecting many hotels worldwide. The increased advancement and adoption of smart technology by hotels has exacerbated the problem. Crowne Plaza London-Kings Cross Hotel was a victim of cyber-attacks in 2022. The hotel was hit by a cyber-attack that locked the organisation out of its systems. The cyber-attacks resulted in unauthorised access to the personal data of customers in some parts of the hotel’s technology systems. The attacks disrupted the booking systems of the hotel and other applications customers use when accessing services at the hotel, such as the IHG One Rewards account. To address the issue, the hotel sought the services of OmniCyber, a cyber-security firm, to help it address the issue of cyber-attacks. OmniCyber is a cyber-security firm focusing on identifying gaps and strengthening the cyber security of firms, and businesses like hotels. It conducts pen testing to identify vulnerabilities in the technology systems of companies, manages the cyber security of the companies, and ensures that those companies integrate the best practices in their operations to prevent cyber threats.
OmniCyber company analysed the context of the issue at the hotel and found that the cyber-attack at Crowne Plaza London-Kings Cross hotel was caused by various factors such as a weak firewall to safeguard the hotel’s systems, phishing, weak Point of Sale (POS) systems, and poor cyber security risk assessment. The hackers leveraged the vulnerabilities in the hotel’s systems to mount their attack. The attack caused considerable impact to the hotel. It resulted in the loss of profitability, reputational damage, and delayed service delivery which caused a negative customer experience at the hotel. 
As a result, the hotel should implement various measures to prevent and manage potential future cyber-attacks. The recommended measures focus on raising awareness about cyber security among staff at the hotel, embracing cyber insurance, installing strong and multiple firewalls on its systems, conducting regular risk assessment processes, updating defensive practices, and implementing an effective cyber security strategy. The hotel should implement various changes consistent with the identified recommendations to enhance the security of its systems against cyber threats. The changes include integrating cyber security training into employee onboarding processes, embracing cyber insurance, and increasing the number of firewalls on its systems. Notably, the hotel is projected to spend approximately £100,000 annually to facilitate implementation of the recommended changes. The changes are expected to improve overall cyber security outcomes at the hotel to reduce unauthorized access to customers’ personal data in the future.
Finally, OmniCyber firm thanks and appreciates Crowne Plaza London-Kings Cross Hotel for considering its services in analysing the cyber security threats. The cyber security firm is ready and willing to help the hotel address and navigate challenges arising from the rapid integration of smart technology in the hotels’ systems. The firm will work closely with the hotel to facilitate early identification and resolution of potential cyber threats in the future. I believe the details of this report will convince the hotel to consider the services of OmniCyber in helping it implement the recommendations and change management practices highlighted above.
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