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Introduction
This report consists of a brief explanation of the Data Protection Act 2018, outlining the key points of how the DPA 2018 should be comply within the healthcare setting by the employers and employees, and service users, also provides a clear understanding of rights of employers, employees and service users. Lastly giving a clear example of consequence if the DPA is breached. 
Secondly there is a reflection report of development of digital skills. In this report there is evidence of clear understanding of learning and development of digital skills have helped in improvement in use of technology and research methods to complete assignments and presentations. 
















A brief explanation of the Data protection Act 2018
The Data Protection Act 2018 is the UK's implementation of the General Data Protection Regulation (GDPR). It mandates that individuals handling personal data must adhere to strict data protection principles, ensuring fair, lawful, and transparent use, specific, explicit purposes, adequate, relevant, and limited use, accuracy, up-to-date information, limited storage, and appropriate security measures. This includes protection against unlawful or unauthorised processing, access, loss, destruction, or damage. The Act aims to ensure the protection of personal information. The Data Protection Act 2018 provides stronger legal protection for sensitive information such as race, ethnic background, political opinions, religious beliefs, trade union membership, genetics, biometrics and health. Separate safeguards are in place for personal data related to criminal convictions and offenses. Under the Act, individuals have the right to be informed about their data's use, access it, have incorrect data updated, erased, stop or restrict processing, have data portability, object to processing, and have rights when an organization uses personal data for automated decision-making processes or profiling.

Key points that a workplace should be aware of

Employees have the right to know about their records, their use, confidentiality, and their role in training and development. Employers have 30 days to provide a copy of their data and must adhere to data protection rules. They should not keep data longer than necessary and follow necessary guidelines. (Government Digital Service, 2011)
Healthcare services, like the National Health Service (NHS), have been working with data protection legislation for years, making it easy to handle personal confidential information. However, the General Data Protection Regulation (GDPR) now provides enhanced rights for individuals. Healthcare providers should ensure that their data is protected and used appropriately, with transparency being key. Privacy Notices should be publicly available, outlining how personal data is processed and shared. Personal confidential information should only be used with consent, especially for purposes outside direct care, such as research. In such cases, individuals have the right of opt-out, ensuring that their decision will not affect the care provided.

Patients have the right to have inaccurate personal data rectified or completed, but differences of opinion are not the same as factual inaccuracies. If there is a difference of opinion, the individual can add to the record, but the original entry must remain intact. (Francis, B., 2020)

GDPR does not significantly alter the usual practices for patient consent, except for online services for children over 13 years old. However, consent for clinical treatment remains based on Gillick and Fraser competence in the UK. Patients can take legal action if their confidentiality is breached, including data loss. To avoid this, healthcare professionals should check if the right information is being shared, only carry paper records when necessary, and use confidential waste bins when no longer needed. Confidentiality conversations should be kept away from other patients, and information should not be shared with unauthorised third parties without consent. Safeguarding arrangements should be in place, and information should be shared on a strict need-to-know basis.

Requests for medical records can be made by filing a subject access request, but the response time is reduced to one month. Healthcare professionals must approve the release of medical records promptly to avoid financial penalties from the Information Commissioner's Office. Patients can request their personal data to be erased, but these requests need to be assessed on their merits.

Privacy by design and by default is a legal requirement for any project involving personal data processing, ensuring confidentiality, security, integrity, and accessibility of personal information.
The Data Protection Act (DPA) of 1998 was updated in 2018, leading to media attention about the General Data Protection Regulation (GDPR). An article discusses the recent changes, patients' rights, and nurses' role in ensuring data protection is fully implemented in patient care. Nurses can advocate for patient data protection and ensure data protection is fully integrated into patient care. (Applying the DPA 2018 and GDPR principles in healthcare settings. 2019)

In cases where an individual's rights and freedoms are at risk, it is crucial to contact those affected by a breach, whether due to inadequate security measures or if the attacker took identifiable data. If the ICO compels the organisation, it is not necessary to inform patients or service users unless appropriate measures were in place, such as encryption or correction of maliciously altered data. If disproportionate effort is needed, a public message on a website or local newspaper can suffice, provided there is enough detail to inform the reader.

Personal data can be recovered from a trusted partner organisation, ensuring that the recipient does not read or access the data sent in error and comply with instructions to return it. When informing an individual of a breach, it is essential to describe the nature of the breach, the name and contact details of Data Protection Officers (DPOs), the likely consequences of the breach, and the measures taken to deal with the breach. If possible, individuals should be advised on the steps they can take to protect themselves and what the organisation is willing to do to help them.



















Consequences of breaching the Data Protection Act 2018

Breaching the Data Protection Act 2018 in a home care setting can have severe consequences for both the individuals receiving care and the organization responsible. It can erode trust between caregivers and clients, potentially leading to reputational damage and loss of business. Legal repercussions can include fines of up to £17.5 million or 4% of annual global turnover, whichever is higher, as stipulated by the GDPR. Individuals affected by the breach may seek compensation for damages suffered, including financial losses or emotional distress. The Information Commissioner's Office (ICO) has the authority to investigate breaches and impose penalties accordingly. Beyond financial and legal penalties, breaches can result in diminished employee morale and increased regulatory scrutiny. Adherence to data protection laws is critical for safeguarding sensitive personal information and maintaining trust with clients and regulatory bodies. Employers may face severe penalties, while employees may face disciplinary actions, including termination of employment, if negligence or intentional misconduct is proven. Adherence to data protection regulations is essential for upholding trust, avoiding legal ramifications, and maintaining ethical standards in home care settings. (NHS, England, 2022)









A reflection on digital skills development during this module
During this module there has been clear understanding of how to carry out research process and use Microsoft Forms app to create a survey to research. 
Able to understand the research methods like Qualitative, Quantitative and Mixed-method research and use them to create a survey in Microsoft forms to analyse the questions researched. 
Research methods explained.
Qualitative Research – is a primary research method, this mean this type of research is carried out through gathering information through methods like interviews, observations or analysing texts.
Quantitative Research – is also a primary research method, used to collect original data and answer specific research questions with numerical and statical analysis. Instead focusing on “why” it focuses on “how much” or “how many” figures.
Mixed – methods research – this type of research consists of both Qualitive and Quantitative research methods and this type of research of research is also primary research. 
Secondary information is gathered from past theory which is not first-hand information. Information that others have used before from existing sources like books, article, reports or databases.
Using Microsoft Forms
In process of learning how to research for the question, a survey of questions was created using Microsoft Forms.  
The survey consisted of the following questions:
Open question – allows respondents to respond an open opinion or suggest based on their preferences, experience or concern. 
Closed question – this where there is a yes or no, or multiple-choice. Closed question is a straightforward question where one hasn't had to give a long explanation the just pick one of the provided choices.
Rank order – is to see the most to the least important.
Likert scale – is to scale people opinions by giving them options like strongly agree, agree, neutral disagree and strongly disagree.
Microsoft Forms is a form of commination that can be used between the researcher and respondents to collect numerical data of information and can be used to analysed and compare in forms of charts using Microsoft Excel.
Using Microsoft Excel
After collecting relevant information which can be transferred or stored in the Microsoft Excel spreadsheet or workbook, and data can be analyse in form charts and graphs.  in Microsoft Excel there are many functions to explore such as you can enter numbers, text, and formulas to perform calculations, analyse information and create charts or graphs, which later can be used to present a presentation using power point, or documenting facts and figures record at a workplace. 
Using Microsoft PowerPoint
PowerPoint is helpful software designed to demonstrate presentation. PowerPoint allows to bring together presentations in forms of visual combine text, images graphics and multimedia elements to communicate information, which consists of creating slides, adding contents, formatting, adding effects, presenting and sharing and collaborating.
As a team member helped and performed a presentation using 6 slides consisting of the following:
Introduction – introducing the team member and the question researched.
Rational – presenting any existing or relevant research used like books, article, pass analysis, recent analysis.
Method – bringing forward the methods of research and understanding, which is being used.
Ethical considerations – presented understanding terms of the following:
Informed content – participants are aware of the purpose, procedures, risks and the benefits before agreeing to participate, they should voluntary content to take part or withdraw without any consequences. 
Confidentiality – showed understanding and importance of the Data Protection Act.
 Privacy – understanding safeguarding precipitants identity and respecting confidentiality. (forms did not consist of any personal data, regardless is still important have knowledge of Privacy) 
Avoiding harm – understood the importance of minimising the risks of physical, phycological, emotional, or social harm to participant.
Fair treatment – have understood how to treat all participant with respect, fairness and sensitively, regardless of their characteristics or backgrounds.
Hypothesis – presented the findings of the researched question in forms of charts and graphs analysis.
Reference list – lastly clearly displayed in Harvard style references from liable sources
In help to demonstrate some of the contents in the presentation new skills like SmartArt were introduced and used. This where the information is grouped together to link connection within the topic.
Using Microsoft word
Finally, developed academical skills to produce a written report using Microsoft Word. Learned to use the following basic Microsoft Word skills to produce a written report not just for this module but for all the modules studied in this year. 
[image: ]
· [bookmark: _Int_qSrAmIoi]Creating and editing documents – able to open new document in desktop and one drive, able create documents and make adjustment where necessary by using functions in the Home tool bar by cut, copy and paste in word document.
· [bookmark: _Int_c2oX5G98]Editing font style and font size – to be able set the font style and size as according to the instruction provided to create documents using the function in the Home tool bar.
· Adjusting page orientation – here learned how set up page margins and adjust page as desired using the function in the Layout tool bar. 
· How to insert image, format and label – learned how to explore the Insert tool by inserting images, page break etc.
· How to insert page number and line spacing – can use the Insert tool for numbering the pages and the function in the Layout to set line space.
· Setting up a template for a report – able to design and save as a template by using the File function in the toolbar.
Experience 
Creating forms and designing research question survey was part of the teamwork. Although effort was carried out to create a survey to carry out research for the question to perform a presentation there was still lack of time management skills and the contribution to the teamwork in tutorials were limited. Arranging time management skills into day-to-day life can be improved to results in more contribution to teamwork, independent work and attendance to tutorials and lectures.
More contribution to attending class would have resulted more time to learn and explore digital skills and apply them to the presentation and word document report to achieve maximum potential marks and grades. Overall, from beginning to end of this academic year, there is a visibility 70% improvement and development in academic and digital skills. With more commitment and good time management in place will be hoping to increase and develop further skills to professionalism.





Conclusion
The Data Protection Act 2018 is the UK's implementation of the General Data Protection Regulation (GDPR), requiring individuals handling personal data to adhere to strict data protection principles. This includes fair, lawful, and transparent use, specific purposes, accurate information, limited storage, and appropriate security measures. The Act also provides stronger legal protection for sensitive information like race, ethnic background, political opinions, religious beliefs, trade union membership, genetics, biometrics, health, and sexual orientation. Employees have the right to know about their records, their use, confidentiality, and their role in training and development. Healthcare providers should ensure their data is protected and used appropriately, with transparency being key. Patients have the right to have inaccurate personal data rectified or completed, but differences of opinion are not the same as factual inaccuracies. Privacy by design and by default is a legal requirement for any project involving personal data processing.
Gained experience in using the Microsoft Apps to explore and create survey form, presentation and report document.
The team created a research question survey but struggled with time management and limited participation in tutorials. Improving time management skills can lead to more teamwork, independent work, and attendance at tutorials and lectures. More time spent on learning digital skills could have improved presentation and word document reports, resulting in maximum potential marks and grades. From the start of this academic year, 70% improvement in academic and digital skills was visible. More commitment and good time management can further enhance professionalism.
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