Critically examine the challenges associated with investigating the different types of cybercrime and police responses designed to combat these challenges.

[bookmark: _Int_17Dafv7i]Cybercrime is used to describe a range of different crimes such as “hacking, using the dark web, trolling on social platforms, scams and theft of identity” says The Crown Prosecution Service (2017). It is crimes involving the use of devices like phones, computers and consoles. There are two kinds of cybercrimes called cyber dependant crime and cyber enabled crime. Cyber-dependant crime is “an offence committed using information communications technology against a computer or network” (McGuire M, Dowling S 2013a). This could consist of hacking into important systems, stealing or leaking sensitive data/information, hacking into a site and only giving access back if they receive something in return or putting malware into a system to make it inoperable. Cyber-enabled crimes are “crimes, which can be increased in their scale or reach by the use of computers, computer networks or other forms of information communications technology” (McGuire M, Dowling S 2013b). Some examples of this could be hacking into a security system to turn off alarms to make a robbery easier, identity theft or stalking by following someone's location and activities online. The way that the police will respond to these crimes will differ between cyber-dependent and cyber-enabled crimes and the challenges associated with both will also be different due to the ways each crimes are committed for example one focusing on the attack of a computer and the other improving the ability to commit a crime. This essay will focus specifically on the challenges that the police face with cyber hate crime and how the police respond to the challenges they face with cyber hate crime, their strengths and weaknesses and some legislation surrounding it that are there to attempt to put a stop to it.

[bookmark: _Int_Mpt01adB][bookmark: _Int_dKnzx3bx][bookmark: _Int_W7ewqrZO]Cyber hate crime is defined as a message communicated online that is “motivated by prejudice or hostility towards an individual due to their race, religion, sexual orientation, gender identity, or disability”. Such as “Three men charged with publishing threatening material on a Facebook account intending to stir up religious hatred” told by South Wales Police (2024). This is an example of cyber hate crime because it was a negative message to do with religion and done online through a social media platform called Facebook. Another example would be “an officer prohibited from policing after sending homophobic, racist, sexist and transphobic messages”. This shows that the police respond to this kind of crime with no tolerance at all and will not accept this behaviour and especially not in their own forces. Some of the challenges the police are forced to deal with when it comes to cyber hate crime are “the unwillingness of, or legal restraint on, online industry bodies to disclose user identity” (College of Policing, 2021a). This means that it can be difficult for the police to be able to track down who has posted or sent cyber hate crime online, without being able to trace who committed the crime the police cannot do much about it. This can lead to people thinking they can get away with these types of crimes and increase the amount of cyber hate crimes committed which will then make it even more of a challenge for the police. Another challenge for the police when it comes to cyber hate crime is “the volume of material online, and on digital devices and determining a proportionate response to this” (College of Policing, 2021b). With the amount of people that are socially online in the present, the number of crimes that are committed online including cyber hate crimes are tremendous, because of this the police would naturally have an issue trying to keep up and reprimand everyone that commits such a crime. The amount of time and resources that it costs the police impacts their role severely. In 2017/2018 “1,605 online hate crimes were recorded in England and Wales” (Stop Hate UK, 2022). This is only considering the recorded crimes there may have been many more crimes that went unrecorded but even still it is a high number of crimes. This statistic backs up the point of time and resource consumption for the police since it is a highly committed crime. Also, the spread of cyber hate crime is massive, once something is online it can spread like wildfire and be seen by thousands or even millions in as little as minutes. Cyber hate crime “spreads fast and causes harm to communities, cause fear and real harm.” explained by Manchester City Council (2025). This shows the impact of cyber hate crime and how influential it can be. The police must deal with such crimes as well as the aftermath of it too, bringing peace to communities and decreasing fear and tensions between people and possible conflicts that are a result of a cyber hate crime that got spread around. Some of the actions the police have taken towards cyber hate crime is they made a website called True Vision which is “an online service where you can report a hate crime to your local police” (Brighton & Hove City Council, 2025). This combats the challenge of hate crime by providing communities with an efficient and effective method of reporting hate crimes wherever you are. Making reporting hate crimes easier for the public could prevent these types of crimes from happening since there is an easy system built and designed for responding to hate crimes in order for the police to act quickly, the faster the police react the more cautious criminals will be.  Also, the police work with social media platforms to shut down cyber hate crime. “Facebook working with the Metropolitan police to improve ability to detect live streaming of terrorism and potentially alert officers about attacks sooner.” (Mason, R 2019). This shows that the police are working with companies to prevent and put a stop to cyber hate crimes while being able to resolve incidents faster with the help from other companies. By teaming up with companies they can track down posts or streams on their platforms faster that involve hate crime, the companies could flag specific words or content so that it goes directly to the police allowing them to determine the level of threat and how immediate response needs to be depending on how threatening the cyber hate crime is. Cyber hate crime can also lead to radicalisation, others could see what has been posted or streamed and become influenced by it, this could lead to even more cyber hate crimes being shared around or posted by others. “The use of the internet to promote radicalisation and terrorism is one of the greatest threats that countries including the UK face” (Home Office 2017). This depicts how cyber hate crime has been and still is a huge threat to the United Kingdom. Another response the police have to cyber hate crime is The Online Safety Act 2023 which puts “new duties on social media companies and search services, making them more responsible for their users’ safety on their platforms.” (Department for Science, Innovation & Technology, 2024). This act made it harder for cyber hate crimes to occur. It is legislation made to prevent cyber hate crime by forcing social media platforms and search engines to implement more safety measures on their apps, websites and make it safer when searching specific content by blocking the ability to search or upload certain words, blocking people from viewing certain images, websites or videos and making social media platforms and search engines safer for everyone. This prevents cyber hate crime from being uploaded or posted and would stop the spread of it especially to younger audiences and vulnerable people who may be easier influenced by seeing or reading certain things. Age restrictions and parent permission added onto these platforms has made finding hateful or violent content much harder to find and protects people from facing cyber hate crime or experiencing it online. However, this only applies to those under the age of 18 since there won’t be age restrictions past the age of 18 and parental permission only applies to children. It does do a good job of protecting children but other than taking down content involving blood or specific words, cyber hate crime is still commonly found online. In a report done in 2020 of 700 people “78% of respondents had experienced online anti-LGBT+ hate crime or hate speech in the last 5 years” this shows how companies are not doing a good enough job when it comes to deleting or censoring posts or messages online that involve hateful speech. Companies need to take account for their lack in ability to take down cyber hate crime, and the police should be doing more to enforce this. As developed as technology is in the present day cyber hate crime should not be as prevelant as it is especially in platforms as big as those such as Facebook or Instagram. House of Commons (2022) describes how “social media companies are still not taking the issue seriously enough” when it comes to cyber hate crime. This shows that although the police are working towards stopping cyber hate crime it cannot be fully stopped without all social media companies putting in the effort too.

[bookmark: _Int_BvfA6G4d][bookmark: _Int_tv3ioesu]In conclusion there are many challenges that the police face when it comes to cyber crimes and they have many responses to these challenges. Cyber hate crime includes negative or hateful messages about race, religion, sexual orientation, transgender, disability or gender identity.  Cyber crime spreads fast and can cause tensions, fear and anxiety within communities. Challenges faced with cyber hate crime by the police is difficulty tracking down the people making posts due to companies not being able to release specific information, the spread of cyber hate crime and the volume of cyber hate crimes. The police have responded to these challenges by setting up help lines to report hate crimes more efficiently and effectively, working with companies to shut down any cyber hate crime that is shared or posted online and enforcing laws to ensure that social media and search engines are a safer and more equal place for everyone to use without facing cyber hate crimes. Cyber hate crimes can possibly lead to radicalisation which increases the need to take it down as fast as possible. The police are dealing with cyber hate crimes the best they can and are doing a good job of it with the responses that they’ve come up with to face the challenges posed by cyber hate crime. Most of the responsibility is on search engines and social media platforms since they are legally required to take down posts or videos that are hateful or negative towards race, religion, sexual orientation, gender identity and disabilities. If they are not working to take down illegal content it makes online a much easier place to commit hate crimes and therefore make it a lot more challenging for the police to deal with cyber hate crimes. 
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