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Che-Si is a construction company which has site offices all over the world. Their current cybersecurity practices and policies are not robust enough to cope with the threat that modern attackers exert. This report has been requested to identify some of the potential threats to Che-Si such as malware, ransomware and phishing attacks. Research shows that these types of attacks are very common and have the potential to be very damaging to Che-Si as a business. This report also demonstrates a simple sniffer attack that could be carried out and the type of information that could be harvested by doing this. With this in mind, it has been recommended that Che-Si employ the measures suggested in this report; use of VPN, use of MFA and stricter policies on personal and USB devices. 
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A network is described as multiple devices, or hosts, that communicate with one another [1]. Because of this interconnectivity, security is necessary to prevent unauthorised access to either the network or one of the devices within the network. Were an unauthorised person able to access the network, they would be able to access any data that is accessible to the network and this can be used to compromise the network or the asset associated with it.
Che-Si is a construction company which has site offices all over the world. At present, they use video conferencing and cloud-based storage to maximise the efficiency of their business. In addition to this, clients, employees and partners are permitted to access company data on personal devices and networks from any location. The current policy leaves Che-Si open to potential cyber-attacks. 
With this in mind, it has been requested to evaluate the current systems and policies to identify vulnerabilities and suggest and design a new framework and policies to counter the discovered vulnerabilities. To understand the brief, this report will first analyse how a network functions, what sort of attacks or threats exist and how these can be mitigated using current best practice.

[bookmark: _Toc60989002]For Consideration
[bookmark: _Toc60989003]Networks & Devices
	 As mentioned at the outset, a network is made up of multiple connected devices. These devices include things like computers, printers, routers and switches. There are two main types of network; Local Area Network (LAN) and Wide Area Network (WAN) [2]. A LAN will cover a small area such as a building or a single site whereas a WAN can cover much larger areas. With the introduction of Wi-Fi in 1997 [3], networks have been able to move away from simply wired connections. While this offers greater flexibility and convenience, it also presents a vulnerability in that wireless signals can be intercepted [4]. 
	Considering Che-Si’s network, this could be accessed by hard wired connections in a company office or building but also by wireless connection on a company issue or personal device. This demonstrates the level of convenience Wi-Fi offers as this network is easily expanded by simply purchasing more devices. That it can be accessed remotely however means it can also be accessed by an attacker. 


[bookmark: _Toc60989004]Threats & Attacks
	There are many different types of attacks that an attacker can attempt to carry out. For the sake of this report, we will discuss 4:
· Phishing
· Malware
· Ransomware
· Man in the Middle (MITM)
[bookmark: _Toc60989005]Phishing Attacks
	A phishing scam is usually carried out by sending a target person or business an email that is intended to prompt an action. This could be a link to a download or a link to provide information about themselves. In more recent years, these types of attacks are becoming more difficult to recognise as attackers target specifically researched people and use a ‘trusted’ source that may be recognised [5].
[bookmark: _Toc60989006]Malware
	Malware, as it sounds, is malicious software. It is designed to be unknowingly installed on a target device so that the attacker can gain control of the device or gain access to the network. One of the dangerous aspects of this kind of attack is that it could lay dormant for a period of time so it is not discovered. The attacker could then take control of a device or network after learning when it is most vulnerable.
[bookmark: _Toc60989007]Ransomware
	Ransomware is like malware in that it is intended to be installed unknowingly by the user. Once installed, it will then encrypt data or deny access to a network or device itself. This can then only be restored by meeting the ransom, typically money, with the hacker. That said, there is no guarantee that the hacker then allows access or removes the software. 
[bookmark: _Toc60989008]Man in the Middle (MITM)
	Carfagno describes a man-in-the-middle attack as when a third-party intercepts communication between two parties [5]. This kind of attack can be carried out by a hacker gaining access to the network likely remotely. This can happen when approved devices are connected using public or unsecured Wi-Fi.
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	These 4 attacks are all potential threats to Che-Si. In reality, it is likely that the business will be bombarded with hundreds if not thousands of attacks over the course of any given year. So, it is not sensible to attempt to prevent these attacks but rather to mitigate against them having an effect. The first step in preventing these attacks from being successful is to install antivirus software. Antivirus software include special signatures which guard against known loopholes and workarounds [6]. This will reduce the amount of attacks that breach the network reducing the risk of a successful attack. However, cyber-attacks are ever evolving. New techniques are always being invented so any software must be kept up to date. 
That said, no antivirus software is 100% effective; more needs to be done. The second step towards mitigating these kinds of attacks is to educate staff as to the ways that these attacks are carried out so that they understand how to react to one. For example, with a phishing email, staff should be taught to identify scam emails and instruction given not to open them. If they were to open them inadvertently then they should not click on any link in it or provide any requested data. Lastly, they should report this email to internal IT department, external consultant or, if received from an impersonation of a bank or other company, forward to the relevant phishing email reporting address. 
Another common way that attackers can access your data is by using public or unsecured Wi-Fi networks such as those at coffee shops or shopping centres. Connecting to an unsecured network, allows anyone else connected to ‘eavesdrop’ on the activity on your device [7]. To counter this, the easiest thing to do is employ a virtual private network (VPN). A VPN gives you online privacy and anonymity by creating a private network from a public internet connection [8]. It does this by encrypting data that is sent via Wi-Fi. This makes in unreadable to anyone who is trying to steal data by ‘listening in’ on the network. 
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In order to recommend new protocols and procedures to improve Che-Si’s cybersecurity, this report will first asses the current measures and identify vulnerabilities. The current policy is such that staff members, clients and vendors can access their network from any locations and from any devices. They also utilise cloud storage and video conferencing software. As a large company, Che-Si handle a lot of data, not limited to, personal, financial and health related data. 
Firstly, we will consider cloud storage. Cloud storage is a very useful tool as it eliminates the need for physical storage locations. It does however come with some risks. Hein lists 7 risks worth being aware of [9]:
· Data Privacy
· Lack of Control
· Shared Servers
· Lack of backup services
· Data leakage
· Rogue Devices
· APIs and Storage Gateways
As data is not stored on premise, it may be difficult to ascertain just how accessible to others your data is or if it has been accessed by an unauthorised party [10]. Also, cloud storage isn’t actually stored ‘off servers’; it is stored on servers that are shared amongst other clients of the storage provider. That being the case, if the third-party provider suffers an attack or another client of the provider introduces malware then the cloud data would be at risk. Data could be ‘leaked’ unintentionally by the storage provider which also presents a risk. Data may not be backed up so could be lost in the event of an attack. Lastly, to store data in the cloud, there must be a means of transferring data in and out, usually by means of an API. This is not a problem in and of itself but, if unsecured APIs are utilised, data becomes at risk of an attack.
	Next, Che-Si use video conferencing software to communicate and manage operations. Video conferencing is an inexpensive way of being able to meet with staff, clients and the supply chain without having to be in the same room or even the same country. The security of video conferencing has however been called in to question in recent times. For example, D. Kagan et al found that it was possible to scan screenshots of meetings on a popular video conferencing software and identify names, gender and age of meeting participants and then match them with social accounts [11].
	The bring your own device (BYOD) business model comes with great flexibility and enhances productivity [12]. With these advantages does come an increased security risk. One of the biggest problems is the end user. With a personal device, everyone is responsible for maintaining their device with updates and security patches. If a device is not updated then it could be more easily targeted. It is also more difficult to own your data when at least some of it could be stored on a personal device. Also, you cannot control what a person uses their personal device for when not working. If they were to unintentionally download a virus then that device could be compromised and that could compromise the entire network. 
[bookmark: _Toc60989012]Demonstration
	To demonstrate the vulnerabilities, I am going to simulate a sniffer attack on the Che-Si network. A sniffer attack captures packets that are sent across a network in order to monitor data including emails, instant messages, security credentials and financial information [13]. In this simulation, I will show how an attacker is able to steal security information and monitor file creation.
	Figure 1 below shows the simple network topology that has been created for the simulation. The topology features 2 switches, and 3 host computers as well as an FTP server and a sniffer tool.
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Figure 2 shows the test user accounts that I have created within the FTP server. This account information will be used to log into the FTP server and manage files within it. 
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I have configured the sniffer tool to focus on incoming data from the FTP server and for the purpose of demonstration it will only capture FTP packets. In reality, an attacker could target any and all packets to gather as much data as possible. 
The next step is to sign in to the FTP server using a host device. Figure 3 shows the command prompt interface for accessing the server. You’ll notice that the username is shown but the password is hidden. 
[image: ]
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While the password is hidden in the command prompt, the sniffer tool will have captured the packets and will display the username and password. Figure 4 shows the packet captured with the username and figure 5 shows the password. 
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[bookmark: _Toc60989613]Figure 5 - Password Packet

With this information, any attacker would be able to access the FTP server as a user with full permissions allowing them to view, delete or edit files. 

Conclusion
To Che-Si have a robust cybersecurity policy, a policy for implementation is included in Appendix 1. This should be put in place to prevent attacks such as the one demonstrated thus minimising the risk of a data breach whilst still allowing for convenient and efficient operations. 


Appendix 1 – Che-Si Cybersecurity Policy

Purpose
The purpose of this document is to define cybersecurity requirements for the construction company Che-Si. All staff should be made aware of the requirements set out in this document. An agreement shall be made with clients and external users to comply with this policy.

Virtual Private Network (VPN)
The first thing that shall be implemented is a virtual private network (VPN) requirement. When any device, company issued or personal, connects to the Che-Si servers from a non-office location, a VPN will be required. This includes construction sites under Che-Si ownership. The only place a VPN shall not be required is in official Che-Si offices where the provided internet connection, wired or wireless, is sufficiently secure. 

Personal Devices
The use of personal devices presents a security risk. Personal devices can still be used to access Che-Si servers where necessary, however this will require approval from cybersecurity team. No company owned data is to be stored on or copies saved to personal devices. Depending on the type of device, an application such as Mobile Iron or inTune shall be required to manage company data.

Multifactor Authentication (MFA)
Multifactor authentication (MFA) shall be used for all external access to Che-Si servers. A mobile app or telephone number will be supplied such that, when logging in to Che-Si from an external location, a notification or text message will be sent to confirm this sign in. Employees working at office locations will be given the option of daily MFA when first signing in. If not chosen, MFA will be required on a monthly basis as a minimum. 

Use of Unsecured Networks
Company information should not be accessed from an unsecured network such as a public network in a shopping centre.

USB Thumb Drives
The only thumb drives that should be inserted into company issue devices are approved or screened Che-Si thumb drives. Should a supplier, client or contractor wish to transfer data by this medium, the drive shall be submitted to the cybersecurity team for screening. Once approved, this can then be used. While this can not be governed with regard to personal devices, it is wise to exercise caution when accepting thumb drives from any external parties. 
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