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[image: ]The internet can be a fun place to learn, play and communicate with others from all around the world.
 







However, it can also have its dangers. It is important to know what the risks are and learn how to keep safe while online.
	
	
		
[image: ]   If you find something online that feels threatening, upsetting, or worrying……….




[image: ]………...Tell a parent, teacher, or a trusted adult immediately!

	
Do not share any personal information such as your password, phone number or email address. If you are asked for this then check with a trusted adult first!

	



	
	
	 
People you do not know are strangers they are not always who they say they are….
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So Never agree to meet up with someone you have only ever talked to online without talking to a trusted Adult first and getting advice.
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Never download files or open files from unknown sites someone may be trying to trick you!
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Always use secure and legal sites to download music and game files from.  Many unsecure sites, have viruses that can access your computer and take your information.
	
	
	[image: ]Stop and Think before putting Photographs online and using web cameras!






                                                     Nankervis, N (2021)

[image: ]When putting photographs online and using web camera’s we are making ourselves vulnerable. Always stop and think ‘Do I really want a stranger to have a picture of me, my friends and family’ 
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[image: ]If you feel that someone is bullying, or making you feel uncomfortable DO NOT RESPOND! As this can make it worse and DON’T STAY SILENT go and tell a parent, teacher, or a trusted Adult! 




                               Victoria state gov (2021)
There are many websites with videos with this information and much more on how to stay safe online and here are some of them…...
· [bookmark: _Hlk67747045]Be internet aware available at:-https://beinternetawesome.withgoogle.com/en_uk/
· [bookmark: _Hlk67747135]Internet matters Available at: -https://www.internetmatters.org/?gclid=EAIaIQobChMI3KCYjNPQ7wIVQu3tCh0ZuAGDEAAYASAAEgLwlvD_BwE
· Childnet Available at: -https://www.childnet.com/resources/smartie-the-penguin




[bookmark: _Hlk67830369]
Rationale
As a TA who works within a school, it is one of our responsibilities and a statutory duty to ensure that we safeguard children from harm and abuse to enable children to have optimum life chances, which is why due to recent events I have chosen to design an E-Safety leaflet for primary school children for this assignment. So Why E-Safety?
No one can deny that computing in the 21st Century is an essential area of learning and plays a crucial role in everyone’s lives, especially since the Covid-19 virus turned all teaching online, with online lessons and live video chats to friends and family being a regular activity and way of safely communicating without transferring the virus it has become our norm for over a year with more and more children having easier access to the internet through tablets and smartphones this is shown in OFCOM’s media use and attitudes report (2019) the number of children aged between 9-10 who owned a smartphone had already doubled and this was before the epidemic.” 
“The question of how to ensure children's online safety in the age of COVID-19 is now more pressing than ever before, children are easy targets for cybercriminals and are exposed to a range of harmful content, contact, and conduct online” (ITU Secretary-General Houlin Zhao). Kenny (2020)
Since the epidemic there has been an unprecedented rise in the amount of screen time children have been using and with school closures and strict containment measures there has been an increasing reliance on technology and digital solutions to enable children to continue learning, be entertained and stay connected to the outside world, but according to UNICEF (2021) many children do not have the skills, knowledge, or resources to keep themselves safe online and with them spending increasing amounts of time on virtual platforms, this leaves them vulnerable to sexual exploitation and grooming.
The government’s response to the rise in illegal activity online due to the Covid-19 epidemic was to write a report called ‘The Online Harms White Paper’ (2020) recommendations from this paper will be placed into the online safety law bill, one of those recommendations is that there is a need to tackle illegal activity taking place online and prevent children from being exposed to inappropriate material.
UNICEF (2021) states that they are worried that the lack of face-to-face contact with friends and partners could lead to “heightened risk-taking” this could be sending sexual images or being exposed to violent or harmful images and online cyberbullying. 
According to BBC News’s report by Thompson (2020) police across the world are cautioning that paedophiles, as well as criminals, are utilizing the coronavirus lockdown to target children. Reports have found that the amount of online material obscene in nature more than doubled globally to over four million between March and April 2020. Covid-19 lockdown conditions are lending themselves to children being able to be approached in many different ways online, being exploited and or coerced. 
The article also stated that there are ‘300,000 people in the UK who are considered to be a threat to children’ and in May 2020 there were almost nine million attempts to access child pornography websites which had previously been blocked by the Internet Watch Foundation. This information I found to be both shocking and traumatic and the need to help stop this from happening has grown. 

Now more than ever there is a vast need to protect our children from predators out there that are using this opportunity to target and victimize children online. Schools have a dual responsibility when it comes to E-Safety, to ensure that their online procedures keep children and young people safe, and to teach them about online safety. Inside and outside of school they play a major part in introducing online safety to children with policies and practices that are designed to teach and protect children about the online dangers and how to safely use the internet but there must be a balance when it comes to online safety which acknowledges the vast benefits and opportunities that the internet offers as well as its dangers. Livingstone (2018)  
Due to Covid-19 schools have had to update their safeguarding policies to reflect the new reality of children having to learn from home and have promoted monitoring of good behaviors as well as ensuring that children are able to have continued access to school-based counselling services.
Another reason why it is so important for children to learn about E-Safety is just by looking into the emergence of digital learning itself. Children are exposed even before birth with parents sending ultrasound images on social media sites. (Leaver 2015) and by doing this their child becomes part of the ‘app generation’ (Davis and Gardener 2013). Many children grow up in homes where they come into contact with a wide range of digital devices and are introduced to digital technology soon after birth. (Chaudron 2015) even the youngest of children quickly become immersed in-home environments that are in many ways confined by a growing reliance on technology (Teichert and Anderson 2014) 
Reports such as the Exploring play and creativity in preschoolers use of apps report, (Marsh, Et Al 2015) states that 65% of 3–7-year old’s in the UK have access to a tablet computer at home. Many children now use computer devices almost like second nature at a very young age. And McTavish (2014, p.320) states how many adults who did not grow up in this app generation, find it a struggle to keep up with new technology, whereas for children it has become normal life.
Another reason why it is so important for children to learn about E-Safety is a report by the ONS (2015) where it was emphasized that children who are online on social media sites for over three hours a day are twice as likely to experience poor mental health due to cyberbullying.
There is no denying the importance of the use of ITC in schools and the home but there needs to be a balance in the learning opportunities they provide and the teaching of the dangers they pose and what to do in those situations.
There are many theories that you can link parts of to the use of ITC and E-safety, you could argue that due to Covid-19 Maslow’s theory of basic needs corresponds to ITC becoming a basic need for children, to be able to learn and so they need to know how to access information safely. Dewey’s theory says that children need stimuli to promote growth, which using the internet and playing interactional games can do whilst teaching them new ideas which they then carry forward and influence future experiences, you could also argue that Mendel’s (2010) theory of human rights come into play as it is a child’s human right to learn. (Aubrey and riley 2019)
From the very beginning of seeing the potential that the internet and access to digital technology have, there have been concerns and a need to educate youth on both the benefits and the dangers that these new technologies hold. Charities such as Childnet which was founded in 1995 to help support schools and parents in teaching the safe use of the internet. And the NSPCC have all helped to teach adults and children how to safely use the internet.
Whilst designing this leaflet one realized that it is important for a child to know what the main dangers are that they could come across while using the internet. Byron’s 2007 report (p.53) states that stranger danger is the greatest risk for children online, the easiness for anyone to pretend to be someone else while online is a great risk and paedophiles use this to their advantage. So young people need to be aware that they might not be talking to who they think they are and must never go and meet someone they have met online without talking to an adult first and if they feel something doesn’t feel right, they should always tell a parent or trusted adult. We need to make sure that children feel able and confident to talk to a trusted adult if something goes wrong as keeping children safe online is all about being open and honest with them.
One also found that parents, as well as children, need to know where to access advice on internet safety. The Internet safety strategy, green paper (2018) discusses how parents and children can protect themselves when using the internet and what to do if something happens such as sharing personal information and downloading files and the dangers that doing so incorrectly or without thought poses.
Cyberbullying was also another area that was a great concern that one felt needed to be addressed on the leaflet. According to Martinelli (2017), cyberbullying can be a greater danger than traditional forms of bullying. 
Online attacks are often, more vicious and cruel, and as it is online it is able to follow the victim home so there is often no escape because it can be done anonymously the victim is often not aware of who the bully is. Cyberbullying damages confidence, self-esteem, and social skills. And the number of children who self-harm or commit suicide rises every year.
Because of the pandemic, children are bored and so entertain themselves often in a destructive callus way, not realizing how much damage the words they are typing are causing.  By children not responding to a bully and immediately telling an adult cyberbullying can be stopped. Authorities can be informed, and appropriate action taken to protect the child from harm. 
Because the school-age ranges this leaflet is based on 5–11-year old’s. Keeping the leaflet colourful and easy to read with lots of images was a priority. This is in order to keep the children’s attention as well as making it easy to read and understand.  By keeping it simple the younger children will be able to comprehend the content.  The illustrations will help children to be able to understand what they are reading about through picture association, which is an important part of early years teaching.
According to Haynes and Potter (2000 p.97-105), colourful images help children to read by developing picture symbolic development, thereby helping them to visualize what the words mean. As well as the colourful words and imagery helping to grab the attention of young children. By doing this the leaflet will be able to put across important information that will stick in their minds thereby helping them to understand the dangers and what to do if it should happen to them. 
In my opinion E-Safety especially in the current environment children are living in is such an important subject especially with rising numbers of children accessing devices that allow them to use the internet. The danger is only increasing and we as educators have a moral and legal obligation to teach young people of the dangers. Schools by law have policies such as the Child Protection Policy, the safeguarding policy and ITC use policy that are designed to help protect children from harm. Schools during this pandemic have had to adapt policies and procedures in order to try to protect children from harm due to the change in the way we have had to adapt learning online and due to this the importance of E-Safety has become a vastly more important subject that has been needed to be addressed and pushed forward to children especially as the increase in internet use has risen so quickly thereby increasing the dangers that children face. My hope is that this leaflet will inform and educate children and adults alike of the dangers that the internet holds and by doing so helping to protect children from harm.
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