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Abstract
This is a brief report about ransomware. The report is aimed to educate about ransomware, giving an example of ransomware and ways to prevent it doing harm. Ransomware is becoming increasingly abundant thus increasingly harmful each year. Attention towards ways to prevent ransomware is important in means of tackling the problem which loses people and businesses tons of money per year and even leads some people to suicide. Full research has been conducted to support as evidence throughout the report backed up by figures. Advice is given to the reader throughout to solve the issue. 
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A Brief Report on Ransomware
Introduction
This report aims to prevent the harmful effects of ransomware and provide a guide in case of a ransom attack. It uses research from outside sources to summarise and provide an in-depth definition of ransomware. 
Ransomware is a type of malicious software where data either becomes locked on a victim’s computer or data becomes encrypted. Ransomware is responsible for the loss of hundreds of millions of dollars worldwide each year. The only way the victim can remove the ransomware to retrieve back their data is by paying a fee, decrypting the ransomed data or allowing access back to the victim. Most of the time, the cybercriminal uses a form of virtual currency to demand payment from the victim, such as Bitcoin. This means the cybercriminal’s identity can remain anonymous. 
Cryptowall is an example of randomware. According to Toby Walne for the Mail on Sunday [1] a ransomware attacks cost British businesses £350 million a year. It not only encrypts data on the computer, it also encrypts shared data by external drives. There are two main ways Cryptowall can reach your computer; via an email attachment or from accessing a website. 
A typical ransomware message looks like the figure below [2]. They can be seen on browsers, such as google Chrome or via a program.
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Usually ransomware mimics a branch from law enforcement, such as the FBI in America. Many people believe the message and pay the ransom fee. 
The best way to ensure a ransom attack does not occur is by installing Antivirus software. There are some free Antivirus software which can be installed, however ones that require annual payments of about £30 such as McAfee are usually the best at securing data. However, according to an article published by Oscar Williams [3], ““One in five” UK businesses would rather pay a ransom fee than invest in cyber defences.” Another easy way of preventing a ransomware attack from happening is by being wary of emails you are sent and the websites you access, however this can be hard as some emails and websites can be masked to look harmless when they are not. 
If ransomware does reach a computer, the easiest way of retrieving back data is usually by paying the ransom, although Rashid, cited by Ronny Richardson and Max North [4] warns that it might be better not to pay the ransom fee, as paying the fee could result in a higher ransom fee if the cybercrimal demands an additional fee on top or if the victim is targeted again by another ransomware in the future. Another reason not to pay the fee is it is recommended not to 100% trust cybercriminals to decrypt your data for you, as some might take the money and not restore your data. Ransom fees are typically £500 or more, the figure doubling if ransom isn’t paid within a set deadline. 
If you do not want to pay the ransom, then there are some alternative ways to decrypt your data. Firstly, if you have been backing up your data as you have been going along, you can use your backups to recover your data. Another way is by using special software which can possibly recover files. A website found [5] recommends using the software R-Studio or Photorec. 
[bookmark: _GoBack]
Conclusion
It is important to find ways to prevent ransomware as much as possible. Constantly backing up data is one way of easily restoring data if lost and antivirus software can be used to prevent access of ransom. However, antivirus software can be expensive, and many companies would prefer to pay the ransom fee rather than adapt antivirus software. Usually it is better not to pay the ransom fee and to try and use alternative strategies of restoring data as cybercriminals cannot always be trusted to decrypt your data. 
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