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1.0 [bookmark: _Toc37181935]Introduction	Comment by Carlene Campbell: 
Introduction can be improved by including some background literature.

To look at the guidelines and implement a comprehensive network to cover all aspects of CoffeeCapulus’s enterprise network including onsite and cloud-based storage with the addition of Bring Your Own Device (BYOD) to work. To device a comprehensive policy to cover all aspects of security of the company’s data and network infrastructure.


[bookmark: _Toc37181936]2.0 Methodology

The increase of mobile devices that connect to the internet is ever increasing. Network security, mobile devices, wireless connection, cloud-based storage, security of company data, these are just some of the question’s companies must think about and put into place to be able to keep their data safe from the ever-increasing cybercrime, which costs large companies billions every year. This paper will look at one method that can be put into place to protect against such crimes and enable staff who wish to bring their own devices to work and connect the company’s network possible in a safe and secure network environment, increasing productivity and staff compliance.
In this paper a recommend guidelines on safe, secure and acceptable use of BYOD and an extensive policy to give guidance on BYOD usages within the company.	Comment by Carlene Campbell: 
This is an assignment not a paper.
The first aspect would be to look at the guidance of acceptable use. When writing a policy  
To devise a network structure that would enable the freedom of usability of devices connected to the network and ensure the safety and security of the network. 
A Mobile Device Management (MDM) software suitable to ensure all aspects of the expectations of the company is covered. 
This paper will show one way of setting up and implementing a network infrastructure and giving different permissions for different levels of clearances within the company, device a comprehensive policy related to the network, cloud, BYOD, and a software to manage mobile devices. 
To ensure the network has a high availability using nine five to reduce the downtime, ensure the network has a layered approach to reduce data breaches. Identify weaknesses in the system and tackle these to reduce threats and vulnerabilities, obscuring the data, using a cyber shield, ensuring the is a redundancy protocol to safeguard the data and use as back up. Use redundancy with the router to ensure business continuity in the network. Setting up and deploying a web application firewall, endpoint protections and secure gateways.	Comment by Carlene Campbell: 
incorrect word usage
[bookmark: _Toc37181937]2.1 set up a topology.

The first step would be to set up a topology of the proposed network and ensure all security loopholes are covered. Through packet tracer a topology would show how the setup of the network would be and give a pictorial view of the proposed ideas of the network to be implemented. Showing the different levels of users and the secured access points of the end-users, the security, the different layered approaches and the restrictions and permissions set for each level of users.
[image: ]
[bookmark: _Toc37181938]Fig 1.0 Network Topology.
[bookmark: _Toc37181939]2.1.1 Topology.
The topology showing the layout of the proposed network, all end-users connected through router one(R1) will have more access these will include IT management, company executives, Accounting and research. Other groups can be added as and when needed through the IT department.	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.
Router 2 (R2) will manage all other end-users to include human resources (HR), employees and guest wi-fi. These will be managed through the access control system. 
Both the routers and switches have been configured with access to SSH encryption enabling an extra level of security measure for all end-users. SSH also known as secure shell will enable secure channels if the network is unsecured at any point and will ensure data is securely encrypted in plaintext, it provides strong password authentications and public key authentication. SSH also gives access to network and IT managers access to managing the network and applications remotely and to moves files and data securely.	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.
SSH will ensure that a secure encrypted connection between one server and an end user is made before sending and receiving data and information. [1]
[bookmark: _Toc37181940]2.1.2 Access Control Systems.
There are many types of access control systems, some of these include;
1. Discretionary Access Control (DAC), this system gives the owner  full control of managing the entire system but also gives access to end-users to set their own parameters, download software and to set their own security control, this could lead to viruses, malwares and other unwanted security breaches.
2. Mandatory Access Control (MAC), this system gives more control of all access to only the owner and one other to set all parameters within their system, but it does not allow them to have any say into what entities are allowed to have access this is set by MAC which emphasises on its classification of confidentiality and data security.MAC provides end users to connections through user authentication to gain access and to ensure access through a secured network established through security guidelines.
3. Rule/Role-Based Access Control (RBAC), this system is set up and controlled by the IT management or the system administrator, they can control the full access control for the whole system, assigning different access to different staff by means of job roles/job title. This can make it easier if staff change job positions within a company as the system will recognize the job role/title to assign amount of access.  This would be the best choice for the best access control and security with the addition of assigning different users with different access. [2]

[bookmark: _Toc37181941]2.2 Mobile Device Management (MDM).

The proposed mobile device management software to be implemented is Cisco Meraki which would provide CoffeeCapulus with a unified device management from a centralized dashboard, enabling troubleshooting over-the-air and remotely lock and erase devices. The system manager would allow easy deployment of network settings allowing IT departments to adjust restrictions and permissions, give access to wireless connectivity, WPA2 configurations, remote access to all end devices and device VPNs. Cisco Meraki supports BYOD securely by improving and enforcing the data encryption and remote access to all end point devices. Meraki also offers a wireless built in support service to ensure that a secure support services is available on the centralized dashboard. All policies that are related to each level of end users can be implemented automatically through the Aps to enable restrictions or quarantine any device that poses a threat, through the central dashboard see how everyone on the network has connected, identify end user devices and location, software and apps installed on their devices, restrict and block apps and software remotely. The fingerprint technology of the software allows quick access to user’s devices and whilst ensuring security (ADC). The features of the On-device content management enable IT department to manage and deliver documents from the dashboard, sending documents to either one, a few or all devices on the network, having a built-in synchronization helps to keep all devices and software up to date [1] [2].  
Meraki also offer a comprehensive cloud-based architecture solution, this is also controlled through the central dashboard where all the devices on the network can be managed through a simple and secure platform using an application program interface (API). Meraki cloud has data centres around the world where the data is kept secure in multi-tenant servers where customer information is kept safe by restricting access through hashing authentication, passwords and API keys. Customer data is replicated several same region data centres and are backed nightly in real time, this data including the dashboard and APIs are then automatically backed up using third party cloud storage facilities ensuring “they can fail over rapidly in the event of a catastrophic data centre failure”. All the data centres hold certification including Iso27001, PCI, SSAE, and SAS70 Type II. More key features of the data centres are:  [3]
· All data are hashed on the servers including passwords.
· 99.99 uptime service level agreement.
· Real time replication of data between datacentres.
· 24 x 7 automated failure detection. [3]
Meraki offers scalable endpoint configurations easily through the management of the system, this enables the network managers or IT department to secure all end-users settings, access to the network and wireless connections so that end-users do not have access or the need to rely on staff to provision their own devices. This is done remotely through the Meraki secured VPN (Virtual Private Network). Staff need to download and install Cisco AnyConnect, this app allows the device to connect securely to the network using IPSec key exchange and secure socket layer, it then goes through another layer of security connection called adaptive security appliance this layer authenticates the user and encrypts their device ensuring that any data leakage is not readable, sets up Cisco’s secure VPN allowing the user to connect effortlessly in seconds [5].
To make sure that the company’s data that is stored on the mobile devices are kept safe and secure the use of native encryption on each device is essential. This is enforced using authentication and pin to unlock all devices [5].
A component of Meraki that manages the documents and apps on end-users is called Backpack, this lets the company send information to one or all its end-users. It also allows the user to update contents on the devices individually or to all devices. [3] 
Another built in component of Meraki is the secure support for BYOD, it has built in data encryption on all end devices on the network, wireless built-in support enabling remote device wiping for lost or broken devices and access to enable restrictions on the network, this is all included with the Meraki package, an easy to set up and support the use of BYOD without the need for an extra app or software. [4]
Meraki comes with an automatic device classification, this lets the company see all the devices on the network and identify what device it is e.g. iPhone, android, tablet, or P.C, it will then identify if the device is already register on the network and then ask for the required credentials to get right access within the network. [4] 
The cloud troubleshooting tool is integrating into the dashboard is a tool that can get live network and cloud connectivity and analysis on the go, troubleshoot from anywhere including traceroute, live packet captures, throughput and pings, change or enforce security measures on end devices, these can all be done from the dashboard from anywhere. [2]
The out-of-Band control plane separates management data, network data and user data, through wireless access points, switches and security appliances directly on the LAN or WAN. The security has no user traffic going through the data centres of Meraki and is fully PCI and HIPAA compliant. Having a high availability and switching capacity without stacking limitations, unlimited throughput and the ability to add devices without MPLS tunnels. If the network loses connectivity the users can the local network and still have access to their files and printers and be able to share files within the local network. Because of the out-of-band architecture none of Meraki end users will be affected and they will still be able to connect and communicate through either LAN or WAN. [4]	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.
Meraki’s security is second to none, boasting an encrypted tunnel using AES256 encryption, APIs to control of the dashboard to automate deployments and monitor the and control their network, offering high availability (HA) architecture with data centre and catastrophe back-ups, embedded data privacy, level 1 PCI audit, 2 factor authentication, out-of-band cloud management, additional third party securities, remote access to the servers are IPSec, VPN and SHH secured and mandatory operational security training for all staff, these are some of the security implementation included with the Meraki MDM service. [2] [5]
Cisco’s architecture has a simplified BYOD to address the challenges of the vast number of devices, putting the devices into two simple categories – “Secured” and “Trusted and Secured”.
A secured device would be devices that have been registered and have been examined and quality controlled checked through the company’s IT department and have had all necessary changes made to be accessible to use with the company’s network and cloud service, Adding and removing access to some or all of the network. Secured devices will have more restrictions. [2] [5]
A trusted and secured device would be the company supplied or company recommended device, these will have more access on the network and have less restriction, whereas the trusted devices will be limited and restricted. These can be set by the company as to which ones they find the most secured to be on the network. 
Both would be protected using Cisco’s (WSA) web security appliance to block access to malicious websites,  cisco’s (ESA) email security appliance to block all spam and malware. [5]
Devices which have different operating systems and apps will have to install the “AnyConnect” secure mobile client which sets up a VPN secure connection whenever these are opened or used, the MDM tool then authenticates the device and ensures that it complies with the security postures including data and contents encryption and correct PIN before giving access to the network. [3] [5]

[bookmark: _Toc37181942]3.0 Data Flow to Connect to The Network



[bookmark: _Toc37181943]Fig 2.0 Data flow diagram.
A data flow diagram showing the process of the network connection when a device wants to connect to the network.

[bookmark: _Toc37181944]4.0 Policy

As part of the outlined proposal, an in-depth BYOD policy has also been devised this is to ensure staff have a clear outlay of the company’s rules and regulations related to brining your own device to work. An example of this.
[bookmark: _Toc37181945]3.1 This policy applies to all CoffeeCapulus employees in all departments. This policy extents to all internal and external cloud-based services used by CoffeeCapulus. 
[bookmark: _Toc37181946]3.2 It is accepted that all staff will have different levels of privileges within the network. Any breaches of these privileges will lead to these privileges being suspended, an internal investigation by the Executive head of IT and potential disciplinary action.
This outlines who the policy is for and that there will be different levels of access within the network depending on the role of each job.
4.2 CoffeeCapulus will provide each employee with a sim only plan. This sim only contract will be the property of CoffeeCapulus for the duration of the employees’ contract with the company. The sim will terminate on the last day of the employee’s day of contracted work. CoffeeCapulus states that it is the employee’s duty to look after and maintain this sim, if the sim is lost/stolen or damaged it is the employee’s duty to inform the IT department immediately or ASAP to get a replacement.
4.3 The company will not reimburse the employee for any overcharges on any sim card provided by the company. It is solely the employee’s duty to pay all overcharges they incur. 
This shows what the company will contribute towards and what is expected of the staff member and what they should do in the event of the device being lost, stolen or broken.
3.0 [bookmark: _Toc37181947] Acceptable use

5.1 CoffeeCapulus defines acceptable business use as – Any use/activity that is productive, constructive and beneficial to CoffeCapulus industry.
5.2 Employees are restricted or blocked from using certain websites, such websites include but are not limited to all social media websites, personal emails (all work related correspondents should be made through the company’s email), adult contented and restricted/illicit websites and any websites which are deemed unsafe during working hours whilst on the company’s network (if unsure please contact IT department). 
5.3 Employees will disable any camera or video recording capabilities from their device during working hours.
5.4 Employees can download and use apps related to their work from Microsoft, google apps or directly through the company’s IT department.
5.5 Employees will have to take their devices to the IT department for the installation of the company’s mandatory software’s on all devices before access is granted on the network.
5.6 Employees will not share CoffeCapulus’s data with any other company through their devices or any other means.
This part outlines the expectations of the company’s rules and expectations.
The policy also covers safety and security including on and off the premises, cloud computing and connecting from home outlining all the do’s and don’ts. 
The full policy is available in the appendices of this report.

5.0 [bookmark: _Toc37181948]Conclusion

Network and security is an important part of any companies main infrastructure as the increase of mobile devices accelerates and becomes part of our daily lives and using them as an extension of ourselves and integrating them into our daily lives would make sense for any company to include a bring your own device and use as part of a job. Building the network and including it as part of a company can be challenging. Choosing the right network infrastructure and security is vital to ensure your information and data is secure and impenetrable. Once this is set up a policy to ensure that all who connect to the network know the rules and follow these ensures the security of the network and the data. Choosing the right MDM will make sure that the running and maintenance of the network and its security are kept up to date and that it is easily managed by the company, the comprehensive training included with the Meraki package ensures that staff know how to use and manage the system. The recommendation for this network infrastructure would be Cisco Meraki as it is a comprehensive MDM covering all aspects of security and BYOD, it can be easily managed and controlled from anywhere and reduces overheads or the need for 24 hour surveillance of the network. 


6.0 [bookmark: _Toc37181949]References
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[bookmark: _Toc37181951]7.0 Appendices 
[bookmark: _Toc37181952]BOYD Policy.
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[bookmark: _Toc34244892][bookmark: _Toc37181953]CoffeeCapulus Bring Your Own Device (BYOD)
[bookmark: _Toc34244893][bookmark: _Toc37181954]Policy 
[bookmark: _Toc34244894][bookmark: _Toc37181955]1.0 Definitions

[bookmark: _Toc34244895][bookmark: _Toc37181956]1.1 BOYD / Bring Your Own Device = any employee device which is not owned or supplied by the company that wants access to the company network wired or wireless. 
[bookmark: _Toc34244896][bookmark: _Toc37181957]1.2 Company = CoffeeCapulus.
[bookmark: _Toc34244897][bookmark: _Toc37181958]1.3 Employee = All staff who work in any capacity for CoffeeCapulus.
[bookmark: _Toc34244898][bookmark: _Toc37181959]1.4 Approved devices = devices which are compatible, have been examined and quality controlled checked through the company’s IT department, and have had all necessary changes made to be accessible to use with the company’s network and cloud service.
[bookmark: _Toc34244899][bookmark: _Toc37181960]2.0 introduction

[bookmark: _Toc34244900][bookmark: _Toc37181961]2.1 CoffeeCapulus grants all its employees the privilege of bringing their own devices to include Laptops, smart phones, Tablets to use at work for their convenience. This privilege will be revoked if the policy and procedures outlined below are not followed or abided by. This policy is intended for the protection of the companies C.I.A (Confidentiality, Integrity and Accessibility), CoffeeCapulus’s security and integrity of its data and the technological infrastructure. [1] [2]
[bookmark: _Toc34244901][bookmark: _Toc37181962]2.2 All CoffeeCapulus employees must read and sign this policy to agree to and follow all its terms and conditions, in order to be able to connect their own devices to CoffeeCapulus’s network. Breaches of this policy will be treated as a disciplinary matter. [1]
[bookmark: _Toc34244902][bookmark: _Toc37181963]2.3 CoffeeCapulus has a duty to prevent any individuals being drawn into extremism and terrorism, it will report any/all access to, or dissemination of, such inappropriate material will be treated as a disciplinary matter and reported to the government’s anti-terrorism department. [1] [3]
[bookmark: _Toc34244903][bookmark: _Toc37181964]3.0 Scope

[bookmark: _Toc34244904][bookmark: _Toc37181965]3.1 This policy applies to all CoffeeCapulus employees in all departments. This policy extents to all internal and external cloud-based services used by CoffeeCapulus. 

[bookmark: _Toc34244905][bookmark: _Toc37181966]3.2 It is accepted that all staff will have different levels of privileges within the network. Any breaches of these privileges will lead to these privileges being suspended, an internal investigation by the Executive head of IT and potential disciplinary action.

[bookmark: _Toc34244906][bookmark: _Toc37181967]3.3 The company’s IT department will be the data controllers and will remain the main controllers of the company’s data regardless of the ownerships of any devices. As an employee you are responsible for the safety and security of keeping all data safe and secure on your device. Any breach of this must be reported to the IT department promptly. [1] [2] [3]
4.0 [bookmark: _Toc34244907][bookmark: _Toc37181968]Support and Reimbursements

[bookmark: _Toc34244908][bookmark: _Toc37181969]4.1 CoffeeCapulus will reimburse employees a fixed percentage of 35% of the price of a new device. CoffeeCapulus will pay a fixed percentage of 20% towards a replacement device if the present device is deemed not fit for purpose, lost or damaged, this will have to be reported to the company within 24 hours, the device will have to be examined where possible by the IT department and recommendations will have to be sought before reimbursements are issued.
4.4 CoffeeCapulus will provide each employee with a sim only plan. This sim only contract will be the property of CoffeeCapulus for the duration of the employees’ contract with the company. The sim will terminate on the last day of the employee’s day of contracted work. CoffeeCapulus states that it is the employee’s duty to look after and maintain this sim, if the sim is lost/stolen or damaged it is the employee’s duty to inform the IT department immediately or ASAP to get a replacement.
4.5 The company will not reimburse the employee for any overcharges on any sim card provided by the company. It is solely the employee’s duty to pay all overcharges they incur. 
4.6 All device and connectivity queries must go through the IT department for support and advice.
4.7 All devices will have to be checked by the IT department for compatibility for the installation of the company’s apps and software.
4.8 The company’s IT department will take every necessary steps and precautions to prevent any employee’s data being lost, but the company stipulates that the employee must take additional steps to back up their own data regularly.
4.9 All employees are expected to use their devices in a strictly ethical manner at all times. [2] [3]

5.0 [bookmark: _Toc34244909][bookmark: _Toc37181970]Acceptable use

5.1 CoffeeCapulus defines acceptable business use as – Any use/activity that is productive, constructive and beneficial to CoffeCapulus industry.
6.1 Employees are restricted or blocked from using certain websites, such websites include but are not limited to all social media websites, personal emails (all work related correspondents should be made through the company’s email), adult contented and restricted/illicit websites and any websites which are deemed unsafe during working hours whilst on the company’s network (if unsure please contact IT department). 
6.2 Employees will disable any camera or video recording capabilities from their device during working hours.
6.3 Employees can download and use apps related to their work from Microsoft, google apps or directly through the company’s IT department.
6.4 Employees will have to take their devices to the IT department for the installation of the company’s mandatory software’s on all devices before access is granted on the network.
6.5 Employees will not share CoffeCapulus’s data with any other company through their devices or any other means.
6.6 Employees will not send, receive or store any illicit data or materials through or on their devices. [1] [2] [3]

[bookmark: _Toc34244910][bookmark: _Toc37181971]6.0 Security

CoffeeCapulus takes security very seriously and will not tolerate any breaches to this. In order to prevent any security breach CoffeeCapulus states that-

6.1 CoffeeCapulus will require employees to install as well as anti-virus, data encryption and a mobile device management software provided by the company. Employees must provide their device to the IT department before access is granted to the network.
6.2 All devices must have a password on its locked screen/or upon start-up.
6.3 The company will provide each employee a unique password to access the network which will change on a regular basis 30-60 days (IT department will notify employee).
6.4 It is the employee’s responsibility to keep safe their password and not share with any other person. If the employee forgets their password a new one must be regained from the IT department ASAP before they can access the network.
6.5 All devices which have access to the network will activate remote access to the IT department.
6.6 Each device must lock itself if left idle for more than 3 minutes and must be password protected.
6.7 After 3 failed attempts at passwords, the employee’s device will be locked out until they contact the IT department, who will issue a new password.
6.8 The network will prevent Any software or apps that needs to be downloaded and installed. The employee must have approval from the IT department who will issue one-time password after screening the software or app.
6.9 CoffeeCapulus has the right to delete/ restrict any/all devices data relating to CoffeeCapulus if –
6.9.1 An employee’s contract is ended, terminated, or the employee ends their own contract.
6.9.2 An employee loses their device.
6.9.3 A employee sells their device.
6.9.4 A device is damaged.
6.9.5 Any breach of contract including safety and security.
6.9.6 A virus threat or similar threat to the network or technological infrastructure.
CoffeeCapulus has the right to restrict or block any devices without notice, to any threat or breach it deems necessary to protect the company and its employees. This includes but is not limited to jailbroken or tampered devices. [2] [3]

[bookmark: _Toc34244911][bookmark: _Toc37181972]7.0 Safety

[bookmark: _Toc34244912][bookmark: _Toc37181973]7.1 All CoffeeCapulus employees must NOT use any mobile devices whilst driving during working hours. [3]
[bookmark: _Toc34244913][bookmark: _Toc37181974]8.0 Purpose

[bookmark: _Toc34244914][bookmark: _Toc37181975]8.1 The purpose of this policy is to protect CoffeeCapulus’s data, security and technological infrastructure. 
[bookmark: _Toc34244915][bookmark: _Toc37181976]8.2 This policy outlines the appropriate use of its network and the Bring Your Own Device’s (BYOD) acceptable use and guidelines.
[bookmark: _Toc34244916][bookmark: _Toc37181977]8.3 CoffeeCapulus Reserves the right to take all necessary steps and action it deems necessary of the appropriate disciplinary action up to and including the termination of contract/s for noncompliance of this policy. [2] [3]

[bookmark: _Toc34244917][bookmark: _Toc37181978]9.0 Cloud Computing

9.1 [bookmark: _Toc34244918][bookmark: _Toc37181979]Scope
 
9.1.1 This policy applies to all CoffeeCapulus employees in all departments. This policy extents to all internal and external cloud-based services used by CoffeeCapulus. Including but not limited to cloud-based email, the storage of documents, Platform-as-a-service (PaaS), Infrastructure-as-a-service (IaaS) and Software-as-a-service (SaaS).
[bookmark: _Toc34244919][bookmark: _Toc37181980]10.0 Policy

[bookmark: _Toc34244920][bookmark: _Toc37181981]10.1 This policy has been devised to ensure all employee have the access to CoffeeCapulus cloud computing network, to enable employees to work efficiently and have the mobility of continuous connection throughout the premises of the company. It is therefore necessary to ensure the safety of the network and its security is always strictly adhered to protect the company, its data, the company’s confidentiality, its integrity, its accessibility and its network infrastructure.
[bookmark: _Toc34244921][bookmark: _Toc37181982]10.2 Employees are prohibited from opening cloud-based services not approved by the company’s IT department. 
[bookmark: _Toc34244922][bookmark: _Toc37181983]10.3 Employees must not download or install any software not approved by CoffeeCapulus through the company’s cloud network. 
[bookmark: _Toc34244923][bookmark: _Toc37181984]10.4 If employees are unsure, they must seek approval from the company’s IT department, all downloads of software and apps are prohibited unless pre-approval has been sought beforehand from the company’s IT department.
[bookmark: _Toc34244924][bookmark: _Toc37181985]10.5 The intention of the cloud-based service is to ensure that employees have ease of access to the internet for work related purposes.
[bookmark: _Toc34244925][bookmark: _Toc37181986]10.6 The use of such service must comply with CoffeeCapulus’s acceptable use detailed in this policy section 5.
[bookmark: _Toc34244926][bookmark: _Toc37181987]10.7 Any cloud-based websites that require acceptance of terms and conditions or approval must be examined by the company’s IT department before approval to use is granted. Access will be denied until such approval has been made.
[bookmark: _Toc34244927][bookmark: _Toc37181988]10.8 All sensitive and personal data belonging to or associated to the company must not be stored in the cloud under any circumstances, there will be a clear guideline on what data will be allowed to be stored in the cloud in the company’s staff handbook. This will comply with the data protection policy of CoffeeCapulus.
[bookmark: _Toc34244928][bookmark: _Toc37181989]10.9 It is the sole duty of the employee to keep safe their own log in details and passwords, and under no circumstances share these with other co-workers.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have used only websites for your referencing and did not engaged with any academic peer review article to make your work credible. Websites require careful consideration.  Key concept considered.  (Grade mark: 50.00%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]7.5

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS][bookmark: _GoBack]You have demonstrated the underlying understanding and knowledge but depth of research not demonstrated.  See comment above. You have not used the IEEE format to written up your report. (Grade mark: 53.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]8

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You have discussed and proposed MDM, written policy provided but your discussion lacks critical analysis and evaluation. A very detailed flow diagram was done. (Grade mark: 52.50%)
	[bookmark: totalANA]40
	[bookmark: markANA]21

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Your practical design is very basic with basic security measures in place which is password. Not all host in the same LAN can communicates due to improper IP addressing scheme. Proper labelling/naming of LANs and host could be done rather than the default names. (Grade mark: 45.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]9

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your work could do with formatting alignment/justify to make it look more professional. Spell out all acronyms first time used. (Grade mark: 50.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]51%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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