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AbstractThe use of BYOD within the business structure is on the increase, and data security is of paramount importance. Tasked to create a security policy for Hyper-fort, this report outlines the reasons to implement the security policy, the advantages and disadvantages of utilising BYOD in the business and highlighting the best Mobile Device management software to employ. 
         Mobile device manager plus uses encryption software to protect data when accessed remotely or if the device is offline, lost or stolen and enables cross platform capabilities. 
     If the security of data is not taken seriously, it Can lead to Financial complications for Hyper-fort.
     


















Contents


1. Introduction										3
2. Why BYOD?									3
	2.1 Advantages and disadvantages of BYOD					3-4
3. Understanding security policies							4
4. Mobile Device Management							4-5
	4.1 Mobile Device Manager Plus						5
	4.2 Lost or Stolen device							5-6
5. Hyper-fort										6
6. Conclusion										7
7. Appendix
[bookmark: _GoBack]	A. Network Topology								9
B. Data Flow Diagram							10
C. Security Policy								11-16
8. References										18












1.Introduction
It is very important, to maintain the security and integrity of a network that certain organisations depend upon. It is now quite frequent for members of staff to introduce their own personal devices to the workplace and use them for business as well as personal use.
  Making sure that those devices do not jeopardise the everyday operations of the enterprise is very important and certain procedures and regulations need to be implemented to safeguard personal and highly classified data stored within the core structure of the organisation.
2.Why BYOD?
In most of today’s business structures, lowering costs and increasing efficiency’s  is at the forefront of their agendas, and increasing employees rights to ‘Bring Your Own Device ‘ encapsulates both those key points .By giving workers more control of the devices, it is assumed that less training is necessary and more financial gains can be made, as less funds are spent on equipment and running costs[1]. 
BYOD is any employee owned device and includes:
· smartphones, 
· Apple or android tablets, 
· laptop computers
Those listed above can access cloud-based applications and connect to corporate intranets as well as other services such as local networks.
Increasingly popular, 40% of UK businesses currently operated with a BYOD framework[2] while 72.3% of the U.S workforce will operate this way by 2020[3].
2.1 Advantages and Disadvantages of BYOD
From a distance, it is quite reasonable to believe that utilising the BYOD framework in an organisation would financially be a benefit, but this may not be the case. As described below are the for and against of having such a system in place.
Advantages
· Decreased Cost - Saving on costly devices that would need constant upgrading and maintenance is one of the biggest benefits for a company to use BYOD.
· Device Familiarity - Most employees will tend to know their own devices and operate them with ease. Getting used to a different O/S can be confusing and training can be expensive.
· Employee repair responsibility - If any damages should occur, due to droppages or the device no longer works, it is the responsibility of the employee to repair or replace their device at no cost to the employer.
· Device Flexibility - Workers can use their devices for dual purpose, work and personal reasons. If the security policy states that the device can be used outside the confines of the organisation, business dealings can be carried out.
Disadvantages
· Security – Companies are spending large amounts of money keeping their online security system up to date to protect themselves from the latest cyberattacks. They know that any loss of data can result in financial implications, however, employees are unlikely to have such high-grade protection on their device.
· Adapting different operating systems – When a company supplies all the devices used for networking, they can select the same technology with the same operating systems, making compatibility possible. With BYOD, it is likely that the staff have a selection of different devices with different capabilities and operating systems, each running unrelated programmes, making standards difficult.
· Costs for the Employee – the cost of the devices is down to the employee to cover and implementing the use of BYOD would be inconvenient for those who have no such device or even want one. Increased use of the device can lead to depreciation and possible damage. Repair costs would be covered by the employee[4].

3.Understanding Security Policies
All organisations need to protect themselves and their assets which are fundamental to the running and health of the business. These assets can include the employees, computers, location and data which is stored within servers and drives.
  Guidelines and procedures need to be set, that are at the core of the organisations ethics, and once they have been compiled, they become the security policies, which become effective in the event of an audit or litigation. The security policy is the foundation that rules and regulations are built on, and once the policy has been drafted, reviewed and published every member of the corporation including directors must abide by them.
Security policies will highlight what is and is not acceptable within the business and will help employees understand how they should act and realise that a policy breach can lead to severe consequences. Any wrong doing can result in disciplinary action, suspension and job termination.
As a security policy has be available to every employee to implement and cover large amounts of information, the format is very important. Effective policies are easy to understand using a basic language and cover information in a more general manner[5]. 



4.Mobile Device Management
Not all devices use a common operating system, which can lead to requiring multiple licences to operate apps appropriate for the organisation. The main operating systems to consider are:
· Windows
· Apple IOS
· Android 
· Samsung SAFE
· Knox
To keep track of each individual device, making sure they are updated and have the latest software can be difficult, not to mention that most users change the model and make of their device regularly. The availability of a cross platform app would be required by each employee, which would greatly improve their abilities to work more efficiently[6].
        Device management contains more disciplines than just embracing the operating system, such as security measures and end user authorisation, which is why ‘Mobile device manager plus’ created by ManageEngine would be a solid choice.
      

4.1 Mobile Device Manager Plus 
Based on the premises or via the cloud, MDMP is managing tool which can be customisable to match an organisation needs and requirements. This management software supports all types of operating systems using app software which installs a desktop style workstation on to the device. This will rectify the problem with different brands of devices, an end user can use a windows laptop or a Samsung phone the choice will be theirs.
     Employees may use their device for personal reasons in business time and this can bring with it some security complications that may be unforeseen. One way to cure this, is by having a virtual firewall that sits between personal apps and data on the employee’s device and the business apps and data that they can access on their device. It is very important that they are completely isolated from each other, so the employee’s privacy is supported, and the security of the business data is uncompromised. 
       Data leakage is a major security concern with the potential for data to get into the wrong hands, but due to the nature of BYOD, employee’s need to access business resources to achieve their work goals. Once the device has left the building it is open to many activities that could endanger the data stored on that device. Downloading apps or visiting untrusted websites could install malware which could then see your data becoming encrypted and held to ransom. Viruses and trojans can be passed onto the organisations network from the user device which would then put all data at risk. Employee’s will also be capable of interfering with the data, such as printing it out or uploading the information to their cloud storage.
       There are certain ways that data leakage can be reduced in the anticipation that the device leaves the working environment:
· Use session virtualisation - which can automatically log out of the corporate network and encrypt files.
· Have select authorisation - not every member of staff needs full authorisation, limit the data available to the jobs they perform.
· A VPN connection - encrypts the entire path between the mobile device and the organisations network.[7]

4.2 Lost or stolen Device
Mobile devices are getting smaller, more portable and users never go anywhere without them, an unfortunate condition of this, is that they can lose them.
       But loss is not the only dilemma that a user can face, most of the devices that are carried around, tend to be expensive and a target for theft. Thieves can sometimes find more value in the information stored on the device than the device itself, so a speedy response is needed to make sure the information is safe.
The more recent Smartphones and tablets have the capability of being locked or wiped remotely and it is imperative that any loss or theft that occurs is reported to deny access immediately[6]. Having an MDM capable of encrypting data such as Mobile Device Manager Plus is also a must.
     If a device fails and can no longer access the data, it will be up to the employee to replace the damaged device and will come at no cost to the organisation. The data itself will be backed up on a secure server ready to be accessed once the new device is up and running.
     If a member of the business decides to move on and leave employment, it will be possible to remove their access from the AAA server making any login unauthorised. If data is stored on their device, using the MDM can encrypt any files and revoke passwords and login details.

5. Hyper-fort
As you can see by the network topology (see Appendix 1), great care has been taken to ensure that security is paramount to protect personal and customer data. The inclusion of firewalls to scrutinise authorisation before employees are allowed to connect to the cloud or internet and one systematically placed between the servers and intranet to protect the private information which is stored on them. Each BYOD device connecting to the network will be password protected, this will be mandatory in case of loss or theft, the switches and routers will be made secure by acquiring a password to be entered for admission to privilege mode.
         All devices whether wired or wireless will need MDM software installed to increase the probability of all devices, regardless of brand or operating system will communicate with each other and run the same compatible business software. Mobile device manager plus will also add extra security to the user device by installing anti-virus software.
    Due to Hyper-fort’s presence in the energy sector, the types of data that maybe stored on mobile devices include:
· Customer Information - Names and addresses
· Customer personal Information - Age/D.o.B, gender and ethnicity 
· Customer Financial data - Credit/debit card details, sort codes and account number
· Customer service details - Energy usage, monthly payments and type of energy
· Employee Information - Names and addresses
· Employee personal information - Age/D.o.B, gender and ethnicity
· Employee salary details - Wages, direct debit details, NI number, Tax information
· Business supplier Information
· Business overheads information

With the assistance of MDM, all the above data can be protected by limiting authorisation to the employees that need it and also encrypt the data, so It cannot fall into the wrong hands and be used for illegal purposes.

To give an example of how the data will flow through the network, a data flow diagram can be illustrated (see Appendix 2) ,showing evidence and highlighting which type of data is transporting to which part of the intranet. E.g. a BYOD accessing the server. It can also identify data stores and key components of the system that are necessities for the network to run smoothly. These key components can be employee names, types of device or departments that are within the organisation.
      Making sure that all the security measures are followed, a security policy is produced to give ground rules on what the business expects of their employee’s and to underline any consequences if a violation occurs. The policy for Hyper-fort is individualised solely for the purpose of their security (see Appendix 3), it’s designed to take into consideration the use of BYOD when connected to the business network, as well as offline or working remotely.




Conclusion

For any organisation to succeed and remain secure in the world of online, it is abundantly clear that security measures have to be put in place and made the prime objective.
‘But can they be protected 100% of the time’? Cyberattacks evolve and have new strains of viruses regularly, making it very difficult for business to keep a stride of the impending attacks as they cannot comprehend the future. An easy way to rectify this, is by having up to date anti-virus software, firewall and also using an MDM platform, which will include its own types of protection such as encrypting the data on the mobile device and its own virus detection software.
            Having a security policy in place is pivotal, not only to protect the business from wrongdoing  but to safeguard the employee’s competence and job security. The policy should highlight the guidelines of the organisation and the strategy it would like its employees to follow, and if there is any breach of these regulations, disciplinary action can be taken.

“They who can give up essential liberty to obtain a little temporary safety deserve neither liberty nor safety.”- Benjamin Franklin[8]

Data Privacy is a fundamental entitlement that all organisations should take seriously and should not economise with cheap short-term protection. Although using an MDM and having the best form of anti-virus can have an expensive outlay or be an ongoing monthly rate, it would be a mistake not to possess such software. The effects of lost or stolen data can have a bigger financial burden on a business as law suits and compensation cases are prevalent  throughout the media and can result in loss of revenue and even closure. 
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Appendix A 
Network Topology
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[Fig 1] Hyper-Fort Network Topology

The Network structure for Hyper-fort consists of 4 sectors, which make up the overall topology (fig 1). 
· Core structure (Yellow) – This is the central hub, which will require authorisation to access. It will contain all the servers that are crucial to the running of the organisation.
· Wired System (Purple) – An office of computers all wired in to the intranet for sending internal emails, printing capabilities and Can also access cloud services.
· BYOD System (blue) – Remotely connected to the intranet and cloud service via wireless connection. Allows for off-site work and can have a multitude of devices using different operating systems to communicate with each other over an intermediary system.
· Wireless System (Green) – An office of computers setup for wireless connectivity, will give exactly the same functions as BYOD, but are not remote and are owned by Hyper-fort.




Appendix B
DFD Context diagram
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[Fig 2] DFD context Diagram showing access to the Hyper-fort Network

This simple DFD Context Diagram [fig 2], shows how employees, clients and visitors access the Hyper-fort network. Once login has been verified, Staff gain access to their mobile data management system, while visitors can only access limited information through the public server. Management access data regarding sales, expenses and general growth of the business in the form of a report.
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Introduction
The following information regarding security policies are to be carried out by Members of Hyper-fort energy to ensure that all measures are taken to protect data up to the standards of all legislation acts.
Hyper-fort recognises that security breaches are a common factor in this type of organisation, and any risk can have on going consequences for all staff involved and others who use and benefit from our services. Hyper-fort is committed to tackling all security issues and ensures financial resources will be in place to support the delivery of these security measures. 

Purpose
This Policy has been created to ensure that all members of staff will employ this document in their day to day performance and become wholly aware of the guidelines that are set out. It is also to promote a safe environment for all involved, knowing all security arrangements have been provided, which will lead to a problem free culture. The Policy has been written in plain text, to ensure full understanding will take place and no misinterpretation can be responsible.
Objectives of this policy are:
· Making sure the security will not affect employees or members of the public
· Will Follow all legislations, regulations and codes.
· Identify risks and techniques to prevent them. 



Scope
The Policy applies to all employed by Hyper-fort, no exceptions. and identifies the regulations that need to be followed. As the organisation will be highly reliant on wireless technology and the use of mobile devices, the policy will cover remote access and the capabilities of the mobile device management that will be put in place.
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Security Policy
	Function
	Measures
	Reason
	Risk

	Logging On
	Apply Usernames and Passwords- Must be at least 8 letters long and contain 1 special character (e.g. / !) and a number .
	To make it increasingly difficult to enter the mobile device if lost or stolen.
	Confidential data can be accessed by unauthorised personal, and data leakage can occur.

	
	After 5 unsuccessful login attempts the device will lock.
	
	

	
	Use Face recognition or eye/finger scanner.
	Further security as they cannot be replicated.
	

	Apps
	No unauthorised app downloads.
	Malware can be attached to apps and can infect the network.
	Ransomware can encrypt the data stored on the device, and employees will no longer access such data.

	Mobile device Use
	Devices used in company time, must only be used for business purposes. 
	To keep to deadlines and increase productivity and decrease the chance of security breaches.
	If time scales are not met, this could lead to loss of business and minimise incoming finances. Will also increase the chances of data loss or mishaps.

	






Websites
	Devices must not be used for:
Storing or transmitting illicit materials, Store or transmit proprietary information belonging to another company.
Harass others, engage in outside business activities.
Employees will be blocked on certain websites during working hours, while connected to the organisations network.
	All data within the business is unauthorised to outside sources. Information sent to others that can result in abuse is strictly prohibited.


This will be at the discretion of the company. Such websites include, but are not limited to pornographic sites, online gambling and social media sites.
	
Disciplinary action.




Some sites will reduce productivity and will  focus.
The use of gambling sites will result in disciplinary action and loss of employment may occur.

	Software Downloads
	Employee’s MUST install anti-virus software and Mobile Device Management.
	Up-to date anti-virus software to reduce risk of cyberattacks, MDM software to have compatibility across all operating systems.
	Without anti-virus software, harmful cyberattacks can occur.
If MDM was not available, devices with different operating systems such as IOS and windows could not use business facilities.

	
	Devices Must be submitted to IT department for software configuration of Apps, browser and other programs.
	This MUST be done before accessing the Network.
	

	Reimbursements
	Hyper-fort will not be held responsible for the mobile device if breakage or loss occurs.
	Employee is responsible for the costs of the device including repairs, monthly fees, replacements etc.
	

	
	Hyper-fort will cover the cost of the fees brought on by MDM and all software charges that are a necessity for business practise.
	
	

	Access Rights

	Employee access rights are based on User Privilege and are identified by IT.
	personal are unable to access data without proper authorisation.
	Confidentiality will be violated and can result in disciplinary action.

	Remote device
	Hyper-Fort reserve the right to remotely wipe the device for security.

	If the device is lost, the employee terminates their employment, or a data breach is detected. This will secure company data.
	Reduce the risk of data leakage and limit unauthorised personal accessing the data.

	
	Lost or Stolen devices must be reported within 24hr.
	Encryption of data or remote wiping can take effect.
	

	Cloud services
	Employees are not to share any login details with co-workers.
	Employees have authorisation to their specified data.
	Liability for any data that is lost will be down to the employee who disclosed their login details.

	
	Personal cloud storage must not be used.
	The use of business dedicated cloud service for storage and  reviewing only.
	Data stored on a personal cloud, can be manipulated or delivered to unauthorised personal and no longer under the security of the business.

	Data Backup
	Employees must backup all data they have authorisation to.
	In the event of a cyberattack, employees can still gain access.
	If no backup is made, data can be misplaced, lost or encrypted with Ransomware, which can lead to data being inaccessible. 
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