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1. [bookmark: _Toc208489874]INTRODUCTION

1.1 [bookmark: _Toc208489875]Background of the Study

Wireless communication systems have become a vital part of today’s technology, supporting critical applications such as defence, industries, public safety, security systems and consumer electronics. However, as wireless networks become more widespread, they also become more vulnerable to jamming attacks intentional interference that disturbs or disables signal transmission (Pirayesh & Zeng, 2022).
Narrowband Frequency Modulation (NBFM) is widely used in voice communication systems such as Transceivers, which is simple and efficient bandwidth usage (Proakis & Salehi, 2007). Despite of its advantage, the NBFM relay on a fixed carrier frequency that makes vulnerable to jamming especially in a noise prone environment.
To rectify these vulnerabilities, techniques like Frequency Hopping Spread Spectrum (FHSS), which fall under spread spectrum methods have been developed as an Anti- Jammer. FHSS enhances signal security by rapidly switching the carrier frequency over a wide band using a pseudo-random hopping sequence shared between transmitter and receiver (Simon, Omura, Scholtz, & Levitt, 1994).
Now with the advance in technologies, the real time communication system can be evaluated entirely using software such as GNU Radio which can be integrated and deployed with Software Defined Radio (SDR). Advanced Modulation and Anti- Jamming Schemes could be tested and implemented from SDR Platforms which offer low cost and more flexible. Particularly, GNU Radio provides an open-source environment for signal Processing and radio Communications without the need for any dedicated hardware components (Olejnik, 2022). 
This study intentionally introduces Jamming techniques in a NBFM Transmitter and apply FHSS concept as an Anti-jammer employed at the NBFM Receiver contributing a SDR based Communication System. Therefore, developing the design and Simulation for FHSS based Anti- Jamming scheme for NBFM communication System using GNU Radio.
1.2 [bookmark: _Toc208489876]Problem Statement

The open nature of radio spectrum makes wireless communication systems more vulnerable to targeted interference, particularly jamming attacks, which significantly impact the security, accuracy, and dependable functioning of communication systems (Pirayesh & Zeng, 2022). This structural vulnerability makes wireless systems more prone to threats than their wired counterparts, particularly in the form of physical-layer attacks such as jamming (Zou, Zhu, Wang, & Hanzo, 2016). This worseness some critical domains such as emergency responses and public safety where communication interference can be life threatening. 
In electronic warfare, jamming remains a vital method to disrupt communications. Narrowband systems continue to be used in low-data-rate voice systems and public safety networks because of its narrow bandwidth and ease of implementation (Haykin, 2001). However, NBFM systems typically operate over fixed frequencies, making them highly vulnerable to narrowband and sweeping jammers that can easily overpower the intended signal and limited capacity to resist spectral interference (Poisel, 2011). Even secure, encrypted wireless networks are not immune to such threats, as they can still be breached at the basic layer through intended jamming techniques (Brown, James, & Sethi, 2006)
This study suggests using a Frequency Hopping Spread Spectrum (FHSS) method to make narrowband FM (NBFM) systems more resistant to jamming. FHSS works by quickly changing the signal’s frequency, which helps avoid interference. The system is built using GNU Radio and an affordable hardware device (Hack RF), making it easy to use, low-cost, and simple to adapt. The aim is to make NBFM communication more reliable, especially in places with limited resources.
1.3 [bookmark: _Toc208489877]Aim and Objectives of the Study

The primary objective of this project is to design and evaluate a Frequency Hopping Spread Spectrum (FHSS) anti-jamming scheme for a Narrowband Frequency Modulation (NBFM) communication system using GNU Radio. This project focuses on the following main objectives:
First, a complete NBFM communication system is designed and simulated using GNU Radio. This includes implementing the modulation of an audio signal at the transmitter and its demodulation at the receiver. During this process, certain essential parameters such as bandwidth, frequency deviation, and modulation characteristics are analysed.
Next, a jamming signal is introduced at the transmitter end by adding noise sources such as Gaussian Noise. The purpose is to simulate intentional interference and to study its interference effects on the NBFM receiver. The impact of the jamming signal is observed and analysed including frequency spectrum, time-domain, waterfall constellation and audio sinks.
To mitigate the effects of jamming, an FHSS technique is implemented at the transmitter. The system is modified to hop between multiple frequencies based on a pseudo-random sequence, and the corresponding receiver is configured to follow the similar hopping pattern. This method is designed to protect the communication signal by preventing ongoing interference on one fixed frequency.
Subsequently, the system’s performance is evaluated under three different scenarios: Without jamming, jamming without FHSS, and jamming with FHSS. The comparison is based on both qualitative assessments (visual clarity of signals) and measurable parameters such as the Signal-to-Noise Ratio (SNR) and Bit Error Rate (BER).
Finally, the performance of the FHSS-based anti-jamming method is evaluated in the context of NBFM systems. Based on the simulation results, recommendations are given, highlighting possible improvements and important points to consider for future use in real-world software-defined radio (SDR) setups.
1.4 [bookmark: _Toc208489878]Significance of the Study

This study investigates a low-cost, software-based way to make communication systems more reliable against increasing interference threats. By implementing Frequency Hopping Spread Spectrum (FHSS) through GNU Radio and HackRF, this study presents a practical and repeatable approach to reducing jamming in narrowband FM communication systems. FHSS dynamically changes the transmission frequency, making it difficult for jammers to predict or block the signal, especially when the hopping pattern is randomised.

Moreover, this study makes use of open-source software and widely available hardware, allowing researchers, engineers, and emergency services to experiment with and apply anti-jamming methods without the need for costly equipment. It supports both academic investigation and practical implementation by offering valuable insights into SDR-based defences, thereby strengthening the stability of essential communication systems in challenging environments.

Also, the findings from this study may inform the development of more secure wireless protocols and guide future implementations of anti-jamming measures among public-facing and private enterprise communication infrastructures.

1.5 [bookmark: _Toc208489879]Sope of the Study

The scope of this study is to investigate the use of Frequency Hopping Spread Spectrum (FHSS) to reduce the effects of intentional jamming in Narrowband Frequency Modulation (NBFM) communication systems. The system is developed and tested using GNU Radio, where an audio signal is transmitted, then intentionally jammed, and finally protected using FHSS. 

The study is carried out mainly in a software-based simulation environment, with the option to include Software Defined Radio (SDR) hardware such as HackRF if possible (through anechoic Chamber). System performance is assessed using visual analysis tools in GNU Radio, such as time and frequency sinks, along with basic signal quality measurements like clarity of audio and the signal’s SNR (signal-to-noise ratio). 

The focus is on basic, point-to-point communication setups, similar to those used in voice-based systems for public safety or industrial purposes. It does not include encryption methods, large communication networks, or other spread spectrum techniques such as Direct Sequence Spread Spectrum (DSSS). By clearly setting these limits, the study remains focused and practical, providing useful understanding for low-cost and flexible anti-jamming technique.

2. [bookmark: _Toc208489880]LITERATURE REVIEW

2.1 [bookmark: _Toc208489881]Theoretical Background
This section outlines the core technical concepts relevant to the design of anti-jamming solutions for Narrowband Frequency Modulation (NBFM) communication systems. It introduces NBFM and Frequency Hopping Spread Spectrum (FHSS), while also discussing the threat posed by various jamming techniques.
Wireless systems transmit signals using electromagnetic waves that are modulated to convey information. Techniques like Amplitude Modulation (AM), Frequency Modulation (FM), and specifically NBFM are used for this purpose. Such modulation is implemented using digital signal processing environments like GNU Radio, alongside Software Defined Radios (SDRs) such as RTL-SDR or HackRF (Rouphael, 2009).
NBFM is commonly found in voice communication services like public safety, aviation, and two-way radios. Its popularity stems from its efficient spectrum use, providing adequate audio quality and stability to noise, particularly when compared to AM. However, its use of fixed narrow frequencies makes it vulnerable to intentional and unintentional interference.
Jamming is a deliberate act that disrupts normal signal reception. It can prevent key communications from being received, especially in military or emergency services (Cybersecurity and Infrastructure Security Agency, 2020). Simple tools such as USB-based SDR devices are often sufficient to interfere with vulnerable systems (Pirayesh & Zeng, 2022). Specialised techniques like FHSS or wideband signalling are therefore necessary to preserve reliable communication.

2.1.1 [bookmark: _Toc208489882]Narrowband FM Systems
NBFM is a form of frequency modulation where the carrier wave’s deviation is limited, creating a narrower bandwidth (Haykin, 2001). This makes it ideal for use within tightly constrained frequency bands, improving channel availability (Stallings, 2005).
It is especially valued in mobile contexts, such as push-to-talk radios and legacy communication platforms used by police or emergency services, due to its low power consumption and operational simplicity (Feher, 2004).
However, due to its fixed-frequency nature, NBFM can be overwhelmed by stronger signals. In busy urban environments, overlapping transmissions can create congestion, resulting in communication breakdowns (Poisel, 2011). Furthermore, NBFM receivers are susceptible to the capture effect, where stronger nearby signals override the intended transmission.
Researchers are therefore examining solutions that preserve NBFM’s simplicity while enhancing its adaptability. FHSS is a promising approach where the transmission hops between predetermined frequencies, making interception and jamming more difficult (Simon, Omura, Scholtz, & Levitt, 1994). This technique can be layered over existing systems, providing enhanced robustness without requiring major infrastructure changes (O’Shea & Clancy, 2016).
2.1.2 [bookmark: _Toc208489883]Jamming Types
Jamming involves the intentional transmission of signals to disrupt authorised communication. NBFM systems are particularly vulnerable because of their fixed and limited frequency range (Poisel, 2011).
Tone jamming works by transmitting a continuous wave on the same frequency, overpowering the legitimate signal. As NBFM often lacks advanced signal processing such as adaptive filtering, this can be highly disruptive (Haykin, 2001).
Sweep jamming transmits signals that rapidly move across frequencies. Though brief at each point, these interruptions can heavily affect systems using closely spaced channels, as seen in emergency communication networks (Zou, Zhu, Wang, & Hanzo, 2016).
Noise or broadband jamming involves flooding an entire frequency band with random noise. This is especially effective against low-power systems like NBFM, which are easily overwhelmed (Stallings, 2005).
Understanding these jamming approaches helps in designing robust defences. FHSS mitigates tone and sweep jamming by frequently changing the active transmission frequency, thus complicating attempts to interfere (Simon, Omura, Scholtz, & Levitt, 1994).
[bookmark: _Toc208489884]2.1.3 FHSS Basics
FHSS is a spread spectrum technique where the signal’s carrier frequency hops across a set of channels in a pseudo-random sequence. This makes interception and interference more difficult, as the signal does not linger on a single frequency (Simon, Omura, Scholtz, & Levitt, 1994).
The transmitter and receiver must be synchronised, following the same hopping sequence to maintain communication. For a jammer to be effective, it must predict the hopping pattern or jam a wide frequency band which require substantial power and complexity.
Integrating FHSS with NBFM offers a practical solution to improve adaptability without introducing significant complexity or bandwidth demands. Such hybrid systems are suitable for environments with limited technical resources but critical communication requirements, such as public safety operations (Stallings, 2005).
GNU Radio provides a robust platform for implementing FHSS within SDR environments. It enables real-time frequency control and analysis, making it well-suited for developing and testing anti-jamming solutions (O’Shea & Clancy, 2016).
2.2 [bookmark: _Toc208489885]Review of Relevant Works 
Numerous studies have explored ways to enhance the resilience of wireless communication systems against jamming, particularly those that use Narrowband Frequency Modulation. Foundational research by Simon et al. established the theoretical basis for Frequency Hopping Spread Spectrum as an effective countermeasure. 

Later investigations have focused on practical implementation within software defined radio platforms. O’Shea and Clancy demonstrated how tools such as GNU Radio can replicate jamming conditions and assess the reliability of modulation schemes, making it possible to conduct flexible and affordable experimentation without the need for specialised hardware. 

Pirayesh and Zeng further examined how modern wireless systems are exposed to low-cost jamming devices built using commercially available components, emphasising the demand for adaptable and lightweight strategies to mitigate these risks. 

Altogether, these works highlight a consistent focus in the research community on the development of practical and efficient solutions that can be integrated into existing systems. This provides strong support for the present study, which aims to design and evaluate a Frequency Hopping Spread Spectrum based anti-jamming approach for Narrowband Frequency Modulation systems using GNU Radio.
2.3 [bookmark: _Toc208489886]Research Gap
Although considerable research has been conducted on jamming and anti-jamming strategies in wireless communication, there remains a distinct lack of focus on Narrowband Frequency Modulation (NBFM) systems in conjunction with Frequency Hopping Spread Spectrum (FHSS) within software-defined radio environments. Much of the existing work tends to concentrate on modern, digital communication systems or wideband modulation schemes, while overlooking the practical limitations of legacy analogue systems still in use today. 

Studies that addresses the NBFM often highlight its risk to interference but stop short of presenting viable, low-complexity countermeasures that can be implemented on accessible platforms. Moreover, while GNU Radio is widely acknowledged as a flexible tool for simulating wireless systems, its application in demonstrating FHSS integration with NBFM remains hidden. 

Therefore, a clear gap in the literature for a practical, spectrum-efficient solution that leverages the simplicity of NBFM with the adaptability of FHSS, particularly one that can be prototyped and tested using open-source tools without the need for expensive hardware. This research seeks to address that gap by developing and evaluating an FHSS-based anti-jamming approach tailored specifically for NBFM systems within the GNU Radio environment.
2.4 [bookmark: _Toc208489887]Summary
This chapter has provided a conceptual background for Narrowband Frequency Modulation (NBFM) and its limitations under jamming conditions. Various types of jamming were discussed, and Frequency Hopping Spread Spectrum (FHSS) was identified as an effective method for enhancing communication reliability. 
The integration of FHSS with NBFM, especially in SDR environments like GNU Radio, has been supported by prior research. These findings justify the present work, which focuses on developing a practical and low-cost anti-jamming solution suitable for existing NBFM systems.

3. [bookmark: _Toc208489888]RESEARCH METHODOLOGY
3.1 [bookmark: _Toc208489889]Research Design
The aim of this research is to design, implement, and evaluate a Frequency Hopping Spread Spectrum (FHSS) scheme to enhance the resilience of Narrowband Frequency Modulation (NBFM) systems against jamming attacks. The research design adopts a practical, experimental approach using GNU Radio and Software Defined Radio (SDR) platforms to simulate both communication and interference scenarios.
3.1.1 [bookmark: _Toc208489890]Research Objectives
· To develop an FHSS-based overlay for conventional NBFM systems.
· To simulate different jamming techniques (tone, sweep, and broadband).
· To assess system performance under jamming with and without FHSS.
· To evaluate feasibility for integration into existing NBFM-based infrastructure.
3.2 [bookmark: _Toc208489891]System Architecture
The system is divided into three main components:
· Transmitter: Generates voice-modulated NBFM signals with FHSS frequency control.
· Receiver: Synchronises with the hopping pattern to decode the signal.
· Jammer: Simulates tone, sweep, and broadband jamming across the channel range.
The system flow for both the baseline (non-FHSS) and FHSS-enhanced NBFM are shown in Figures1,  2 and 3 below. These diagrams illustrate the main signal processing and control paths.
[image: ]
			Fig 1: The Transmitter and Receiver Blocks without FHSS Technique
Flowgraphs are used in GNU Radio Companion (GRC) to visually design and test each block, ensuring modular development.
[image: A diagram of a computer hardware system
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Fig 2: The NBFM Transmitter block with FHSS
[image: ]
Fig 3: The NBFM Demodulation Receiver Block with FHSS

3.3 [bookmark: _Toc208489892]Tools and Platforms
The implementation is carried out using GNU Radio, an open-source signal processing toolkit that provides graphical and script-based programming environments for radio system development. It supports modular block-based design, real-time signal visualisation, and custom algorithm integration. The system is tested on host PCs and optionally extended to work with SDR hardware like RTL-SDR or HackRF for over-the-air testing. Python and C++ are used for any required custom blocks or extensions.
3.4 [bookmark: _Toc208489893]Implementation Plan
The project proceeds in the following phases:
Phase 1: NBFM System Design: Develop a basic NBFM transmitter and receiver using GNU Radio blocks. Audio signal processing, frequency modulation, and demodulation are validated.
Phase 2:  Jamming Integration: Introduce interference sources such as Gaussian noise and tone jammers into the system to simulate real-world threats.
Phase 3:  FHSS Integration: Implement FHSS by designing a hopping algorithm and modifying the transmitter and receiver to support synchronised frequency changes.
Phase 4: Testing and Evaluation: Perform controlled experiments to evaluate the system under three conditions: no jamming, jamming without FHSS, and jamming with FHSS.
Phase 5: Results Analysis and Reporting: Analyse signal quality, BER, and SNR data. Visualise results using spectrograms, constellation plots, and audio sinks.
3.5 [bookmark: _Toc208489894]Performance Metrics
The effectiveness of the FHSS-based anti-jamming scheme is assessed using both qualitative and quantitative performance metrics:
· Signal-to-Noise Ratio (SNR): Measures the strength of the desired signal relative to background noise.
· Bit Error Rate (BER): Quantifies the number of bit errors in the received signal.
· Spectrogram Analysis: Visual inspection of frequency activity and interference presence.
· Waterfall Display: Helps observe the dynamic changes in the signal over time.
· Audio Output Quality: Subjective evaluation of clarity and intelligibility of demodulated audio.

4. [bookmark: _Toc208489895]PROJECT PLAN
This project follows a clear and structured plan, moving step by step from proposal development to final submission. Each stage builds on the last, helping to keep the research focused and on track, with regular reviews to guide progress.
4.1 [bookmark: _Toc208489896]Project Timeline
The project is structured into sequential phases beginning with proposal development, literature review, and system design. This is followed by simulation setup, jamming scenario implementation, and FHSS integration using GNU Radio. Regular progress reviews are planned to ensure research objectives are met. The final stages include testing, performance evaluation, thesis writing, and submission. 
The Gantt chart below outlines the timeline and dependencies of each research activity.
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4.2 [bookmark: _Toc208489898]Risk Management
Effective risk management is essential to ensure the smooth progress of the research project. This study anticipates several potential risks, including technical challenges in implementing frequency hopping algorithms, compatibility issues with GNU Radio and SDR hardware, and delays in experimental setup or data analysis. Personal and external factors, such as time constraints or access to resources, may also affect timelines.
[bookmark: _Toc208489899]Risk Management Table
	S.No
	Risk
	Impact
	Mitigation

	1.
	Difficulty in FHSS implementation
	Delays system design
	Break into steps, use documentation, seek expert help

	2.
	SDR and GNU Radio incompatibility
	Testing fails
	Test early with compatible hardware

	3.
	Limited access to SDR hardware
	Slows practical validation
	Plan simulations first, book lab sessions in advance

	4.
	Unexpected jamming behavior
	Affects evaluation accuracy
	Simulate various jamming types beforehand

	5.
	Inaccurate hopping synchronization
	Signal loss
	Implement and verify timing control mechanisms

	6.
	File loss/corruption
	Work setback
	Keep regular backups, use cloud or version control

	7.
	Software bugs or crashes
	Interrupts progress
	Regularly test blocks, save incremental changes


To address these risks, contingency plans are incorporated at each phase. Regular reviews, version control for code development, and maintaining backup data will help mitigate technical failures. In case of hardware limitations, simulations will be prioritised before real-time testing.

5. [bookmark: _Toc208489900]EXPECTED RESULTS
5.1 [bookmark: _Toc208489901]Expected Outcomes
This research is expected to result in the successful design and simulation of a Frequency Hopping Spread Spectrum (FHSS) anti-jamming scheme tailored for Narrowband Frequency Modulation (NBFM) systems. The outcomes includes:
· A working prototype of the NBFM system with and without FHSS.
· Implementation of different jamming scenarios (tone, sweep, and noise).
· Quantitative performance analysis using performance measures such as SNR and BER.
· Demonstrated improvements in signal robustness under jamming conditions due to FHSS.
· Flowgraphs and modules developed on GNU Radio that can be reused or extended in similar research.
5.2 [bookmark: _Toc208489902]Contribution to Knowledge
This study contributes to the growing body of research in software-defined radio and secure wireless communications by
· Demonstrating a low-cost, adaptable anti-jamming technique using open-source tools.
· Providing a tested and documented GNU Radio implementation of FHSS for NBFM.
· Offering practical insights into defending legacy analog systems still widely used in public safety and emergency communications.
· Filling a gap in research where limited work has been done on applying FHSS to analog FM systems in the SDR domain.
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