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Take a Note: Any predefined Passwords, Keys, Banners and Hostname are Case Sen:

Part - A Basic De:

Configuration (20 Marks)

1. Configure Host Names on each device (Based on the Labels in the Topology)

2. Assign Encrypted Privileged Password cisco123 to all the Routers

3. Configure console connection: Password is ciscocon for all the Routers, Set logging synchronous.

4. Configure Virtual Terminal line: (Permit only lines: 3), Password s ciscovty for all the Routers, Allow only SSH and local login

5. Disable DNS lookup in all the routers

6. Encrypt all the passwords in all the routers

7. Set motd banner: @ Authorized Users Only_ @ for all the Routers. Note, use special character @ to begin and end the banner as stated in the red, under

Part - B and C Route Configuration and Network Connectivity (80 Marks)

8. Configure all devices

9.0n R1, configure IPv4 static route to reach R2 and R3 networks using exit-interface, excluding L0209 network.

10. On R2, configure 1Pv4 static route to reach R1 and R3 networks using exit-interface, excluding L0209 network.
11. On R3, configure IPv4 static router to reach R1 and R2 networks using exit-interface.
12. Configure default static route for all networks to reach L0209 network using next-hop ip address.

13. Set the bandwidth on ser

inks to 512kbps.
14. Set the clock rate on DCE to be 64000

15. On R1, configure IPV6 static route to reach R2 and R3 networks using exit-interface, excluding L0209 network.

16. On R2, configure IPV6 static route to reach R1 and R3 networks using exit-interface, excluding L0209 network.
17. On R3, configure IPV6 static router to reach R1 and R2 networks using exit-interface.

18. Configure 1Pv6 default static route for all networks to reach L0209 network using next-hop ip address.

19. Using 1024 bit RSA keys configure SSH access on R1. Use domain soac.com, username: admin and encrypted passwor

Using ping command, verify end-to-end connectivity for both IPv4 and IPv6 networks::

20. From PC1, ping PC2
21. From PCL, ping L0209,

22. From PC2, ping L0209,

Verify SSH Connectivity

23. From PC1, establish telnet connection to R1.
24. From PC1, establish SSH connection to R1.

Submission Requirement
Time Elapsed: 02:05:43

[JTop |Check Results| |Reset Activity|

1P address as shown in the Addressing table and network topology. Configure both IPv4 and IPv6 address. For IPv6 address, configure appropriate Link Local address manually

: Sw@ns3a.

Completion: 82%
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