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[bookmark: _Toc101958859]Abstract/Synopsis
[bookmark: _Toc101958860]This abstract will highlight the key points for the entire project. The first chapter focuses on the aim, objectives, and structure of the project. The next chapter concentrates on the overall research that has been completed, where it goes through all different topics on Network Vulnerability Scanners, like the function, purpose, comparing existing scanners, different scans, configuring a scanner, and production results, and Penetration testing. Chapter 3 focuses on the research methodology where the entire research overview is gone through, for example, the research process, philosophy, methodology, approach, strategies, choices, time horizons, and techniques and procedures. Chapter 4 is based on Design and Implementation, where the problem formulation, overall design, and implementation are explained. Chapter 5 concentrates on the development of the prototype, for example, the port scanner, banner retriever, and vulnerability scanner. Chapter 6 is the testing and Evaluation of any mistakes that happened. Chapter 7 focuses on conclusions and recommendations for further development. Chapter 8 is the Reflections section, chapter 9 is the references for the entire project, and lastly, chapter 10 concentrates on the appendices, where the figures, ethics form, and logbooks are kept.
Chapter 1:
[bookmark: _Toc101958861]1.1 Introduction
Within this project, a detailed schedule will be demonstrated as to how I intend to develop the idea of this project and come to a finalized deliverable, which intends to be a syntax network vulnerability scanner. The idea of the project is based on a realistic ongoing issue within the network security sector. It is to highlight the importance of network security and is worth an investigation into as security plays a crucial part within networks today.
For the project to be an overall success, it requires the scanner to achieve success scanning a home network to uncover vulnerabilities within the network. The scanner will benefit others as information from the scan will be produced and methods of how the user can then implement further security into the network structure.
[bookmark: _Toc101958862]1.2 Aim
The overall aim of the project is to design a syntax prototype network scanner that helps users successfully run basic scans to uncover network vulnerabilities and acquire the required information to help overcome common network attacks within the users’ home network system.
[bookmark: _Toc101958863]1.3 Objectives
The objectives laid out are what is intended to be reached to achieve the aim of the project. The order in which the objectives are completed is presented below:
1. Conduct a critical literature review to explore for information on network vulnerability scanners and previously configured scanners, different types of scans, configuring a scanner, and producing results of the scan.
2. Design an experimental prototype that includes features that would discover vulnerabilities. Design the prototype based on a syntax code by using a preferred coding language such as Python.
3. Perform Penetration Testing within a configured simulation where the results of different attacks are produced. This will discover how to overcome attacks and which security will secure the network. The results will help on what to implement into the scanner for further experiments.
4. Evaluation of what the users will benefit from, which will be a simulation of the scanner to show the effects. A detailed summary of how the prototype will secure most attributes and provide information to protect from vulnerable attacks.

[bookmark: _Toc101958864]1.4 Structure of the Project
The project will be based on a structure made of four sections. Firstly, a critical literature review is to be conducted, which will be to expand my knowledge of network vulnerability scanners, where information on different scans, configurations methods, and producing scanner results will be discovered. Exploration into previous experiments created by other individuals will also be done to gather further in-depth information which underpins the project.
The second section is the design and implementation stage, wherein in this case a syntax code will be implemented off a vulnerability scanner configuration method, which will then be experimented with and tested to discover vulnerabilities within a simulation. The software and hardware required to complete this project are all stated here.
The third section is the Penetration testing stage, where the implemented syntax prototype is put to test within a simulated network structure, using metasploitable where the vulnerabilities can be discovered. The information produced will help uncover which vulnerabilities are in place and solutions to try and overcome them.
Finally, an evaluation of the results from the penetration testing will be made to discover the users' benefits from this prototype and what they will be protected from if the suggested solutions are put in place.

Chapter one delivers a background summary of the report, specifying the aim and emphasizing the objectives necessary for a successful outcome.

Chapter two concentrates on the research and review of literature that has been completed to gather a clearer understanding and required information to configure a development process for the prototype.

Chapter three details the research approach and design that will ultimately provide the research needed to ensure that the required path for the project is used to be able to achieve overall success within the entire project.

Chapter four outlines the design and implementation for the project, as this provides the required details of how the prototype is intended to be designed and how the implementation had been set up to be able to bring the development stage.

Chapter five examines the development stage of the project, on how the prototype was developed. It explains how all the different programs have been combined into creating the final prototype and achieving completion.

Chapter six focuses on testing and evaluation, where after completing the prototype itself, the testing stage had begun to discover if any mistakes were made throughout the stages and to gather the required information for a solution to the problem.

Chapter seven focuses on conclusions and recommendations on the project, where the conclusion focuses on what has been done throughout the project and been achieved to the best results, and the recommendations that have been made to improve on specific areas within the research section for future projects as more appropriate information can be gathered.

Chapter eight gathers insight into the reflections of how the aim and objectives have been addressed and achieved within the project.

Chapter nine has collected all the mentioned citations throughout the project which consist of reliable sources that provided the required information to aid the project. All references are used to bring together all the information and help conclude each chapter.

Chapter ten is based on the appendices, where all the required documentation can be found, for example, the project management report that consists of the original Gantt chart and the actual Gantt chart that was followed. The other documents are the ethics form and the logbooks from all the scheduled meetings with my supervisor, Carlene.
[bookmark: _Toc101958865]Chapter 2 – Research & Review of Literature
[bookmark: _Toc101958866][bookmark: _Toc101958867]2.1 Introduction
Within this chapter is most of what research had been discovered within the Literature Review. The content within this chapter is in line with the aim and objectives presented and what is required to be gathered to achieve success within the overall aim. The content gathered was from reliable sources and conclude how that piece of information is utilized for achieving the aim and objectives.
2.3 What are Network Vulnerability Scanners?
[bookmark: _Toc101958868]The overall functions of the scanner
This Literature review is, to begin with gathering an understanding of what a network vulnerability scanner is, for example, as found in the following article [1], “Vulnerability scanners are useful to discover security flaws within each system as well as whole network”, where it can be used to detect any flaws that can be accessed by attacks and cause harm to the network. Whereas “if already known security flaws are not fixed then an attacker might try to exploit the vulnerability and gain information” of what is required to then be able to hack into the network. There are functions to be found within vulnerability scanning which enable the tool to be used to exploit any harmful vulnerabilities within a network, where “it scans the network for vulnerabilities by testing weaknesses and by gathering information about different entities active in the network” [2]. It is described that the scanner works through a specific method, where it “makes conclusions and reports the vulnerabilities it found in the network”.
         A variety of organizations use a range of different functions within the configured vulnerability scanners to discover different information from the scan to produce a unique result which ensures that the scanner configured can gather specific information in which it can benefit the user so they know in detail what vulnerabilities had been found and present a solution for how the user can then overcome those vulnerabilities that are most dangerous to be exploited and be used to harm the network. A good example of an organization that uses unique functions within the scanner is the Nessus vulnerability scanner which is developed by Tenable Network Security [3], where they have declared that their scanner “has been found to have better functionality and performance than other available scanners” which could be an indication that this specific scanner can produce results more efficiently and faster than other scanners which would improve the performance rate of the overall scanner. Another example of a scanner that is designed uniquely is the OpenVAS vulnerability scanner, where it is described that the scanner carried out “expert-based and user-based testings”, where the expert-based testing is “carried out by employing the heuristic analysis and cognitive walk” and as for the user-based testing, it is “performed by selecting 10 cybersecurity expects as participants” to produce efficient results for when the scanner is put into practice with clients.

[bookmark: _Toc101958869]Why were they invented?
Vulnerability scanners were created for “compromises to be avoided” in future stages within networking and other areas within computing, as explained by the following source [4]. Before Vulnerability scanning as a tool to discover the potential exploits, it was found that “based on data collected by SecurityMetrics Forensic Investigators, it took an average of 166 days from the time an organization was vulnerable for an attacker to compromise the system”, where once the attacker had compromised the system, they “had access to sensitive data for an average of 127 days” and those types of “system compromises can and often lead to irreparable brand damage and expensive data breach fines to breached organizations”. These types of attacks have happened before vulnerability scanning had been introduced where organizations have “inherent security weakness in systems or technology”, or where an “organization becomes vulnerable because they fail to apply a security patch or make system modification without properly updating related security protocols”. If vulnerability scanning was around, then these “compromises could have been avoided if they had tested their environment”.
         It was then found in a different source the original idea of why vulnerability scanners were created in the first place, and this is “to gather information about a network and identify security gaps that hackers can use to access it”[5].

[bookmark: _Toc101958870]What do they detect and how do the scanners detect this data?
Vulnerability scanners are a security tool that is used to “define, identify, and classify security holes (vulnerabilities) in a computer, server, network, or communications infrastructure” [6], where the scanner detects any “missed patches on target systems”.

[bookmark: _Toc101958871]2.4 What they protect against?
These scans mentioned within the previous section are what can be used to avoid any attacks to be executed on the systems to exploit any confidential information. As this project is based on a network vulnerability scanner, a more detailed look will be made into vulnerabilities that are linked to networks

[bookmark: _Toc101958872]Vulnerabilities Linked to Networks
There are all different types of vulnerabilities that are connected to networks, for example, there is VLAN hopping which can consist of different types of attacks that can exploit the information included within the target source. VLAN hopping itself is where “the attacker can send traffic from one VLAN into another” [7]. Another main attack that attackers use when VLAN hopping, is where “the attacker is connected to an interface in access mode with the same VLAN as the native untagged VLAN on the trunk”, which allows for the network to be used for a DOS attack if required. Switch Spoofing is another attack, where “DTP frames” are sent to a switch port to turn it into a trunk port which allows the attack to “receive all traffic from the other VLANs” [8].
         Another type of vulnerability linked to networks is DNS Cache Poisoning, where “attackers can poison a DNS cache by tricking DNS resolvers into caching false information”, which means the resolver sends the incorrect IP address to clients and will be directed to the wrong place [9].
[bookmark: _Toc101958873]Tables/Diagrams of the recent vulnerability attacks 
Shown below are the recent vulnerability attacks that have occurred from February to April 2021, as found in the following source [10].
[image: Vulnerability category distribution for CVEs registered as network attack trends February-April 2021.]
Figure 1: Recent Vulnerabilities

As shown within the above table, Cross-site scripting was the most used attack back in 2021, as “web applications are one of the most popular types of software”. 
[bookmark: _Toc101958874]2.5 Compare previously made scanners through articles
[bookmark: _Toc101958875]The differences and similarities to the features and the way it has been configured, designed, and implemented

As explained in the following source [11], there is a comparison table of which features were used in both vulnerability security scanner tools.
[image: Graphical user interface, text, application, chat or text message
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Figure 2: Comparison Table [11] 

The features that have been mentioned within the table are what the users have found beneficial when using the tools. It is explained that Nessus “supports a large set of vulnerability scanning types”, whereas OpenVAS can scan for the same things apart from “configuration assessment based on different benchmarks” and “configurable results and huge community support” [11]. It has been described that Nessus “supports a huge range of compliance”, whereas OpenVAS “supports baseline security” but OpenVAS is used purely by beginners that require more instructions and a smaller amount of detail but enough to understand the baseline of what has been scanned and needing to be secured throughout the network infrastructure. Nessus is then mainly used by professionals to perform security assessments to ensure, for example, that an organization's network infrastructure is secure, and that no breaches can be made. OpenVAS is more user-friendly to support a local home network system where it can detect vulnerabilities with basic scanning tools.
[bookmark: _Toc101958876]What suggestions were mentioned from other projects to avoid doing in future projects
As explained within the following article [12], it is explained that after performing a comparative study between Nessus and Retina, Nessus has proven to be well performed when it comes to vulnerability identification, whereas in terms of speed, Nessus proved to be slower than Retina due to a “Web Application module” being active, as Nessus is primarily used with network infrastructures and not web. An improvement to be made here would be to develop the scanner to be able to deal with web applications alongside network applications.
         As for OpenVAS, as seen within the following source [11], OpenVAS had not proven to be best for checking CVEs, checking the CVEs by risk rating, and checking CVEs using remote checks. It would be best for the OpenVAS to develop its tool into being able to check for CVEs in future tests as it can be used for more uses and prove to be a more accomplished vulnerability scanner, where it can check for active CVEs within a specified network.

[bookmark: _Toc101958877]2.6 Different types of scans that can be done
As found in the following source [13], three different types of scans can be run to test infrastructures, which are: “network vulnerability scanners, Web application vulnerability scanners, and Open-source vulnerability scanners”. There are different types of scans due to the different infrastructures used. As for the scanner that this project is based on, which is the network vulnerability scanner, these scans “work against a database of known vulnerabilities”, where “many of these databases rely on the Common Vulnerabilities and Exposure (CVE) Program’s free and comprehensive catalog of known software and firmware vulnerabilities”. A Web application vulnerability scanner is a “software program which performs automatic black-box testing on a web application and identifies security vulnerabilities”, as explained in the following source [14]. The way the scanner does this is not by “accessing the source code” but by performing “functional testing and trying to find security vulnerabilities” And last, the Open-source vulnerability scanners, as the example was presented previously, the OpenVAS scanner is an open-source vulnerability scanner which indicates that this scanner is capable of “unauthenticated and authenticated testing various high-level and low-level internet and industrial protocols, performance tuning for large-scale scans and a powerful internal programming language to implement any type of vulnerability test”, where this scan “obtains all the tests for detecting vulnerabilities from a feed that has a long history and daily updates”, as found on the OpenVAS source [15].

[bookmark: _Toc101958878]Most recommended scans to perform for the most recent attacks
[image: Graphical user interface
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Figure 3: Live Cyber Threat Map [16]

As shown, the above figure produced by the following source [16], presents the amount of “Recent Daily Attacks” that have been performed from the end of last year to the present time. The information shown below is the top three malware types that have been used to attack other users.

[image: A screenshot of a computer
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Figure 4: Live Cyber Threat Map Results [16]

As these have been proven as the “malware types with the highest global impact in the last day”, for these attacks, the most used malware types were Adware, Backdoor, and Botnet. To detect the adware attacks within a system is detecting “the appearance of pop-up advertisements and applications that you are unfamiliar with and on browsers where they had not been displayed before”, where some examples have been produced by the following source [17], “Lagging performance and eventful crashing, Unrequested changes to your browser homepages, Appearance of new extensions and toolbars, Web pages not displaying properly, and Unwanted software installing”. To detect Backdoor attacks, as found on the following source [18], an “advanced antivirus software” is highly recommended to detect backdoor attacks as it uses “tools like Wi-Fi monitoring, an advanced firewall, web protection, and microphone and webcam privacy monitoring” where it keeps the security standard to a maximum level. And lastly, to detect if a botnet attack is taking place, the same method of detection can be used when looking to detect backdoor attacks, as botnet attacks are “uniquely different in how it is set up, how it grows, and why it exists, which makes it hard to detect”, so by using antivirus software, this creates a more protected environment and makes it more difficult for the spread of the botnets to gain access to the system [19].
[bookmark: _Toc101958879]Scans performed to report back the most important protection needed.
[bookmark: _Toc101958880]As following the “Top Malware Types” of attacks that have occurred recently, the way to protect the system against adware attacks is to “Use an ad blocker, pay for premium, ad-free versions of popular services” or “Use an antivirus”, where this software “can be used to block malicious adware”. Using an “adware removal software” can ensure that it will “clean up any unwanted programs” that can be lurking within the system, as explained in the following source [20]. As for backdoor attacks, the way to protect the system against those is to “have a firewall running on the system”, to ensure that it “blocks entry point unauthorized access meaning execution of port binding backdoor will be nearly impossible”. It is also mentioned that having a “strong network monitoring” system in place for open source-based programs to ensure that it comes from “reputable sources”. All these defense methods can be sorted by installing antivirus software in place, which can “add a layer of security” to the system [21]. And lastly, for botnet attacks, as explained within the following resource [22], it is suggested to use a firewall as a firewall is the “first layer of defense and the most basic cybersecurity tool” that can be used. This also indicates that an antivirus can be used to prevent these attacks from happening within the systems too as most antivirus software comes included with a built-in firewall and network monitoring.
Extended Literature Review 
[bookmark: _Toc101958881]2.7 Configuring a Scanner
When configuring a vulnerability scanner, a certain requirement is needed to ensure that the tool is to work as efficiently as possible. There are specific features that are needed to allow the vulnerability scanner to scan a specified network and be given the correct tools to analyze the collected data within the vulnerability library provide to provide the correct information to the users on which vulnerabilities are active within their home networks.

[bookmark: _Toc101958882]Features needed
The tools require a scanning feature installed to be able to access the “computers, websites, and internal and external network structures to detect cybersecurity weaknesses” so the vulnerability scanner can detect these vulnerable areas and report to the users on which specific vulnerability is active. After scanning is to detect which ports on the specified network are open for the vulnerabilities to be latched onto, so a port scanner would need to be developed for the tool to be able to scan the open ports and then produce a banner to present to the users to show what vulnerability is in play.

[bookmark: _Toc101958883]Linking and connecting the required features into the syntax code
Different programs will be made within the Kali Linux machine to be able to configure the individual programs to then be able to combine those to make the finalized vulnerability scanner.

[bookmark: _Toc101958884]2.8 What results to produce? How to produce them?
The vulnerability scanner itself would produce to the users the vulnerabilities that are linked to the open ports within their home network infrastructures and would present them to the user through a banner created by the program itself giving a brief description of what the vulnerability is and which port it is linked to.
[bookmark: _Toc101958885]2.9 Penetration Testing
[bookmark: _Toc101958886]Penetration testing also plays a big part in vulnerability scanning, which follows after the tool is used to present the user with the vulnerabilities that have been found that may “impact the confidentiality, integrity, and availability of the data” within the network [23]. As found in the following source [23], Penetration testing is important for 5 different reasons, and those are due to “meeting compliance, maintaining confidentiality, revenue, and goodwill, to verify secure configurations, for security training for network staff” and lastly, for “testing new technology implementation”
Conclusion
[bookmark: _Toc101958887]To conclude this chapter, all the research that has been gathered has been taken into consideration and used to help develop the required vulnerability scanner that includes all the necessary tools and features to be able to scan a specified network and any specified ports on localhost to be able to gather the information on which ports are open for vulnerabilities to be latched to them. Understanding the similarities and differences between other existing vulnerability scanners has supported this project as new additional features are to be implemented within the prototype to be able to gather new information for the users to find beneficial when using the tool.
Chapter 3 – Research Methodology
[bookmark: _Toc101958888]3.1 Introduction
Within this chapter, the research design, philosophy, research methodology, and research methods for data collection will be discussed, and how each creates a connection to the aim and objectives produced. From overlooking the mentioned aims and objectives, it has been concluded that they are “exploratory in nature”, where the research will mostly be qualitative and include qualitative data collection methods [24].

[bookmark: _Toc101958889]3.2 Research Overview
To be able to achieve the proposed aims and objectives stated, the research process stated is to bring an overall success state for the project’s aims and objectives. The research design is what will explain the exact detail of how the research will pan out by providing “the framework of research methods and techniques chosen by a researcher”, which allows the researcher to “hone in on research methods that are suitable for the subject matter and set up their studies for success” [25].
         As this project has been based on an experimental and development process, the research will be based on qualitative research where case studies for example will be discovered, which will be the research into other existing vulnerability scanners made by other organizations, to where more specific content can be found to then implicate within my project.
         Participants will not be required within this specific project as this development is primarily based on the research methods found from other existing prototypes and using various pieces of software to be able to aid the development.
	 
[bookmark: _Toc101958890]3.2.1 Research Process
To begin with the research process, the problem must be identified, and this will be completed within the problem formulation section, where the brief explained problem at hand is to experiment and developed a vulnerability scanner to ensure it works correctly as the user should require it to and ensure it consists of features that are unique to the prototype, in which other existing similar prototypes do not have included within theirs. This specific process will follow through with the review of literature that will consist of the detailed discovery of the basic construct of a vulnerability scanner, how they work and what the users benefit from using such tools.
         The data analysis section is where the important role is to ensure whether the aims and objectives will be achieved or not. The development will be gone through by “examining data to conclude the information to make decisions or expand knowledge on various subjects” [26], where this can then set up the implementation stage to begin the development process.  

[bookmark: _Toc101958891]3.2.2 Research Philosophy
According to Business Research Methodology [27], research philosophy is associated with assumption, knowledge, and nature of the study, where it deals with the specific way of developing knowledge. This section is important to address as researchers may have different assumptions about, the way they go about the knowledge, so the philosophy helps the readers to understand the researchers’ assumptions.

The philosophy for this specific project will be post-positivism as the project begins with a theory into different methods a vulnerability scanner can be developed, to then move on to collecting the data that is required to collide with the objectives to reach the aim and finally, after completing the development process, to determine whether the collected data supports the running theory to achieve the stated objectives to reach the overall aim.

[bookmark: _Toc101958892]3.2.3 Research Methodology
A qualitative approach will be used within this project as it will help to “understand subjective experiences, beliefs, and concepts, gain in-depth knowledge of specific context or culture”, and “explore under-researched problems and generate new ideas” [28]. This method will help gain a clearer understanding of all the different aspects and features that are required to be known for the prototype to be successful and to ensure it works correctly for the users to run basic scans through their home networks for any vulnerabilities that could be in place. To aid this approach, an extensive literature review was conducted to where this help gathers the information to understand the concepts of each section of the research and to gather the different information from various case studies to compare what different organizations have incorporated within their prototypes to achieve their aim and objectives.

[bookmark: _Toc101958893]3.2.4 Approach
A mono method is intended to be used for this project, as only one research approach will be used as all the research content will be based on a qualitative methodology.  A Virtual Machine will be utilized to develop the prototype and tested through that machine to ensure it works correctly.

[bookmark: _Toc101958894]3.2.5 Strategies
A plan of action is required to ensure that the aim of the project is achieved. This plan of action consists of detailed research into what vulnerability scanners are, how and why are they used, what features are implemented into them, and how users benefit from using such tools.
         This information will be obtained using sites such as Security Metrics, Security Analyst, Infosec Institute, Question Pro, Science Direct, and others. Articles will also be used to gather more reliable information to address the plan of action. It is also necessary to gain an insight into the various threat actors that intend to exploit information from a home network, so researching different actors will benefit which feature will be incorporated into the prototype.

[bookmark: _Toc101958895]3.2.6 Choices
This project will use a configured home network structure in which to test the completion of the prototype. A series of tests will take place to ensure that the prototype is working to the required standard. A final report will be created to produce the results from the tests to show the users the active vulnerabilities that are lurking within their network systems. 
	The results of the tests can help the users determine what type of protection they require to protect their network systems from the vulnerabilities that are present or hidden within the network.
 
[bookmark: _Toc101958896]3.2.7 Time Horizons
A cross-sectional approach has been decided to be taken for the duration of the project. This has been decided since a new “fresh sample” is completed each time a test for example is taken and if a piece of coding had a mistake within it, a fresh new piece of code would be generated to then be tested once again.
	This indicated that new recordings would need to be taken at different times throughout the project.

[bookmark: _Toc101958897]3.2.8 Techniques and Procedures
After the collection of the samples, the different techniques, and tools to configure the prototype, will generate new information that will then determine whether the project will be a success or a failure. 

[bookmark: _Toc101958898]3.3 Conclusion
[bookmark: _Toc101958899]To conclude this chapter, an in-depth explanation has been provided for how the research is intended to be used to help the project achieve the set-out aim and objectives. An appropriate philosophical method had been decided as a theory is to be set out to collect the required data to determine whether it will allow the project to achieve success. A qualitative approach will be used as it will help to understand all aspects of the prototype and explore the knowledge of existing case studies of how they have incorporated various features into the prototype. A mono approach is to be taken due to the project only uses one method of research-based on a qualitative methodology. A plan of action will be used to ensure that the overall aim is achieved by discovering the required information. A cross-sectional approach will be taken to the testing section as a new piece of information will be discovered to ensure that effective results are to be produced that the users require.

The following chapter explores the design and implementation aspect of the project, where the design of the prototype is explained in detail and how the preparation for the implementation stage was complete to ensure every piece of software was installed and all required tools were in place to ensure the prototype has the correct features in place to work successfully.
Chapter 4 – Design and Implementation
As per moving forward with the project, the prototype design will be based on a development project where a structure of a vulnerability scanner will be designed and implemented to what will be hopefully a fully functional scanner but will include features that are not incorporated within other existing scanners. As per the existing scanner, an insight into other scanner features will be made and compared to then use as a guide to what features to include and to also include within my own that others have not to make it unique and different from the rest.

[bookmark: _Toc101958900]4.1 Problem Formulation
To follow on from the research & review of literature, there is a problem formulation which is to outline the problem at hand which needs to be solved. As found in the following resource [29], “Problem formulation is the step to identify the user attributes and needs”, which gives an insight into how the problem is going to be dealt with and how to solve it. As mentioned within the first logbook for the first meeting with my supervisor, the problem formulation was stated to be a diagram of the intended idea for a final design, but to come to that conclusion, a strategy is to be made on how I intend to arrive at that final piece.
         Firstly, a brief intake of what the problem is, which is a solution is to be made will help novice network users run basic scans to uncover network vulnerabilities. The users would also be given the information required to overcome the most common attacks to secure their network.
         The solution most associated with this case would be to design and develop a network vulnerability scanner and test this by simulating basic attacks to discover whether the prototype works. The testing stages are what help discover the mistakes made and provide feedback on how they can be fixed through troubleshooting each mistake.
         The prototype is to be designed and developed through a Kali Linux Virtual Machine as all the required tools are in place and it will be in the form of a syntax code which will produce the basic structure of what features will be included and how to code works when run.
         Below is a design diagram on how the design and implementation stage will follow through, which was created on Diagrams.net [30].
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Figure 5: Design Diagram

The tools and software that are to be used to design and develop the syntax code are Virtual Box, where a Kali Linux Virtual machine is to be created to then be able to develop a Python syntax code that will implicate a network vulnerability scanner. Virtual Box is being used as the required software it has the requirements to set up a Kali Linux machine and it is a free software where no additional costs will be taken for using this specific software.

[bookmark: _Toc101958901]4.2 Design
The overall design of the vulnerability scanner as was mentioned within both the literature review and the Interim Viva presentation, that the prototype will be based on a syntax code in the python language. The design diagram is presented as the blueprint for how the design is to be made and how the implementation is to be set up with the correct tools and software.
         Different source codes have been gathered from the different existing scanners which will be a guideline to what is necessary to include within my prototype design and to develop it further by including a unique feature or two that will make the scanner a more interesting prototype for the users, where they can discover new information about their network and use that to their advantage when seeking protection for their systems.
         As following on from the problem formulation, where the design diagram had been created, references from other existing scanners are to be used to understand the way other prototypes have been designed and to understand in which way others have implemented their prototypes for it then to become successful when scanning the required systems. 
         OpenVAS for example is an organization who have created a “full-featured vulnerability scanner”, that has been tested and proven to be successful on “unauthenticated and authenticated testing, various high-level and low-level internet and industrial protocols, performance tuning for large-scale scans and a powerful internal programming language to implement any type of vulnerability test” [31].
         An example of the design outlay on a section of the vulnerability scanner syntax code is shown below where two separate files are openly shown a ‘header’ file for the OpenVAS application and an ‘openvas.c’ file which contains most of the content in which allows for the scanner to become a success when undertaking scans.
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Figure 6: OpenVAS Source Code 

As this design and configuration have proven to be successful when put to the test, the design aspect will be used to help configure my vulnerability scanner. The only difference between both prototypes is the language used to create the development, where the OpenVAS vulnerability scanner uses C language, but my own would be based on Python.
         This is where the implementation section comes into action, where the actual development of the design begins and the software that is to be required will need to be in place. I found from using Virtual Box, as stated within the design diagram, I can stimulate the testing in an easier environment, and using a virtual machine can allow the tools used to be able to save any coding that has been tested to then go back and change sections of the code where mistakes were made to improve for the next test.

[bookmark: _Toc101958902]4.3 Implementation
The implementation stage would be to set up the lab and all requirements needed to move forward with the development process, for example, to set up the lab with the appropriate software, all the necessary tools that will be used throughout the project to help develop the prototype and to finally test it within an appropriate environment.
         All the listed software below has been mentioned within the design diagram and problem formulation.
         The Lab setup has been started with installing Virtual Box to develop the prototype, where it can be configured on a Virtual Kali Linux Machine. The stages of the installation stage are shown below.

[bookmark: _Toc101958903]VirtualBox Installation
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Figure 7: VirtualBox Homepage[32]
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Figure 8: VirtualBox Download [32]
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Figure 9: VirtualBox Downloading [32]

From clicking the download button as found on the following source by VirtualBox [32], the installation will begin and be prepared to install the software to the allocated device. Before the software is installed on the device, a few setup procedures appear giving the user the ability to change the location of where VirtualBox will be installed. In this case, it was kept as the default location and settings.
After the installation has been completed, the main screen for VirtualBox will be presented, and as shown within the screenshot below, I have already begun using the software for other uses within other modules and workpieces.
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Figure 10: VirtualBox Open[32]

[bookmark: _Toc101958904]Kali Linux Installation
As shown, a Kali Linux Virtual Machine has already been created and installed with the required software in place to begin the development stage of the project. A guide is presented below on how I had set up the virtual machine to set up the next stage of the lab.
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Figure 11: Kali Linux VirtualBox Image [33]

As found on the Kali Web page, this is where the required Kali Linux VirtualBox image was found to begin the machines’ installation stage. 
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Figure 12: Kali Linux VirtualBox Image - installing [33]

After choosing the VirtualBox image installation which was found on the following Kali source [33], the image package was selected and begun to install and after it is complete, it can then be used within the cd image attachment for the creation of the Virtual Machine. The virtual machine that was already created has been assigned a specific amount of storage and memory to ensure that the machine can comply with the image package size. So as shown in the screenshot provided a large amount of storage and a decent size memory so the machine can function properly.
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Figure 13: Inserting Image
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Figure 14: Kali Linux System
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Figure 15: Kali Linux Installed Image

The installed disk image was then inserted into the virtual machine within the storage settings, as when the machine is run for the first time, the installation for the Kali Linux package will install onto the machine.
After the configurations were completed for the Virtual Machine, the machine was then run to start the set-up of the machine, to make a user account, select the primary language for example. So, the language was set to English United Kingdom, and after was to set up the account hostname so other machines will know of a hostname for this specific device. A username and password were then set up to enable the user to log into the machine. The clock configuration was after this, for the virtual machine to be aware of the current time within the location selected. Lastly, was to decide on the software selection that is to be installed on the machine, and in this case, the default option was decided as no other custom changes were required.
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Figure 16: Kali Linux Virtual Machine Log in 
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Figure 17: Kali Linux Homepage

After the setup and configuration stages were complete, the machine was then required to be restarted to allow for the installation to be enabled on the machine for it to start. So, after restarting the machine, the login screen had appeared and after inserting the set information for it, the machine logs in and displays the desktop page for the users to begin further stages.
There are to be further stages to the Implementation as additional tools would need to be installed within the virtual machine to start the detailed development stage.

[bookmark: _Toc101958905]Required Tools Installation 
[bookmark: _Toc101958906]The tools that were required to be installed when developing the prototype were the modules that were already installed within the Kali Linux, as they are to be mentioned at the beginning of the scripts as certain modules were required to be imported for the specific use of those libraries.
         And Metasploitable is a required tool to be able to scan and attack the specified host for vulnerable content, so the Kali Linux machine can scan the localhost which is presented as a home network to be able to scan for any vulnerable content active on any of the open ports. The metasploitable installation will be discussed throughout the development process as it is only used for a specific use throughout the development stage.
Chapter 5 – Development of Prototype
Within this chapter will be the development process of how the scanner prototype is to be developed.
         The development will be a syntax code as mentioned within the following chapters, where the code itself develops my tools to be able to scan and test a network structure. The development will take place in stages where, firstly a port scanner is to be configured which will be like other existing prototypes, for example, the Nmap port scanner, where this will begin by scanning the ports, to see if any are open and scanning the target.
         The Kali Linux machine will be used throughout this development process to run the attacks, code the tools, and then used to compile them and run them through a test. Python has been decided as the programming language due to it being a scripting language and allows hackers and developers to create programs at a quicker speed. Python is also an easier language to understand as it is described as a high-level language which indicates that more accurate language is used to the point where comments would not be needed for most of the code as it explains what it does itself.

[bookmark: _Toc101958907]Activating Python
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Figure 18: Opening Python

To open python when using a Kali Linux machine is to simply type python and it will open the application within the terminal. Now that Python has been opened and ready to be used, this is where the commands can be executed and test a certain part of the program as it displays any errors right away from importing a module called ‘os’ which checks that the syntax is correct before inserting it within the program beforehand.

[bookmark: _Toc101958908]Creating Directories
Before beginning the development part, certain directories must be made to have a save location for all the python programs that will be required for the prototype to work.
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Figure 19: Making a Directory

As it is shown in the above figure, a directory has been created to save all the python programs that will be configured within that directory so that all the files are kept together and makes it easier to locate a specific file if required.

[bookmark: _Toc101958909]Port Scanning 
Within this subsection, here is where the hacking program will be developed to scan for any open ports within a network and be used to scan the target.   Nmap is the tool that is already installed within the Kali Linux machine to scan the targets for the open ports which would consist of vulnerable software that could potentially be exploited.
         Using this tool can discover the open ports and find out what version of software the target machine is using. After discovering the version of software used, it is then required to discover if the version is vulnerable to some attack or not.
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Figure 22: Scanning Directory

A Scanning directory has been made within the ‘pythonprograms’ directory as it creates a clearer subsection and keeps the programs that are specifically used for scanning. 
The next piece of code will allow the program to scan a target that is specified and check to see whether that target has an open or closed port.
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Figure 23: Making portscan1.py file

A ‘portscan1.py’ file is created to make the first program. It has been named that because there will be multiple codes that are like this but must be named differently but must also be kept within different files.
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Figure 24: Portscan1.py 

The above figure is shown the coding for the port scanning tool. As like before, the path containing the python libraries has been included to be able to execute the code. Another library has been imported which is the ‘socket’ library since this path has access to all the functions required. A socket object is then implemented within a variable called ‘sock’ to be used to perform a function within that object to be able to connect to the selected port. The ‘socket.AF_INET’ stands for the IPV4 address where the command performs the connection to the IPV4 host. ‘socket.SOCK_STREAM’ implies that the TCP packets are going to be used to perform the connection to the host.
         The host is then specified to my local IP address for my windows device and the port is specified to attempt to gain a connection to that specific port.
         To be able to connect to the port, a function is required. the function is declared by using the command ‘def’, the name of the function is ‘port scanner’, and ‘port’ is the argument that will pass to the function. Each time the function is called, the code included within the function area will execute. The function explains that if the port is closed on the specified host, then the result would be that the port is closed, but if it is open, then it will print that the port is open. The function will only execute if the function is called at the bottom of the file. As shown in the fellow figure, the program has been tested and is working correctly, where it is shown that the specified port is closed.
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Figure 25: Testing the program

To move forward with the programs, an upgrade is to be made to the port scanner, where raw data by the user can be inserted into the program.

[bookmark: _Toc101958910]Inserting Raw Data
The first step in inserting raw data would be to adjust the host and port variables within the ‘portscan1.py’ file.
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Figure 26: Inserting Input

As shown within the above figure, the commands for both host and port have been made into commands in which the user inputs their data into the program. This was completed by inserting the shown code above, by including the input command and not raw_input, as this command does not work within python 3.
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Figure 27: Testing

The above figure presents the successful test of the portscan1.py program, which has allowed the user to insert their data and made a connection with the host and port to determine whether it is open or closed, wherein this case, the chosen port on the specific host was opened.
         If a chosen port was inserted into the program and appears to be taking a longer amount of time for the program to make a connection, a timeout can be set for a specific amount of time so that if the program is not able to make a connection with the time limit, then it will not execute a result, it will automatically timeout due to the command and appear that the port is closed. As shown in the below figure, a timeout has been inserted into the program for 3 seconds.
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Figure 28: Timeout Command

[bookmark: _Toc101958911]Scanning 100 Ports
To ensure that the port scanner could be able to scan multiple ports at once, a separate program was created, called ‘portscan2.py’, and it includes a function that allows for the program to scan the first 100 ports on the host chosen by the user. The code is shown below in the first figure and the second figure shows that the function has worked successfully and made a connection, but all the ports are closed on the chosen host.
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Figure 29: Portscan2.py
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Figure 30: Test

Within the figure, the ports are difficult to see which are open and closed, so to make this easier for the user, a command will be inserted into the function to make the closed ports appear red and the open port appears a green color. To receive results that have a port open, to show that the function works correctly, the range of ports had been changed to 100-150 as there was more of a chance of an open port being available. As is shown within the figure below, the function is working correctly as the open port is green and the closed ports are all red.
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Figure 31: Coloured Port Results

As shown in the below figure, the colored option was created by importing the ‘termcolor’ library, where the colored effect can be inserted into the program.
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Figure 32: Coloured option  

[bookmark: _Toc101958912]Advanced Port Scanner
To move forward with the development, after configuring the simple port scanner, that program is then going to be improved further to be more advanced so that the program can include more advanced tools to scan into more detail into the chosen ports. A help option will also be able to be prompted so that it is easier for the users to use the program.
         
As shown within the figure below, the code is presented, and the imports are stated first. The ‘*’ symbol indicates that all libraries are imported from the socket path, ‘optparse’ allows for the help options to be used, and the last library is the ‘threading’ library where everything is imported. The ‘*’ is used to allow everything to be imported so that it is not needed to be specified in every function that is to be created.
         The available options are to be called for the user within the main function but only if the user gives a well-specified description of the host and ports. If the information is well specified, then the program will continue to scan the target and determine whether the port is open or closed. This command can be done through a variable called ‘parser’, which then uses commands from the ‘optparse’ library along with the name of the function ‘OptionParser’. The usage of the program is then specified within the function itself along with the information required by the user for the program to work.
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Figure 33: Advancescanner.py

Next, both the target host and port need to be added together to the parser, so the add function is used to do so. Within the brackets is where some of the settings are specified for the target host. The destination will be to the variable which will be the input given by the target host, then the type of variable which is a string. Lastly, the help option will be prompted to the user which will help in specifying the target host.
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Figure 34: -p option

The destination for the ‘-p’ option will be the target port, with the type remaining a string and the help to change to ‘specify target ports separated by comma as an option will be added for the user to specify multiple ports.
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Figure 35: Parsing Arguments

As shown in the above figure, next is to parse the arguments to the variables, which is shown within the command below the addition of the ‘-p’ option. 
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Figure 36: main Function

Next is to specify the variables used within the function, which would be ‘targethost’ and ‘targetport’. Within the ‘targetport’ variable, to see what the users specified, the information would need to be separated by a comma, and to do that, a string is used along with the split command.

As shown within the below figure, next is to check whether the users have provided specified arguments for the program and proceed to scan the ports. The first function is to determine whether the arguments are valid or not, if not then the program will exit, but if it is then it will continue to the next function which is ‘portScan’.
         If the user specifies a domain name instead of the IP address, then a try function is to be created which will try the first option where it will attempt to execute the name but if there is no success, then it will print out a comment that it cannot resolve the name of the host or the IP address from the name itself. So, a variable called ‘targetIP’ will host the IP address of the host so it will include a function called ‘gethostbyname’ and the target host will be specified within it, considering that is the host that the IP address is required from. Within the except argument will be the print option that will display the command to the user that the host’s name cannot be found along with the host’s name printed afterward.

[image: A screenshot of a computer

Description automatically generated with medium confidence]
Figure 37: portScan Function

The figure below includes the opposite function that is then required where the program tries to locate the IP address from the hostname instead of the name. A print function is included for the user to input an IP address and print out the scan results for the specific IP address. For the first print section, as the target names are retrieved as a list, a 0 is required within a square bracket as the count in python starts from 0 and not 1 so the first element within the list will be included.
         Within the next section which is for a specific target port that is listed within the entire list of ports that had been specified within the command, a different function is required which will scan the ports and run all the ports with a different thread. A variable is used to do this called ‘t’ to keep it simple. Within the brackets for the target, the name of the function is specified to perform the scanning of all ports, which in this case will be ‘connectionScan’, where the arguments for the function will be the target host and target port. An integer value is needed for the target port so the program will be able to scan it. Starting the ports is the final function where it enables to program to run the functions to be able to scan the specified host for the specified ports.
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Figure 38: portScan Function

Lastly is to configure the function that allows the program to be able to connect to the specified host. As shown in the below figure, the ‘connectionScan’ function is created which consists of the target host and target port for the arguments. The try and except rule is run for the program to try and make a connection with the specified host. As all the socket content has been imported from the socket library, the commands used within the simple port scanner are not required. A print command is used to show the user whether the port is open. If the port is closed, the except rule is used to show the user that the port is closed. Lastly, the ‘finally’ rule is used to close the connection so the program can close successfully.
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Figure 39: connectionScan  

As shown below, the advanced port scanner is successfully working as the connection had been made to the specified host and all ports had been scanned to detect whether they are open or closed.
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Figure 40: Test Successful

The colors of the results have been updated as they were within the previous simple port scanner, as shown in the figure below.
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Figure 41: Coloured Results


[bookmark: _Toc101958913]Metasploitable
To move forward with the vulnerability scanner, it is required to be able to scan and attack the specified host for vulnerable content. Metasploitable was installed from the following source [34] to be able to do this. After installing the download, 5 files are contained within the installation and the file that is required within this case is the ‘Metasploitable.vmdk’ which will be used to set up a disk for the new virtual machine.
         The settings for the new VM machine have been configured along with the metasploitable disk being inserted into the storage setting of the VM as shown below.
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Figure 42: Metasploitable Disk

After selecting the start function on the VM machine, the installation of metasploitable will begin automatically and displays the below screen when it has been installed successfully.
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Figure 43: Metasploitable 

Next is to ensure that the metasploitable and Kali Linux virtual machines belong to the local area network, which means that both machines will have a similar local IP Address. To do this, both the adapters in the network settings for the Kali Linux and Metasploitable machine have been changed to ‘Bridged Adapter’ with the default name left on it as shown below.
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Figure 44: Kali Linux Network Settings
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Figure 45: Metasploitable Network Settings

It is shown within the below figure that the VM machines have been allocated similar IP addresses that belong to the local network area.
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Figure 46: IP addresses on both VM’s

[bookmark: _Toc101958914]Banner Retriever
By connecting both VMs to the local network, a simple banner retriever can be coded. A ‘retbanner.py’ file is created to create the program to return the banner found from the local hosts. This file consists of all the code required to connect to the localhost, generate a banner and return it to the user. The 1024 byte is inserted within the brackets for the banner variable as all those bytes will try to be received from the target and will be stored within the variable.
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Figure 47: ‘retbanner.py’ 

The result for the scan is within the below figure for the banner on a specific port located on the metasploitable machine.
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Figure 48: Banner Results

The final stage of the development is to create the vulnerability scanner by using the other programs and combining them to gather the required code and information from the users’ input and create a connection to the specified host.

[bookmark: _Toc101958915]Vulnerability Scanner
The vulnerability scanner code begins with the imports, where all are the same but the ‘os’ library is inserted to check whether the file that consists of the vulnerable banners exists and if it is executable or not. The ‘sys’ library will be used to check the number of arguments specified in the command of the program. Within the main function, the sys library is used to check whether the correct number of arguments is specified in the command, where there should be two arguments, first the name of the program and then the seconds being the name of the file. The next piece of code checks whether the filename inserted exists or not and if it consists of two arguments, but if it does not, then the program moves forward onto the else statement. The else commands help the user understand what is required to be entered into the program. The code is shown in the figure below.
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Figure 49: vulnerablescan.py

The range of hosts has been limited to 2 as the program initially will only be scanning the two local hosts within the network area. A variable is then set so the program knows what the IP address of the host is. The previous program for returning banner is now used to be able to return within the program, as shown in the figure below.
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Figure 50: for loop 

An ‘f’ variable, which stands for file descriptor, is used to open a file with python and to specify the mode of file used, where in this case it would be to only read the file line by line, as created within the next line of code.
[bookmark: _Toc101958916]Chapter 6 – Testing and Evaluation
Within the testing stage, the programs were not able to run due to python not being available to users of the Kali Linux machine. To solve this, python 3 was then used for the programs to execute and run successfully, but the print functions within python and python 3 are different so a little research was gathered to learn how to print commands within python 3, and the solution is shown within the figure below which was found on the following source [35].

[image: Graphical user interface, text, application

Description automatically generated]
Figure 51: Printing Solution

When it came to completing the vulnerability scanner, there were a couple of issues that required to be fixed, as shown within the figure below. The first issue was that found was “TypeError: argument of type ‘NoneType’ is not iterable”. From researching into solutions, a source had been found to fix the code so there would no longer be a mistake [36], where a for loop can be used within a try-except block. The other issue was that after solving the type error, there was no indent given on the command for the print option, where that was then fixed by indenting the line of code, so it was then a part of the ‘if’ statement.
After fixing both issues and after combining all programs, the vulnerability scanner works as it should, but further development into the tool can create more features that would make the vulnerability scanner more unique. Some features were unable to be implemented into the prototype as the time scale of the project was coming to an end and not enough research was made to make those implementations.
When a port is closed on the local host used, the connection is severed and makes the users run the program again. The port scanner python file was unable to be combined properly with the vulnerability scanner program as the time scale was coming close to an end, but it has shown was development is needed from all the programs to make a vulnerability scanner.
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Figure 52: Testing

[bookmark: _Toc101958917]Evaluation
[bookmark: _Toc101958918]The prototype has proven to work to a certain extent but when looking into more depth on the individual programs themselves, they work as they should so the user could potentially use all the different programs, for example, to first use the advanced port scanner to discover which ports are open, then to use the banner retriever to discover which vulnerability is in place on the ports.
Chapter 7 – Conclusions and Recommendations
To conclude this project, a review will be made of each chapter to discuss what has been completed, and recommendations will be made for future projects like this one on what type of research would be most suitable to be used.

[bookmark: _Toc101958919]7.1 Summary  
The first chapter is based on the aims and objectives of the entire project and the structure of the project which had been followed till the conclusion of the project. The second chapter is based on the research and review of literature for the project, where all the required information had been collected and an extended literature review was conducted for the solutions that were needed to be made for the prototype mistakes. The third chapter is based on the research methodology, where the appropriate methodology had been stated, where it defines the research overview which investigates the research process, philosophy, methodology, approach, strategies, choices, time horizons, and techniques and procedures. The fourth chapter is based on the design and implementation of the prototype itself, which consists of the problem formulation that created the design diagram which was used to plan the implementation stage for the development to begin. The fifth chapter is based on the development of the prototype, which goes through how the prototype had been developed and how the different programs, for example, the port scanning, advanced port scanner, and the banner retriever, had been combined to form the syntax code for the vulnerability scanner. The sixth chapter is based on the testing and evaluation of the prototype for when the prototype had been completed, the testing stage had been and for any mistakes that had been discovered, additional research was to be made to the literature review as an extended section. The seventh chapter is focused on the conclusion itself and the recommendations for further research. The eighth chapter is based on the reflections on the project, which give an in-depth explanation of how-to project has met the aim and objectives to a certain extent. The ninth chapter includes all the references used throughout the project, and lastly, the tenth chapter is based on the appendices, which included the project management report, the ethics form, and the logbooks from all meetings with the supervisor, Carlene.
         From comparing my prototype to other existing prototypes, my development appears as a simpler prototype but can gather the information required and presents the users with the necessary information to know whether a port within their local network is open and to see whether there are any vulnerabilities active within their network. The prototype is different from others as a color-coded response is presented to the user for which ports are open and closed.   

[bookmark: _Toc101958920]Recommendations
[bookmark: _Toc101958921]The research that has been conducted can be improved further by researching into more specific areas within the topics that have been researched already, for example, more configuration research can be done to improve the prototype, to include more unique features into the development to get more accurate results.   
Chapter 8 – Reflections 
[bookmark: _Toc101958922]When referring to the aim and objectives, the project has met each object and the aim to a certain extent, for example, the first objective has been met to the extent that a critical literature review has been conducted but with a literature review, there is always an improvement that can be made by research that little bit further to gather more in-depth research. The second objective has been met to the highest point as the syntax code has been designed and implemented within the coding language python and it discovers the vulnerabilities to a certain extent. The third objective has been achieved to the point where results have been discovered on what vulnerabilities are present in the specified port. The protection that any user can follow through with is an antivirus that would benefit to protect the home network from most vulnerabilities. The final objective has been met as the users are shown what they would be benefitting from using the prototype within a simulation, which is their home network to discover what areas of their network are vulnerable or not. The results produce what vulnerability is in place and then down to the user to research into how to protect their network systems from those specific vulnerabilities.
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Figure 53: Interim Viva – 2nd Gantt Chart

Above is the slightly updated Gantt chart that was produced for the Interim Viva, which was after completing most of the literature review, to when the design and implementation stage had begun. And the Gantt chart below is the original Gantt chart that was used for the project proposal.
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Figure 54: Project Proposal – 1st Gantt Chart

When comparing both Gantt charts, most of the project had kept to schedule but the tasks on the first had become a lot smaller, but then a more accurate time scale was given with the second one. The only adjustment that was required to be made to the Gantt chart is the time scale used for recovering from mistakes, as not that many mistakes were made throughout the development stage of the prototype, so a shorter amount of time was used on that specific task which led more time to be spent on extended literature review on attempting to research different ways to improve the development further.

Code
As the code was on a Virtual Machine, a screenshot or two has been made of the code.
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If you have ticked NO to every question then the research activity is (ethically) low risk and you may skip section E and continue to section F.

If YES to any question, then no research activity should be undertaken until full ethical approval has been obtained. 

SECTION E: Intended Participants
	
	Who are the intended participants:
	
YES
	
NO

	1
	Students or staff at the University?
	☐
	☐

	2
	Adults (over the age of 18 and competent to give consent)?
	☐
	☐

	3
	Vulnerable adults?
	☐
	☐

	4
	Children and Young People under the age of 18? (Consent from Parent, Carer or Guardian will be required)
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	☐

	6
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	☐
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	Those who could be considered to have a particularly dependent relationship with the investigator or a gatekeeper?
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	People engaged in illegal activities?
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	☐

	9
	Others. Please indicate the participants below, and specifically any group who may be unable to give consent.

	☐
	☐

	
	Details of any other participant groups:
Complete this only if your participants cannot give consent. This includes animals

(this box should expand as you type)
	
	



	
	Participant numbers and source
Provide an estimate of the expected number of participants. How will you identify participants and how will they be recruited? 

	10
	How many participants are expected?

	Ballpark figures are fine, but make sure that you explain how you will identify and contact your participants.


(this box should expand as you type)

	11
	Who will the participants be?

	


(this box should expand as you type)

	12
	How will you identify the participants?
	


(this box should expand as you type)




	
	Information for participants:
	
YES
	NO
	
N/A

	13
	Will you describe the main research procedures to participants in advance, so that they are informed about what to expect?
	☐
	☐
	☐

	14
	Will you tell participants that their participation is voluntary?
	☐
	☐
	☐

	15
	Will you obtain written consent for participation?
	☐
	☐
	☐

	16
	Will you explain to participants that refusal to participate in the research will not affect their treatment or education (if relevant)?
	☐
	☐
	☐

	17
	If the research is observational, will you ask participants for their consent to being observed?
	☐
	☐
	☐

	18
	Will you tell participants that they may withdraw from the research at any time and for any reason?
	☐
	☐
	☐

	19
	With questionnaires, will you give participants the option of omitting questions they do not want to answer?
	☐
	☐
	☐

	20
	Will you tell participants that their data will be treated with full confidentiality and that, if published, it will not be identifiable as theirs?
	☐
	☐
	☐

	21
	Will you debrief participants at the end of their participation, in a way appropriate to the type of research undertaken?
	☐
	☐
	☐

	22
	If NO to any of above questions, please give an explanation 

	
	You should be able to tick YES for all of these questions. If not, then explain why not in this box.

(this box should expand as you type)



	
	Information for participants:
	
YES
	NO
	
N/A

	24
	Will participants be paid?
	☐
	☐
	☐

	25
	Is specialist electrical or other equipment to be used with participants?
	☐
	☐
	☐

	26
	Are there any financial or other interests to the investigator or University arising from this study?
	☐
	☐
	☐

	27
	Will the research activity involve deliberately misleading participants in any way, or the partial or full concealment of the specific study aims?
	☐
	☐
	☐

	28
	If YES to any question, please provide full details 

	
	You should be able to tick NO for most of these questions. For any cases that you have ticked YES then provide details in this box. If you are using cameras/voice recorders to record interviews then please state that in this box.

(this box should expand as you type)



SECTION F: Anticipated Risks

	
	
Outline any anticipated risks that may adversely affect any of the participants, the researchers and/or the University, and the steps that will be taken to address them.  

	1
	Risks to participants
For example: sector-specific health & safety, emotional distress, financial disclosure, physical harm, transfer of personal data, sensitive organisational information. If you have identified in section D that there are no participants then enter N/A and go skip to question 3.

	
	Risk to participants:
There are always risks. Do not write N/A unless you have no participants.

(this box should expand as you type)
	How you will mitigate the risk to participants:



(this box should expand as you type)

	2
	If research activity may include sensitive, embarrassing or upsetting topics (e.g. sexual activity, drug use) or issues likely to disclose information requiring further action (e.g. criminal activity), give details of the procedures to deal with these issues, including any support/advice (e.g. helpline numbers) to be offered to participants. Note that where applicable, consent procedures should make it clear that if something potentially or actually illegal is discovered in the course of a project, it may need to be disclosed to the proper authorities

	
	


(this box should expand as you type)

	3
	Risks to the investigator
For example: personal health & safety, physical harm, emotional distress, risk of accusation of harm/impropriety, conflict of interest

	
	Risk to the investigator:

Personal Health and Safety

(this box should expand as you type)
	How you will mitigate the risk to the investigator:

Ensuring that the workstation is suitably set up to prevent myself having issues with repetitive strain injury and eye strain

(this box should expand as you type)

	4
	University/institutional risks
For example: adverse publicity, financial loss, data protection

	
	Risk to the University:

Adverse Publicity and Data Protection


(this box should expand as you type)
	How you will mitigate the risk to the University:
The data will be stored in a secure university computer storage, with restricted access


(this box should expand as you type)

	5
	Environmental risks
For example: accidental spillage of pollutants, damage to local ecosystems

	
	Risk to the environment:
N/A


(this box should expand as you type)
	How you will mitigate the risk to environment:



(this box should expand as you type)



SECTION G: Feedback, Consent and Confidentiality

If you have identified in section D that there are no participants then enter skip this section and continue to section H.

	1
	Feedback
What de-briefing and feedback will be provided to participants, how will this be done and when? 

	
	You don’t need to email your participants with your final report. A good alternative is to set up an email address that they will be able to contact for further details or results.

(this box should expand as you type)

	2
	Informed consent
Describe the arrangements to inform potential participants, before providing consent, of what is involved in participating. Describe the arrangements for participants to provide full consent before data collection begins. If gaining consent in this way is inappropriate, explain how consent will be obtained and recorded in accordance with prevailing data protection legislation.

	
	If you are using a paper questionnaire then you should have the participants sign an appropriate consent form. These forms will count as personal data and should be noted as such in section J.
If you are using an online questionnaire, then you should have a screen before the questions start that acts as a consent form, informing participants that by clicking on the NEXT button they are providing consent.

(this box should expand as you type)

	3
	Confidentiality / Anonymity
Set out how anonymity of participants and confidentiality will be ensured in any outputs. If anonymity is not being offered, explain why this is the case. 

	
	Do not collect names unless you really need them. Do not name participants or organisations in any research publications (including the thesis) without their explicit permission.

(this box should expand as you type)



SECTION H: Data Protection and Storage

	
	Does the research activity involve personal data (as defined by the General Data Protection Regulation 2016 “GDPR” and the Data Protection Act 2018 “DPA”)?
	YES
	NO

	1
	“Personal data” means any information relating to an identified or identifiable natural person (‘data subject’). An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person. Any video or audio recordings of participants is considered to be personal data.
	☐
	X

	
	If YES, provide a description of the data and explain why this data needs to be collected:

	2
	This includes audio/video data of participants, but can also include IP addresses and usernames. Names, addresses and emails also count, as do consent forms.

(this box should expand as you type)

	
	Does it involve special category data (as defined by the GDPR)?
	YES
	NO

	3
	“Special category data” means sensitive personal data consisting of information as to the data subjects’ –
(a) racial or ethnic origin,
(b) political opinions,
(c ) religious beliefs or other beliefs of a similar nature,
(d) membership of a trade union (within the meaning of the Trade Union and Labour Relations (Consolidation) Act 1992),
(e) physical or mental health or condition,
(f) sexual life,
(g) genetics,
(h) biometric data (as used for ID purposes),
	
☐
	
X

	
	If YES, provide a description of the special category data and explain why this data needs to be collected:

	4
	What counts as ‘sensitive’ will differ between cultures. Any information on behaviour that is not in accordance with cultural norms would count as sensitive personal data.



(this box should expand as you type)



	
	
Will data from the research activity (collected data, drafts of the thesis, or materials for publication) be stored in any of the following ways?
	YES
	NO

	5
	Manual files (i.e. in paper form)?
	☐
	☒

	6
	University computers?
	☒
	☐

	7
	Private company computers?
	☐
	☒

	8
	Home or other personal computers?
	☒
	☐

	9
	Laptop computers/ CDs/ Portable disk-drives/ memory sticks?
	☒
	☐

	10
	“Cloud” storage or websites?
	☒
	☐

	11
	Other – specify:

	☐
	☒

	12
	For all stored data, explain the measures in place to ensure the security of the data collected, data confidentiality, including details of backup procedures, password protection, encryption, anonymisation and pseudonymisation:

	
	If possible, save your data on computers that are secure and regularly backed up. Many cloud services only provide GDPR-compliant storage for business customers. An example of suitable text is given below.

All data will be kept in password protected cloud storage on the University Office 365 system which
will not be shared. Any USB sticks used to store or transfer data will be password protected.


(this box should expand as you type)



	
	Data Protection

	
	Will the research activity involve any of the following activities:
	YES
	NO

	13
	Electronic transfer of data in any form?
	☐
	☒

	14
	Sharing of data with others at the University outside of the immediate research team?
	☐
	☒

	15
	Sharing of data with other organisations?
	☐
	☒

	16
	Export of data outside the UK or importing of data from outside the UK?
	☐
	☒

	17
	Use of personal addresses, postcodes, faxes, emails or telephone numbers?
	☐
	☒

	18
	Publication of data that might allow identification of individuals?
	☐
	☒

	19
	If YES to any question, please provide full details, explaining how this will be conducted in accordance with the GDPR and Data Protection Act (2018) (and/or any international equivalent):

	
	This includes data such as drafts of your thesis as well as experimental or survey data. An example of suitable text is given below.
 N/A
(this box should expand as you type)

	20
	List all who will have access to the data generated by the research activity:

	
	I will have primary access to the data generated within the research activity, as well as the supervisor.

Normally the principal researcher, possibly also the supervisor and, if the project has an industrial partner, a representative of that partner. Possibly also external examiner or second marker?

(this box should expand as you type)

	21
	List who will have control of, and act as custodian(s) for, data generated by the research activity:

	
	Myself, as the data controller

(this box should expand as you type)

	22
	Give details of data storage arrangements, including security measures in place to protect the data, where data will be stored, how long for, and in what form. 

	
	All data will be encrypted and kept in password protected cloud storage on the University Office 365 system which will not be shared. Any USB sticks used to store or transfer data will be password protected, and will be reformatted at the end of the project in order to destroy the data. The data will be stored until the completion of the project and then deleted. 

(this box should expand as you type)

	22
	Confirm that you have read the UWTSD guidance on data management (see https://www.uwtsd.ac.uk/library/research-data-management/)
	☒

	23
	Confirm that you are aware that you need to keep all data until after your research has completed or the end of your funding
	☒




SECTION I: Declaration
	
	The information which I have provided is correct and complete to the best of my knowledge. I have attempted to identify any risks and issues related to the research activity and acknowledge my obligations and the rights of the participants.

In submitting this application I hereby confirm that I undertake to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice which is published on the website: https://www.uwtsd.ac.uk/research/research-ethics/ 

	1
	Signature of applicant:
	S.Slaughter
	Date:
27/04/2022


	2
	Director of Studies/Supervisor:
	Dr Carlene Campbell
	Date:

	3
	Signature:
	

	





FOR INTERNAL USE ONLY:
	
	Ethical approval given 

	1
	Signature of assessor:
	
	Date:


	2
	Name:
	

	3
	Role:
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—(sophie® kali)-[~/pythonprograms] open the application within the terminal. Now that Python has been opened and ready

/’h:m‘;‘/vgwhiE/Fythn"mngmms to be used, this is where the commands can be executed and to also test a certain

(T T /T part of the program as it displays any errors right away from importing a module called
1s

‘os’ which checks that the syntax is correct before inserting it within the program

ievhiess kali)-[~/pythonprograms] beforehand

Creating Directories
Before beginning the development part, certain directories must be made i

have a save location for all the python programs that will be required in order for the
prototype to work.
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Port Scanning
Within this subsection, here is where the hacking program that will be developed to
scan for any open ports within a network and also be used to scan the target.
Nmap is the tool that is already installed within Kali Linux machine in_order to
scan the targets for the open ports which would consist of vulnerable software that
could potentially by exploited.
Using this tool can discover the open ports and find out what version of software
the target machine is using. After discovering the version of software used, it is then
required to discover if the version is vulnerable to some attack or not.
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Figure : Scanning Directory

A Scanning directory has been made within the ‘pythonprograms’ directory as it
creates a clearer subsection and keeps the programs that are specifically used for
scanning.

The next piece of code will allow the program to scan a target that is specified
and check to see whether that target has an open or closed port.
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| def portscanner(port):
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because there will be multiple codes that are like this but must be named differently

but must also be kept within different files.

I
Figure : Portscan1.py

In the above figure is shown the coding for the port scanning tool. As like before, the
path containing the python libraries has been included to be able to execute the code.
Another library has been imported which is the ‘socket’ library since this path has
access to all the functions required. A socket object is then implemented within a

20

(m]

X

Review View Zotero Help RC(M B &

Location Undo
Go To Line Redo

Al (9 [¥] right curl

Page200f23  7528words [ ). Focus

variable called ‘sock’ to be used to perform a function within that object to be able to
connect to the selected port. The ‘socket.AF_INET’ stands for the IPV4 address where
the command performs the connection to the IPV4 host. ‘socket. SOCK STREAM'
implies that the TCP packets are going to be used to perform the connection to the
host.

@ ®oc ~ @aEF ® 7z D

13:33

30/03/2022

-——h—+ 7%

r




image25.png
»  Inde.. -Saving®=> O A sophiemicrele @) & = - 0O X

File Home Insert Draw Design Layout Referer Mai

Review View Zotero Help RC(M B &

.-...x,v|1134 8 o0 A fus|ac
I o . y £* Document Preferences
e o I B s
| . - - 4 2 Refresh
File Actions Edit View Help Add/Edit Add Add/Edit

' -~ o & Unlink Citati
[ (sophie® kali)-[~/pythonprograns/scanning] Citation Note Bibliography 5 Unlink Citations
B

python3 portscanl.py
Port 443 is closed Zotero N
10 U JUIE WU CUINEGL LU UIE PUIL @ IUTGUOI 1S 1€qUIleU. UIE [UNGUOT IS UeGidied

,js(iephieis kali)-[~/pythonprograms/scanning] by using the command ‘def’, the name of the function is ‘portscanner’, and ‘port’ is the
argument that will pass to the function. Each time the function is called, the code
f included within the function area will execute. The function explains that if the port is
closed on the specified host, then the result would be that the port is closed, but if it is
open, then it will print that the port is open. The function will only execute if the function
is called at the bottom of the file. As shown in the fellow figure, the program has been

tested and is working correctly, where it is shown that the specified port is closed.
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Figure : Testing the program

v To move forward with the programs, an upgrade is to be made to the port scanner,
where raw data by the user can be inserted into the program.
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Figure : Testing the program
To move forward with the programs, an upgrade is to be made to the port scanner,
where raw data by the user can be inserted into the program.
Inserting Raw Data
The first step on inserting raw data would be to adjust the host and port variables within
the ‘portscan1.py’ file
|
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‘optparse’ allow for the help options to be used, and the last library is the ‘threading’
library where everything is imported. The ' is used to allow everything to be imported
so that it is not needed to be specified in every function that is to be created.

The available options are to be called for the user within the main function but
only if the user gives a well specified description of the host and ports. If the information
is well specified, then the program will continue to scan the target and determine
whether the port is open or closed. This command can be done through a variable
called ‘parser’, which then uses commands from the ‘optparse’ library along with the
name of the function ‘OptionParser’. The usage of the program is then specified within
the function itself along with the information required by the user for the program to
work.

Figure : Advancescanner.py
Both the target host and port need to be added together to the parser, so the

add function is used to do so
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The destination for the ‘-p’ option will be the target port, with the type remaining a string
and the help to change to ‘specify target ports separated by comma as an option will
be added for the user to specify multiple ports.
Figure : Parsing Arguments
As shown in the above figure, next is to parse the arguments to the variables, which
is shown within the command below the addition of the ‘-p’ option.
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option that will display the command to the user that the host’s name cannot be found
along with the host's name printed afterwards.
I
Figure : portScan.py
The opposite function is then required where the program tries to locate the IP
address from the host name instead of the name. A print function is included in order
for the user to input a IP address and print out the scan results for the specific IP
29
address. For the first print section, as the target names is retrieved as a list, a 0 is
required within a square bracket as the count in python starts from 0 and not 1 so the
first element within the list will be included.
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The figure below includes the opposite function that is then required where the
program tries to locate the IP address from the host name instead of the name. A print
function is included in order for the user to input a IP address and print out the scan
results for the specific IP address. For the first print section, as the target names is
retrieved as a list, a 0 is required within a square bracket as the count in python starts
from 0 and not 1 so the first element within the list will be included.

Within the next section which is for a specific target port that is listed within the
entire list of port that had been specified within the command, a different function is
required which will scan the ports and run all the ports with a different thread. A
variable is used to do this called ‘t’ to keep it simple. Within the brackets for the target,
the name of the function is specified to perform the scanning of all ports, which in this
case will be ‘connectionScan’, where the arguments for the function will be the target
host and target port. An integer value is needed for the target port so the program will
be able to scan it. Starting the ports is the final function where it enables to program

to run the functions to be able to scan the specified host for the specified ports.

Figure : portScan.py
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‘sophie@kali: ~/pythonprograms/scanning
_ File Actions Edit View Help

' % python3 advancedscanner.py
| File "/home/sophie/pythonprograms/scanning/advancedscanner.py”, line 16
‘ print parser.usage

SyntaxError: Missing parentheses in call to 'print’. Did you mean print(parser.usage)?

[—(sophie® kali)-[~/pythonprograms/scanning]
=% nano advancedscanner.py

[—(sophie® kali)-[~/pythonprograms/scanning]
—$ python3 advancedscanner.py
Usage of program: -H <target host> —p <target port>

[—(sophie® kali)-[~/pythonprograms/scanning]
% nano advancedscanner.py

[—(sophie® kali)-[~/pythonprograms/scanning]
% nano advancedscanner.py

[—(sophie® kali)-[~/pythonprograms/scanning]
| 1§ nano advancedscanner.py

[—(sophic® kali)-[~/pythonprograms/scanning]

| python3 advancedscanner.py -H 192.168.1.4 -p 135

Traceback (most recent call last):

~ File "/home/sophie/pythonprograms/scanning/advancedscanner.py”, line 46, in <module>
main()

| File "/home/sophie/pythonprograms/scanning/advancedscanner.py”, line 40, in main

if (targethost = None) | (targetport[0] = None):

| NameError: name 'targetport' is not defined

[—(sophie® kali)-[~/pythonprograms/scanning]
% nano advancedscanner.py

[—(sophic® kali)-[~/pythonprograms/scanning]
% python3 advancedscanner.py -+ 192.168.1.4 -p 135
[+] Scan Results for:192.168.1.4

[-] 135/tcp Closed

[—(sophic® kali)-[~/pythonprograms/scanning]

-$ python3 advancedscanner.py -+ 192.168.1.4 -p 135,22,443,445
[+] Scan Results for:192.168.1.4

[-] 135/tcp Closed

[-] 22/tcp Closed

[-] 443/tcp Closed

[-] 445/tcp Closed

[—(sophie® kali)-[~/pythonprograms/scanning]
|

A Geowzs | @ ¢

(<]

(m]

X

»  Inde.. -Saving®=> £ A sophemichele @) & = -
File Home Insert Draw Design Layout Referer Mailinc Review View Zotero Help RCM W &
4 |A = A pel 4‘
&= A, 0 s
Paste Font  Paragraph  Styles  Editing Dictate  Editor  Reuse
- g v v v v Files
Clipboard 1S Styles [ Voice Editor  Reuse Files
LX) . O © & Gswns|a ¢
sopmeatsppromrsgamsisimny ¢
Fle Actons Edit View Help
|
Fron. threading inport +
daf comectionscan(targethost, targetport)
7 sack + socker(ar_wer, soc sTRean)
Zock.comect((targethost <argetport))
| Print (‘T3] %4/ccp open' % targetpart)
| excents
print ('(-] %/tcp Closed” X targetport)
finanty
| sack.cloze)
As shown below, the advanced port scanner is successfully working as the connection
had been made to the specified host and all ports had been scans to detect whether
they are open or closed.
Figure : Test Successful
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' NameError: name 'targetport' is not defined

[—(sophie® kali)-[~/pythonprograms/scanning]
% nano advancedscanner.py
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As shown below, the advanced port scanner is successfully working as the connection
had been made to the specified host and all ports had been scans to detect whether
they are open or closed.
(| e e e
5 e 193368104 - 125
(4] Séan Resuits for:163.168.1.4
| €3 1357xcp Closed
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Figure : Test Successful
The colours of the results have been updated as they were within the previous simple
port scanner, as shown within the figure below.
Figure : Coloured Results
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To access official Ubuntu documentation, please visit:
fnttp://help.ubuntu.com/
0 mail.
sfadnin@netasploitable:™$ ifconfig
e tho Link encap:Ethernet Huaddr 08:00:27:4 0
inet addr:192.168.1.99 Bcast:192.168.1.255 Mask:255.255.255.0
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carrier 0 collisions 0
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Figure : Metasploitable Network Settings
It is shown within the below figure that the VM machines have been allocated similar
IP addresses that belong to the local network area.
Figure : IP addresses on both VM's.
Chapter 6 — Testing and Evaluation
Chapter 7 — Conclusions and Recommendations
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[igure : IF addresses on both VM's -
From connecting both VM's to the local network, a simple banner retriever can be
coded. A ‘retbanner.py’ file is created to create the program to retum the banner found
from the local hosts. Within this file consists of all the code required to connection to
the local host, generate a banner and return it to the user. The 1024 byte is inserted
within the brackets for the banner variable as all those bytes will try to be received
from the target and will be stored within the variable.
I
Figure : ‘retbanner.py’
36
The results for the scan is within the below figure for the banner on a specific port
located on the metasploitable machine.
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] reatt enter e T 153 168.1.99 Figure : IP addresses on both VM's
§] Please enter the port: 22
| bSSH-2.0-0penSSH 4. 7p1 Debian-gubuntui\a’
1 (iophieES lali)-[~/pythonprograms/scanning] From connecting both VM's to the local network, a simple banner retriever can be
\
% coded. A ‘retbanner.py’ file is created to create the program to retum the banner found
] from the local hosts. Within this file consists of all the code required to connection to
the local host, generate a banner and return it to the user. The 1024 byte is inserted
within the brackets for the banner variable as all those bytes will try to be received
] from the target and will be stored within the variable.
b Figure : ‘retbanner.py’
)
X
q 36
< The results for the scan for the banner on a specific host is below
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#1/usx/bin/python

mport os
import sys

il import socket
L

if len(sys.argv) = 2:
Filename - sys.argv[1]
if not os.path, isfile(filename):
print ('[-] File Does Not Exist!')
exit(0)
if not os.access(filename, 0s.R_O0K):
print ('[-] Access Denied! ')

? def main():

5 exit(0) The vulnerability scanner code begins with the imports, where all are the same but the
§ else:
4 mﬁ:zng'[-] Usage: ' + str(sys.argv[0]) + "<vulnerbale filename>") ‘os’ library is inserted to check whether the file that consists of the vulnerable banners
exi
portlist = [21,22,25,80,110,443,445] exists and if it is executable or not. The ‘sys’ library will be used to check the number

., for x in range(99,101):[l
of arguments specified in the command of the program. Within the main function, the

sys library is used to check whether the correct number of arguments are specified in
the command, where there should be two arguments, first the name of the program
and then the seconds being the name of the file. The next piece of code checks

L2 Nl

whether the filename inserted exists or not and if it consists of two arguments, but if it
does not, then the program moves forward onto the else statement. The else
commands help the user understand what is required to be entered into the program.
The code is shown with the figure below.

I
Figure : vulnerablescan.py
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M mport oys Fle Acions Edt View Help
'# def retBanner(ip,port): 1 juse/vin/python
? s = socket.socket() A
é R (o (rna D)) e
s.settimeout(3) imveclGl
print (s.recv(1024)) oo a
Fiiersme ~ sye srgi1)
def checkvulns(banner, filename): if ot o8 ».:n(x??;u;r:n:;‘--:‘ oy
1 ot of-ackeds(Filamam, 05.8.00)
o def main(): e 3 hecsd Sededi )
4 if len(sys.argy) = 2: etae iy s ——
Fiienane - sye.argui1] it 11 s Stapn TS “etnerste ilenner)
if not os.path.isfile(filename): X
print ('[-] File Does Not Exist!') Figure : vulnerablescan.py
exit(0)
H if not os.access(filename, os.R_Of
‘ print ('[-] Access Denied!') - A . .
exit(0) The range of host has been limited to 2 as the program initially will only been scanning
else: " i i
3 print ('[-] Usage: ' + str(sys.argv[0]) + "<vulnerbale filename>") the two local hosts within the network area. A variable is then set so the program
> exit(0) i X
i1 for x in range(99,101): knows what the IP address of the host are. The previous program for returning banner
4 ip = "192.168.1." + str(x) . . -
port = str(input("Please enter the port: ")) is now used to be able to return within the program, as shown within the figure below.
banner = retBanner(ip,port)
checkvulns(banner, filename)
main()
38
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Printing in Python 2 vs printing in Python 3
In order to print something to the console in Python 2, all you had to do was
use the print keyword:

"Hello world”

#output
#Hello world

This was called a print statement.

In Python 3 the print statement was replaced by the print() function.

("Hello world")

#output
#Hello world

If you don't add the set of opening and closing parentheses that follow prin <
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[ (sophic® kali)-[~/pythonprograms/scanning)
$ python3 vulnerablescan.py vulbanners.txt
Please enter the port: 22
b'SSH-2.0-0pensSH_4.7p1 Debian-gubuntul\n'
Traceback (most recent call last):
File "/home/sophie/pythonprograms/scanning/vulnerablescan.py”, line 37, in <module>
main()
File "/home/sophie/pythonprograms/scanning/vulnerablescan.py”, line 36, in main
checkvulns(banner, filename)
File "/home/sophie/pythonprograms/scanning/vulnerablescan.py”, line 17, in checkvulns
if line.strip("\n") in banner:
TypeError: argument of type 'NoneType'

is not iterable

[—(sophie® kali)-[~/pythonprograms/scanning]
=% nano vulnerablescan2.py

[—(sophie® kali)-[~/pythonprograms/scanning]
=% nano vulnerablescan.py

[—(sophie® kali)-[~/pythonprograms/scanning]
=% nano vulnerablescan.py

[—(sophie® kali)-[~/pythonprograms/scanning]
=% python3 vulnerablescan.py vulbanners.txt
File "/home/sophie/pythonprograms/scanning/vulnerablescan.py”, line 19
print ('[+] Server is vulnerable: ' + banner.strip(*\n"))
IndentationError: expected an indented block
[—(sophie® kali)-[~/pythonprograms/scanning]
=% nano vulnerablescan.py

[—(sophie® kali)-[~/pythonprograms/scanning]
=% python3 yvulnerablescan.py vulbanners.txt
Please enter the port: 22
b’SSH-2.0-0penSSH_4.7p1 Debian-gubuntul\n'
Please enter the port: 110
Traceback (most recent call last):
File "/home/sophie/pythonprograms/scanning/vulnerablescan.py”, line 40, in <module>
main()
File "/home/sophie/pythonprograms/scanning/vulnerablescan.py”, line 38, in main
banner - retBanner(ip,port)
File "/home/sophie/pythonprograms/scanning/vulnerablescan.py”, line 10, in retBanner
s.connect((ip, int(port)))
ConnectionRefusedError: [Errno 111] Connection refused

[ (s0phic® kali)- [~/pythonprograms/scanning]
$ python3 vulnerablescan.py vulbanners.txtl]
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# /usx/bin/python

from socket import *
import optparse

fFrom threading import *

fron termcolor import colored

def connectionscan(targethost, targetport)

try:
sock = socket(AF_INET, SOCK_STREAM)
sock. connect((targethost, targetport))
print (colored('[+] %d/tcp Open' % (targetport), 'green'))
except:

print (colored('[-] %d/tcp Closed’ % (targetport), 'red'))
Finally:
sock.close()

def portscan(targethost, targetports)
try:
targetIP - gethostbyname(targethost)
except:
print (*Unknown Host %s

%targethost)
try:
targethame =
print ('[+] Scan Results for:
except:
print ('[+] Scan Results for:' + targetIp)
setdefaulttimeout(1)
for targetport in targetports:
t - Thread(target-connectionScan, args=(targethost, int(targetport)))
t.start()

gethostbyaddr(targetIp)
"+ targetName[0])

def main():
parser

optparse.OptionParser('Usage of program: ' +
parser.add_option('-H', dest-'targethost’, type='string’, hel,
parser.add_option(‘-p’, dest-'targetport’, type='string’, hel,
| (options, args) - parser.parse_args()
targethost - options. targethost
targetports - str(options. targetport).split(",")
if (targethost = None) | (targetports[0] = None)
print (parser.usage)
exit(0)
portscan( targethost, targetports)

*specify target host')
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tasks on the first had become a lot smaller, but then a more accurate time scale was
given with the second one. The only adjustment that was required to be made to the
Gantt chart is the time scale used for recovering from mistakes, as not that many
mistakes were made throughout the development stage of the prototype, 50 a shorter
‘amount of time was used on that specific task which led more time to be spent on
extended literature review on attempting to research different ways to improve the
development further.
Code
As the code was on a Virtual Machine, a screenshot or two has been made of the
code.
advancedscan.py
65
portscan1.py
portscan2.py
retbanner.py
vulbanners.txt
Undo
Redo
Vulnerablescan.ov
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#1/usx/bin/python
import socket

sock = socket.socket(socket .AF_INET, socket.SOCK_STREAM)
socket.setdefaulttimeout(3)

input("Enter the Host to Scan: ")
int(input("Enter the Port to Sca

host
port

")

def portscanner(port):
if sock.connect_ex((host,port)):
print ("Port %d is closed” % (port))
else:
print ("Port %d is opened” % (port))

portscanner(port)
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#1/usx/bin/python ) . ) .

Clipboard 1S Styles IS Voice Editor  Reuse Files
import socket e
from termcolor import colored 1 3
1 /usx/bin/python
sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM) import socket
sock = socket . socket(socket .AF_INET, socket.SOCK_STREAM)
host = input("[*] Enter the Host to Scan: socket.setdefaulttimeout(3)
def portscanner(port): host - input(“Enter the Most to Scan: *) _
if sock.connect_ex((host,port)): port - int(input(*Enter the Port to Scan: "))
print (colored("[!] Port %d is closed” % (port), 'red'))
else:
B . \ . . def portscanner(port):
print (colored("[+] Port %d is open” % (port), 'green')) if sock.connect_ex((host,port)):
print ("Port %d is closed” % (port))
for port in range(100,150): else:
portscanner(port) print ("Port %d is opened” % (port))
portscanner(port)
66
portscan2.py
|
retbanner.py
vulbanners.txt
Vulnerablescan.py
Help Write Out Where Is cut Execute Location Undo
Exit Read File Replace Paste Justify Go To Line Redo
Vulnerablescan2.py
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import socket

def retBanner(ip, port):
s = socket.socket()
s.connect((ip, int(port)))
s.settimeout(3)

print (s.recv(1024)) portscanz.py
def main(): % fuse/minpython

ip = input(“Please enter the IpP: ")

port - Str(inpuc(*Please enter the port: ")) imvocipnss o

retBanner(ip, port)
Sock = socket. sacket (socket. AF_INET, socket .SOCK_STREAW)

main()
host = input("[+] Enter the Host to Scan: ")
dof portscanner(port);
if sock.connect_ex((host, port)):
print (colored(*[!] Port %d is closed” % (port), 'red))
else:
print (colored("[+] Port %d is open” % (port), green’))

for port in range(100,150)
portscanner(port)

retbanner.py

vulbanners.txt
vulnerablescan.py
vulnerablescan2.py
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import socket
import os
import sys nnes

fFron termcolor import colored

def retBanner(ip,port): #1 /usr/bin/python

s = socket.socket()
s.connect((ip, int(port))) import socket
SLCOETTEE def retBanner(ip, port)
print (colored(s.recv(1024)), 'red') S A o
def checkvulns(banner, filename): B
f = open(filename, "r") print (s.recv(1024))
for line in f.readlines():
try: def main()
if line.strip("\n") in banner: ip = input("Please enter the IP: ")
print ('[+] Server is vulnerable: ' + banner.strip("\n")) port = str(input(“Please enter the port: "))
except: retBanner(ip,port)
return
main()
def main():
if len(sys.argy) = 2:
Filename = sys.argv[1]
if not os.path.isfile(filename):
print (colored('[-] File Does Not Exist!'), 'red') Vuinerablescan.py
exit(0) |
if not os.access(filename, os.R_0K)
print (colored('[-] Access Denied!'), 'red')
Vulnerablescan2.py

exit(0)
| else:
| print ('[-] Usage: ' + str(sys.argv[@]) + " <vulnerbale filename>")
exit(0) Ethics Form
for x in range(99,101
ip - "192.168.1." + str(x)
port = str(input("Please enter the port: "))
| i o EE D) 67
checkvulns(banner, filename)

main()
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Exit Read File Replace paste Justify Go To Line Redo
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Brport socket .
Tapor G /e /bin/python
import sys tmport socket
import 08
def retBanner(ip,port): from teracotoe apertlcotored
try:
socket.setdefaulttimeout(2) T
s - socket.socket() = comect({1p, int(port)))
s.connect ((ip, port)) SEint Catoredts.recu(1026), “red
P Srint (cotored(s. recv(10200), “red’)
S (e o chncpvtos(oamer, cslenee):
except: for Tine in f-resdtinesO)
return ey
s s e
def checkVulns(banner, filename): axcopt " % . "
f = open(filename, "r") e
for line in f.readlines(): dof main():
if line.strip("\n") in banner: ¥ entays.aren) = 20
print('[+] Server is vulnerable: ' + banner.strip("\n")) {F'net o path: s Fitedtename)
brint (colored(" (-1 File boss Mot Exist!®), ‘red)
G e 16 not os-aceeds(fitename, 05.8.0K)
if Tlen(sys.argv) = 2: brint Ceolored( (] Access bemiedi), 'red)
Filename - sys.argv[1] N exi(o)
if not os.path.isfile(filename): S prtat (*[-] Usage: * + ste(sys.argu[s]) + ° coulaerbale Filesames)
print('[-] File Does Not Exist!') oit(o)
exit(0) * 4 str(x)
if not os.access(filename, os.R_0K): (-Pesse enter the port: )
print('[-] Access Denied! ') ner(iguport)
exit(@) main() B
| else:
| print('[-] Usage: ' + str(sys.argv[0]) + " <vulnerable filename>")
exit(0)
portlist - [22,23,25,80,110,443,445] Vulnerablescan2.py
for x in range(99,101 |
ip = "192.168.1." + str(x)
For port in portlist:
banner - retBanner(ip,port)
T e Ethics Form
print(‘'[+] ' + ip + "/" + str(port) + " : " + banner)
checkvulns(banner, filename) APPLICATION FOR ETHICAL APPROVAL
main() In.order. for research to result in benefit and minimise risk of harm, it must be
conducted ethically.
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Date:   09/11/21   

Present:   Sophie  Slaughter & Carlene  Campbell   

  

1.   Completed since last meeting   As it was the first initial meeting today,  there was no required tasks to be completed in order to  move forward just yet.     2.   Discussion   There was an issue first with the objectives set out, the issue was that three of my objectives  were based off research and no implications of any development/desi gning stages. I must  reword the objectives to implicate that the researched work is what was intended to aid and be  used within the designing stage.     The literature review had been gone through briefly, where it was explained that there  were two types of s tages within the lit review, which were general and technical. General is  gathering an insight into one or more areas within the chosen topic, in this case, security ,  vulnerabilities   and penetration testing , and technical is the using the researched work i nto  practice by following previous work designed by another individual, where the designing work  used by myself can be referenced into my own project  as an experimental stage for creating a  more effective syntax method. Further research is to be done for g athering a clearer  understanding of how other people have created a syntax vulnerability scanner.   The  methodology section was mentioned but not gone through as there is plenty of detail and  explanation within the guides given.     From asking a question about   what software would be best to use, it was explained that  it is not about what is best but more preferred for what I intend to design or what I feel I  understand more. A coded syntax on the vulnerability scanner is what is intended to be created  for the f inal year project. In masters, the project would be taken further and investigated into  more detail by configuring and designing an actual vulnerability scanner.     As not a lot of  implementations   will have been completed by Christmas point, the  problem form ulation   will be a diagram of the intended  idea for a final  design   ( Diagram ( picture  worth 1000 words)) .     3.   To be completed  
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Date:   16/11/2021   

Present:   Sophie  Slaughter   

  

1.   Completed since last meeting   The o bjectives have been redone, an d   present more of a detailed layout of  what is  intended   to  be achieved throughout the  project duration .   A start has been made into the Literature review  since the objectives have been completed .        2.  Discussion   The re was no scheduled  meeting this week as   I  had mentioned that I was to continue with the  Literature review and work on the objectives to ensure that they are correct.   Head way has  been made into the Literature   review where research  into   network vulnerability scanners   and  exploration on how to configure the  scanner itself.     3. To be completed   Further research is to be completed to go further with the literature review   and then to come  onto  the implementation stage of the project come Christmas, after the Interim Viva i s  complete.    

Next meeting:   
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Date:   23 /1 1/2021   

Present:   Sophie  Slaughter   

  

1.   Completed since last meeting   Further  research has been complete within the  Literature   Review.  In - depth research   has been  done into specific areas that underline the project idea, which is network vulnerability scanners.  A greater   understanding of what  network  vulnerability scanning  is has bee n explained and what  most   vulnerability scanners can protect against .       2.  Discussion   The re was no scheduled  meeting this week as I  had mentioned that I was to continue with the  Literature review . Further h ead way has been made into the Literature   review where  more in  detail  research  into   network vulnerability scanners   has been done .     3. To be completed   As  following the last logbook completion requirements for the next week,  f urther research is to  be completed to go further with the literature revi ew   and then to come onto  the  implementation stage of the project come Christmas, after the Interim Viva is complete.    

Next meeting:   
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Date: 30/11/2021   

Present:   Sophie  Slaughter   

  

1.   Completed since last meeting   After completing the first batch of research for the  literature review, further research had been  made into other areas of vulnerability scanners. Other existing projects on vulnerability scanners  had been compared to discover the most reliable method of implementing a scanner and what  features were best to  implement within the scanner to discover a wider range of vulnerabilities  behind a network.       2.  Discussion   There was no scheduled  meeting this week as I had been slightly  unwell and   had mentioned that  I was to continue with the Literature review.  It was   mentioned through email that i f any  alterations were required  to be completed to any of the work completed already done, then  that would be completed today and looked through once again by Carlene, through a  full  document up to the point I have reached .     3. To be completed   As following the last logbook completion requirements for the next week, further research is to  be completed to go further with the literature review   and preparations for the Interim Viva to  be done, where a presentation is to be put in  place and make a head way into  adding the work  into it .    

Next meeting:   
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Date:  08/02/2022   

Present:   Sophie  Slaughter & Carlene  Campbell   

  

1.   Completed since last meeting   The Interim Viva had been completed towards the end  of last month, where feedback had been  given from Carlene and the second marker, Nitheesh.  A contingency plan was needed to  be   created if  it came to the stage of the scanner not being able to be configure d before the end of  the deadline .     2.  Discussion   The contingency plan was gone over, where explained in detailed what can be done to follow on  through with the project to then be able to come to a completion. The o ther topic discussed was  the  progress I am at with the project at present, which is into the research into the  implementation stage, where I am trying to locate and apply the most appropriate method of  implementations together to form a syntax code scanner .   Discussion on sending  documents   over to Carlene was spoken about, where more of the work  that has been started and  halfway   through is to be sent over to her for looking it through   to see  if any adjustments will have to be made.     3. To be completed   More d ocuments where the   Carlene can supervise my work is to be  done and   aim to send  most  documents about the project over to her.   Finalize the contingency plan.    

Next meeting:   15/02/2022   
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Date:  15 /02/2022   

Present:   Sophie  Slaughter & Carlene  Campbell   

  

1.   Completed since last meeting   A few documents were sent over to  Carlene to look over to then present feedback to see if any  changes of improvements require to be made.     2.  Discussion   As  a   little confusion was   made on my part, I need to send over the design and implementation  documents on the project for Carlene to lo ok over.     There are two options for me to go down , where I can go down into the development stage and  develop the code and test  it   through  pursuing attacks   after completion, or to go down the  penetration testing (There is more detail in the video )   Ensure  that there is a big difference to my own scanner compared to other scanners made out  there     3. To be completed   Send over the documents to Carlene by the next meeting  

Next meeting:   
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Date:  08 /0 3 /2022   

Present:   Sophie  Slaughter & Carlene  Campbell   

  

1.   Completed since last meeting   Design and Implementation documents were  sent over to Carlene for a brief check over to see if  all was okay and could proceed further.     2.  Discussion   Discussed  how the documents should be laid out, but did it separately for my own  benefit , as I  then knew where I was with the progress .  The Desig n and Implementation  must   be updated as  the design is what needs to be completed before moving forward into setting up the  implementation stage.     3. To be completed   Put all the individual documents into one whole document so Carlene can check it over, give   more accurate feedback and so if it flows the way a project should.  

Next meeting:     
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