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A hypervisor is a software that can be installed to allow virtual machines to function with their own operating system, to enable them to run on one physical server. This creates a layer between the virtual machine and the underlying physical hardware which acts to provide access to desired physical resources. There are two main types of hypervisors. Firstly, a type 1 hypervisor is installed and runs directly onto the underlying hardware of the physical computer meaning that it can communicate with the devices components such as CPU, memory and storage. Whereas a type 2 hypervisor runs as an application on top of the host operating system [1] [2].
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Image taken from [2]
In this case, a type 2 hypervisor is a more suitable choice. This is due to the fact that type 1 hypervisors are more commonly applied to more fixed-use scenarios such as data centres, larger enterprises, web servers, etc. Whereas a type 2 hypervisor is used typically more in this scenario as they have the flexibility to offer the use of multiple operating systems via one machine, in this case, the use of Windows and Debian clients. This flexibility also includes the ability to mitigate resources accordingly to the various VM’s being run on the network. With these points in mind, a type 2 hypervisor is very convenient for this scenario [3].
Furthermore, as well as the need for the hypervisor to easily support Windows and Debian clients, there are also hardware requirements. These can include, the host machine needing a reasonable amount of RAM, storage, and processing power. To be specific, 32-64GB of RAM, 300-400GB internal storage, and perhaps 8-10 CPUs to be allocated between all of the devices on the network.
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The use of IP Addressing is imperative to the functionality and effectiveness of this network. IP addressing allows for communication between devices on the network, allow devices to access the internet, as well as allow communication between devices on separate networks that are interconnected. The latter can be achieved via routing, which will be mentioned later. However, IP addressing needs to be done in a logical manner, known as subnetting. This is when a network is divided into smaller subnetworks. In this case, the Swansea network (Windows) will follow the IPV4 address structure of 192.168.1.1, 192.168.1.2, etc. Whereas the London network (Debian) will follow a very similar but different structure of 192.168.2.1, 192.168.2.2, etc. Introducing subnetting into a network can help improve network security as well as performance by reducing overall network traffic [4].
IPV6 addressing is another, more recent version of the Internet Protocol. Where instead of only being limited to 32-bit addressing, IPV6 offers 128-bit addressing which can support a considerably greater number of IP addresses. However, in this case, IPV6 isn’t completely necessary [5]. Additionally, IPV4 is a much simpler way to structure IP addresses and as there is no need for complexity in this scenario, IPV4 is the ideal choice. 
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Image taken from [5]
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Routing in a network is the process of deciding the most efficient path for data to travel across one or more networks, in this case, between the Swansea and London networks. Routing is also used for data transmission across the internet to allow packets of data to successfully travel between their source and destination. Furthermore, routing can be methodized in two different ways. Static routing is a manual way of configuring routing which offers the ability to have full control over routing decisions in a network, typically ideal for smaller networks. Whereas dynamic routing is an automatic, flexible method of routing where algorithms decide the paths for routing, typically more suitable for larger enterprise networks [7]. 
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Image taken from [7].
In this case, static routing is more suitable due to the fact that it is a small network and has a simple topology structure. Furthermore, this would allow for more control over packet routing via manual configuration which is ideal for this topology. However, if there is possibility for change or expansion in the future, then dynamic routing should be well considered. This is due to the fact that dynamic routing scales a lot more adequately than static routing and will also offer automatic updates and support redundancy in larger networks. Dynamic routing is much more complex and requires much more obscure configuration which in this case is not necessary. 
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A VPN (Virtual Private Network) is a connection over the internet between a device and a network which is encrypted. This encrypted connection provides secure transmission of sensitive data by eliminating the intrusion of unauthorized people on the traffic of data. VPNs are capable of enabling work to be conducted remotely, as well as allowing offices to connect to each other via established connections [8]. 
A common way to assign IP addresses on a network is to manually input network parameters using static IP Addressing. However, DHCP (Dynamic Host Configuration Protocol) is a way of a network automatically assigning IP addresses to the devices via a dedicated DHCP server. Implementing DHCP in a network can eliminate any chance of conflicts arising from duplicate IP addresses assigned by different devices. However, due to the smaller size and simplicity of this network topology, DHCP isn’t completely necessary at this stage as static IP addressing won’t cause any issues with complexity [9]. 
AD DS (Active Directory Domain Services) are services for network management that allow for the storage and management of directory data while also making it accessible to network users and administrators. Additionally, these services can be used to alter and create access permissions for different users on the network based on their status, this can be helpful to implement a hierarchy in the network [10].   
A certificate authority works to assign digital certificates to users and services on a network by being a trusted central administrative system. This works by making use of private keys and digital signatures that are able to validate the authenticity of user’s certificates. This process can be done both publicly and in private networks [11].
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When deploying a virtualised network infrastructure such as this, a type 1 hypervisor would introduce unnecessary complexities without offering relevant advantages in this context. Therefore, a type 2 hypervisor is the ideal choice. This is due to the hypervisor operating on top of the existing host operating machine, meaning that it can make running multiple virtual machines simultaneously seem simpler. This also includes the ability to easily configurate virtual machines, simplify management, and allow for recovery via snapshotting. These features are incredibly helpful, especially when testing and troubleshooting are required. 
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[image: ]Debian Server IP Addressing:

Debian Client IP Addressing: 
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Windows Server IP Addressing:
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Windows Client IP Addressing:
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Successful Connectivity within the same network (Debian Server to Client): 
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Successful Connectivity within the same network (Debian Client to Server): 
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Successful Connectivity within the same network (Windows Server to Client): 
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Successful Connectivity within the same network (Windows Client to Server): 
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Unsuccessful Connectivity within different networks (Debian Server to Windows Server)
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Unsuccessful Connectivity within different networks (Debian Client to Windows Client)
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Unsuccessful Connectivity within different networks (Debian Client to Windows Client)
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Unsuccessful Connectivity within different networks (Windows Server to Debian Server)
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Unsuccessful Connectivity within different networks (Windows Server to Debian Client)
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Unsuccessful Connectivity within different networks (Windows Client to Debian Server)
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Unsuccessful Connectivity within different networks (Windows Client to Debian Client)
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Naming the Windows Server:
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Naming the Windows Client:
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Naming the Debian Client: 
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The first step into setting up the virtual network was to install the correct ISO files from the internet to then use within VirtualBox to create and configure the VMs. This was a relatively simple task. Furthermore, when creating the VMs I had to decide the quantity of resources to allocate to each machine. I decided to allocate 80GB of storage to the Windows Server, along with 8GB of RAM, and 4 processers. This was to ensure that the server was able to run adequately as this was the most resource dependent VM. The other machines were able to only be allocated 20GB of storage and anywhere from 2-4GB of RAM, with only 1 or 2 processers as these weren’t as dependent on resources. 
I found configuring the IP addresses onto the machines was also simple and straightforward. However, when attempting to ping devices I ran into a small problem. This problem was that some of the devices weren’t successfully pinging. However, I soon realised that it was due to the fact that I forgot to disable the internal firewalls within the devices, which was creating difficulty in gathering successful pings. I didn’t allocate/set up any DNS as this wasn’t required at this stage. 
Personally, I found this project to be very straightforward as I was aware of what needed to be done and didn’t run into many issues. I was able to set up this virtual network within good time and didn’t end up rushing anything belatedly. Overall, I am very content with the way in which I conducted this network deployment, testing, troubleshooting, as well as any decisions that were made during this process. 
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