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1. [bookmark: _Toc129290039]Part 1 - Group Work – Task 1 & 2

This section describes how the group organised itself and setup collaborative working. This includes details of how work was backed up.

[bookmark: _Toc128316269][bookmark: _Toc129290040]Group Members
The group had a mixture of skills that consisted of networking and cloud software skills.
Name of the Team: Team Resit
Team Members 
	Student Name
	Student ID

	Sam Comley
	2023031

	Kasey WARD
	2113329

	Gareth WILLIAMS
	1910285

	Carys NEWINg
	2014825



Team Evaluation (Self Evaluate your Team)
	
	Sam
	Kasey
	Gareth
	Carys

	Sam
	
	
	
	

	Kasey
	
	
	
	

	Gareth
	
	
	
	

	Carys
	3
	5
	5
	3


Rate your Teams Contribution with a scale of 1 to 5 (1 No Contribution and 5 Excellent Contribution)
Add your comments on Team Evaluation: (Justify your evaluation)
Sam: Was present for many of the sessions that I was on-site for and took part in the discussions around the actions we were taking.

Kasey: Took the mantle of Team Leader and assigned the actions out to be completed and took a fair amount of the screenshots used. Kasey regularly followed up with me to ensure that I was kept in the loop.

Gareth: took a fair amount of the screenshots used and compiled them into the final document for the assignment during the time that the other team-mates had additional lectures. Gareth also enabled us to troubleshoot an issue we were seeing on Windows and not on his Mac device.

Carys: I volunteered to set up the shared working area on my OneDrive to ensure that we could have back-ups and a collaboration area. Whilst I did have to miss some of the sessions to issues from a long-term health condition I tried to work remotely and complete any actions assigned to me.



[bookmark: _Toc128316270][bookmark: _Toc129290041]Group Diary
The following table in figure x shows a brief diary of the group activities.

	Date
	Work/Tasks

	2nd Feb
	Agreed Ways of Working
Built basic VMs using Virtual Box
Shared email addresses
Set up Shared Folder for group work


	9th Feb 
	Added shared report doc in shared folder
Set up network elements, backed up VMs, zipped up, examined snapshots for differential / efficient backups
Discussed VM Backup Strategy


	15th Feb
	Promoted Server 1 to Domain Controller
Debugged network problem between two servers – turnout to be typo in HyperV settings on server2 (the network name must equate to the ethernet card name in Windows2019).



	22nd Feb
	Task 4 and 5.
Problem - DNS setting won’t allow client pc to connect to the domain. Having to change the DNS IP setting on the client to server private IP 172.16.1.1. After some thought and investigation, this is due to 10.10.10.1 being on a different network.
The domain needs to be infront of the Administrator account?
 


	2nd March
	Group came together to finalise and agree group work section


[bookmark: _Toc128056635][bookmark: _Toc128316381][bookmark: _Toc129261685][bookmark: _Toc129290080]Figure 1 - Group Diary

[bookmark: _Toc128316271][bookmark: _Toc129290042]Shared Working
The group discussed basic housekeeping and collaboration tasks. It was agreed to set up a simple shared folder structure in sharepoint.

We created an email group to allow for communication between the members to communicate outside of the on-site day.

A shared folder was used to create a folder to share notes and content

https://uowtsd-my.sharepoint.com/personal/2014825_student_uwtsd_ac_uk/_layouts/15/onedrive.aspx?ga=1&id=%2Fpersonal%2F2014825%5Fstudent%5Fuwtsd%5Fac%5Fuk%2FDocuments%2FNOSS%2FGroup%5Fwork%2FOriginal%5FISO%5F02%5F02%5F2023



[image: Graphical user interface, application, Word

Description automatically generated]
[bookmark: _Toc129290081]Figure 2 - Shared Folder


[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Toc129290082]Figure 3- Shared Folder 2


[bookmark: _Toc128316272][bookmark: _Toc129290043]Backup Strategy
The group discussed a number of backup methods for each aspect of the tasks, Documentation, VMs and network configuration.

[bookmark: _Toc128316273][bookmark: _Toc129290044]Backup of Documentation
Documents to be saved to a SharePoint shared folder with version control enabled. This allows for previous versions to be pulled.

[bookmark: _Toc128316274][bookmark: _Toc129290045]Backup of Virtual Machines
As well as simply manually shutting down, compressing the VM files, and saving to an offline storage, the team discussed the use of snap shots and looked at how this makes the backup routine more efficient and saving on downtime. 


[image: Graphical user interface, text, application, chat or text message

Description automatically generated]
[bookmark: _Toc129290083]Figure 4 - Backups - VirtualBox Snapshots

[image: Graphical user interface, text

Description automatically generated with medium confidence]
[bookmark: _Toc129290084]Figure 5 - Backup - Compressing Snapsho
[bookmark: _Toc128316276][bookmark: _Toc129290046]Task 1: Type 2 HyperV – Setting up Environment Hosts and Clients
This section describes how the team used Type 2 Hypervisor software to set up the platform consisting of 2 VM Servers and 2 VM clients.
 
[bookmark: _Toc128316277][bookmark: _Toc129290047]VirutalBox
VirtualBox was used as the Type 2 hypervisor as it is easy to install and configure.
The media to create the VMs (Microsoft ISOs), were stored on the group shared folder to ensure we could return to the same version if required.

[bookmark: _Toc128316278][bookmark: _Toc129290048]Backup Strategy
The group decided in the first instance to simply make manual copies of work, and version control manually. The group did consider version control tooling such and Git and GitHub, but the scope of the work outweighed the benefits.

In addition, each week virtual appliance files were copied to an offline folder to allow for roll-back or recreation of the VMs in the event of failure.

[bookmark: _Toc128316279][bookmark: _Toc129290049]Windows 2019 Hosts – Server 1 & 2

The following screen shots show the process of the Server installs.

[image: ]
[bookmark: _Toc129290085]Figure 6 - Server Installation

During the install we accepted the default installation options for Windows 2019. This was repeated for Server 2. Screen shot 2 shows Server 1 up and running.

[bookmark: _Toc129290050]Windows 10 Client Installs

[image: Graphical user interface, application

Description automatically generated][bookmark: _Toc129290086]Figure 7 - Win 10 Client install

[bookmark: _Toc128316280]As with the servers, ISOs were used to create a default install of Windows 10 for Client 1 & Client 2









The following diagram shows the 2 Servers, and 2 Clients in VirutalBox and are set up with default out of the box configurations.

[image: Graphical user interface, text, application

Description automatically generated]
[bookmark: _Toc129290087]Figure 8 - Virtual Box - Confirming Servers and Client setups



[bookmark: _Toc128316281][bookmark: _Toc129290051]Optimise Virtual Machine settings

[image: Graphical user interface, text, application

Description automatically generated]VirtualBox allows the changing of HyperV configuration options to allow for things such as more memory or CPU threads.[bookmark: _Toc129290088]Figure 9 - Optimising Virtual Machine Settings


Figure n – shows an example of this for Server1

It is important to note that Windows 10 would not take advantage of these optimisations as it does as it does not have PAE/NX to access more RAM as they are 64bit installations.





We looked at other possible HyperV optimisations, but as a group it was decided we could revisit this at a later time once the core services are established and basic functionality working.








[bookmark: _Toc128316282][bookmark: _Toc129290052]Configure Network
The next task was to set up the virtual network. This is done within the HyperV software to create a virtual network interface card for each machine. Note the correlation between the HyperV name and the network card name within the VMs.


[bookmark: _Toc128316283][bookmark: _Toc129290053]VM PublicNet & Private Network
There were three networks established, two private and one public. The public network is only accessible from the Windows Servers.


[image: Graphical user interface, application, Word

Description automatically generated][image: A screenshot of a computer

Description automatically generated]

[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc129290089]Figure 10 - Public and Private Network config


[bookmark: _Toc128316284][bookmark: _Toc129290054]Testing the virtual networks – Ping
The team carried out simple testing of the network configuration by using simple Ping from the windows Command prompt.

The follow screen shot shows and example of the ping between Client1 and Server1

[image: ]
[bookmark: _Toc129290090]Figure 11 - Ping testing


The following shows the verification of pinging Client 2 to Server 2

[image: Graphical user interface

Description automatically generated]
[bookmark: _Toc129290091]Figure 12 - Ping Testing - 2

[bookmark: _Toc128316285][bookmark: _Toc129290055]Troubleshooting - Ping Problems
Initially, some pings failed – however, upon double checking configuration on Server1 the Windows Firewall was still enabled blocking the ICPM Ping Port.

We revisited each machine and double checked the firewall settings to ensure they were disabled and successfully retested with ping.



[bookmark: _Toc128316286][bookmark: _Toc129290056]Task 2: Network Directory Service
This section describes deploying the Microsoft Active Directory Network Directory Service on to Server 1.

[bookmark: _Toc128316287][bookmark: _Toc129290057]Active Directory
Before beginning the group checked that Server 1 had a static IP and that DNS was not already configured.
[image: Graphical user interface, text, application, Word

Description automatically generated]
[bookmark: _Toc129290092]Figure 13 - Active Directory

[bookmark: _Toc128316288][bookmark: _Toc129290058]Change Server1 Computer Name
The server name was changed from the default name.
[image: Graphical user interface

Description automatically generated]
[bookmark: _Toc129290093]Figure 14 - Changing Server Name

[image: Graphical user interface, application

Description automatically generated]
[bookmark: _Toc129290094]Figure 15 - Confirmation of Server Name Change

The following screen shot shows the new DMC1-MT name

[image: ]
[bookmark: _Toc129290095]Figure 16 Confirmation of Server Name Change - 2

[bookmark: _Toc128316289][bookmark: _Toc129290059]Add AD Feature on Server 1 (DMC1-NT)
The following screen shots show some of the installation steps of Active Directory services. 

[image: Graphical user interface, text, application

Description automatically generated]
[bookmark: _Toc129290096]Figure 17 - Active Directory Installation - 1

The following screen shot shows the features being installed.

[image: Graphical user interface, text

Description automatically generated]
[bookmark: _Toc129290097]Figure 18 - Active Directory Installation - 2

[image: Graphical user interface

Description automatically generated]
[bookmark: _Toc129290098]Figure 19 - Active Directory Object Attributes storage
Figure 19 shows the location of the database, log and SYSVOL folders which are used to store the active directory Object attributes.


[bookmark: _Toc128316290][bookmark: _Toc129290060]Task 1.3 – Creating User Account Objects

With the directory services feature of Windows 2019 installed, the Active Directory Users and Computers tools are available to manage objects on the network.

[image: ]
[bookmark: _Toc129290099]Figure 20 - Active Directory Running
[bookmark: _Toc128316291][bookmark: _Toc129290061]Create Failsafe Admin Account
It is good practice to create a failsafe account, the following screenshot shows this with the NT-GW account.

[image: ]
[bookmark: _Toc129290100]Figure 21 - Creation of Break glass account


[bookmark: _Toc128316293][bookmark: _Toc129290062]Add Domain User

[image: ]
[bookmark: _Toc129290101]Figure 22 - Creation of User Account


[bookmark: _Toc128316294][bookmark: _Toc129290063]Domain User Logon Times
The team tested the domain user account by setting restrictions on permitted logon times as show in Figure n.

[image: ]
[bookmark: _Toc129290102]Figure 23 - User logon time restriction configuration


[bookmark: _Toc128316296][bookmark: _Toc129290064]Task 5 – Adjoining the domain and testing user logins
Joining Client 1 to the AD domain highlighted the misconfiguration of the network card settings as the DNS address for Client 1 was set to 10.10.10.1 as per instruction. This address is on the Public Network and Client 1 only had access to the private network Private1 i.e., 172.16.1.* so was unable to communicate.

[image: Graphical user interface, text

Description automatically generated]
[bookmark: _Toc129290103]Figure 24 - Issue with IP Addressing



[bookmark: _Toc128316297][bookmark: _Toc129290065]Joining Client 1 to the Domain
Once the network issue was resolved, we were able to successfully attach the client machine to the domain.
[image: Graphical user interface, application

Description automatically generated]
[bookmark: _Toc129290104]Figure 25 - Adding Client 1 to the Domain

Note, to join the domain the Domain Administrator credentials are required. As the administrator password included the @ symbol, this proved problematic as out of the box keyboard input of Windows Server 2019. By chance, the issue didn’t arise with an Apple Mac host as it uses the same keyboard layout.

[image: Graphical user interface, Word

Description automatically generated]
[bookmark: _Toc129290105]Figure 26- Error joining domain


[bookmark: _Toc129290066]Login on to domain as non admin user 
The following screen shot shows the validation of a normal domain user logging in to the client VM but not being allowed to login to the Server.

[image: Graphical user interface, website

Description automatically generated]
[bookmark: _Toc129290106]Figure 27 - logging onto server as normal domain user

As expected, attempting to login to Server 1 as a normal domain user presented the following error:
[image: Graphical user interface, website, calendar

Description automatically generated]
[bookmark: _Toc129290107]Figure 28 - Error logging onto server


[bookmark: _Toc129290067]Task 3: Observational Tasks

[bookmark: _Toc129290068] Hypervisors
[image: type 1 Hypervisor example with virtual machines and physical server]Hypervisors are used to host virtual machines and they can either be hosted through a bare metal (Type 1) or within an operating system (OS) as software (Type 2). The type 1 hypervisor runs on the host devices’ hardware in the place of an OS, whilst this may not be suitable for all businesses it is best suited for enterprise data centres and server-based environments. Whilst type 1 hypervisors offer excellent performance and are extremely efficient as they have direct access to the hardware, they have limited functionality. They also have a failover in which the virtual machine (VM) can be moved between physical servers as well as being able to over provision the RAM on the server as a VM will not use all the RAM assigned to it. Type 1 hypervisors are difficult to manage without a management console being configured which can have a high cost per license. [bookmark: _Toc129290108]Figure 29  - Type 1 Hypervisor

[image: ]The type 2 hypervisors are installed within an OS as software and utilise the hardware via the OS. They are easy to manage and use as VM’s can be easily imported and exported making them ideal for testing. The main issue with type 2 hypervisors is that they are restricted in the resources that can be allocated as when a VM is running it will reserve the amount of RAM stated in the configuration which can also result in performance issues. The type 2 hypervisors are best suited for individual users needing to run a virtual machine as whilst they can be exported for installation on another device this can take time for the device image to export either as an iso file or as a snapshot.[bookmark: _Toc129290109]Figure 30 - Type 2 Hypervisor



[bookmark: _Toc129290069]Dynamic Host Configuration Protocol

Dynamic Host Configuration Protocol (DHCP) is a protocol for client/servers to allow the automatic allocation of unique Internet Protocol (IP) addresses, subnet masks and default gateway or other configuration information.
DHCP are used to automatically manage and lease IP addresses to client devices over an agreed timeframe. This reduces the network administration and allows for reliable IP address configuration by mitigating the errors from human, typographical and address conflict.
[image: how dhcp works]
[bookmark: _Toc129290110]Figure 31 - DHCP DORA Exchange

DHCP uses an exchange referred to as the “DORA”, this consists of the Discover, Offer, Request and Acknowledgement. The Discover is sent as a broadcast to all devices on a network and only a DHCP server will respond. The DHCP Server responds with an IP address to the client, which then responds by broadcasting the DHCP Request packet. The DHCP server then responds with an Acknowledgement packet which includes information such as the lease duration of the assigned IP address which can be re-negotiated when the lease duration is near expiry.

[bookmark: _Toc129290070]Active Directory

Active Directory (AD) is part of the Active Directory Domain Services (AD DS) which exists on Windows Servers. The servers that run AD DS are called Domain Controllers (DCs) and they are a data store containing information about the AD objects such as servers, computers, network users and volumes. AD allows for security to be used by means of logon authentication and access control. 
The use of the DCs enable for a copy of each domain to be maintained, Figure 31 shows two domains and their DCs as well as how the information is stored on the DCs for each domain.
[image: Active Directory Data and Storage Architecture][bookmark: _Toc129290111]Figure 32 - Active Directory Data Structure and Storage Architecture
















AD has three main tiers, domain, trees, and forests. The domain is the entire group of users, computers and objects that share the same AD database whilst a domain tree is a collection of domains that have been grouped together in a hierarchical parent-child structure [11]. A forest is a collection of multiple trees. The shared directories, objects and configurations enables a global catalogue to be created listing all the objects contained in a forest. The trust between forests enables multiple forests to communicate providing that an administrator has created the trust connection which thus enables a security boundary.
[image: Active Directory forest defined]
[bookmark: _Toc129290112]Figure 33 - AD Forest and Trust

This Domain, Tree and Forest structure works the same for AD on-prem as well as for Azure AD in the cloud. These AD structures enable the authentication and authorisation services to secure systems and data however much like any other system recovery options should always be considered and back-ups of the AD databases and storage can enable an organisation to recover.

[bookmark: _Toc129290071]Network Operating Systems Terminologies and Comparison

[bookmark: _Toc129290072]Ping

A ping is used to test the connection between two devices. An internet control message protocol (ICMP) echo request is sent to the IP or interface specified in the command and then waits for a response however not all ping requests get a response. This can be due to the network and device configuration – for example a server might not echo the response as part of a security configuration.

[bookmark: _Toc129290073]Server Management

The server management systems that were used as part of the worksheet was Windows Server management as we utilised windows servers as part of the exercise. Depending on the network type, servers can be managed through Azure Arc (cloud-based management), the Windows Admin Center which is ideal for server and cluster administration or through a System Center for Data center management.

[bookmark: _Toc129290074]Firewalls

Firewalls monitor incoming and outgoing network traffic and based on the rules defined will allow or block specific traffic. Firewalls can be deployed in a network as a physical device, as a software or through a software-as-a-service, public or private clouds. There are many types of firewalls, each suited to a different requirement however the Next-generation firewalls (NGFW) are most used. The NGFW are able to block threats such as advanced malware and application attacks as well as offering integrated intrusion prevention systems and application awareness which allows for it to see, control or block risky applications from executing on a device. 

[bookmark: _Toc129290075]PAE/NX

The Physical Address Extension (PAE) and the No-Executable (NX) are often used with x86 bit architecture OS’s. NX is unable to run without PAE mode. NX provides security for the processor by preventing malicious code execution from the data pages. Whilst NX is supported by all processors it can be switched off in the device BIOS.


[bookmark: _Toc129290076]OOBE

The Out of the Box Experience (OOBE) is what is experienced as part of a new installation or device boot. This guides the user through the licence agreements and configuration elements such as connecting to the internet. Whilst the OOBE consists of several pages and requires user interaction it also has accessibility options built in and by breaking down the processes it reduces the cognitive load by focusing on one point at a time such as the language selection, the keyboard selection or setting up the security recovery questions.

[bookmark: _Toc129290077]Comparison

	Term
	Type
	Primary Use
	Key Features

	Ping
	Command
	Testing connections between the device you are on and another device with an IP address
	Can indicate if there is a network connectivity problem based on time, hops and timeouts.

	Server Management
	Software
	Managing the server infrastructure for connected applications, networks and web services
	Can depend on the number of networks an organisation has and whether the servers are in a cloud environment or a data center

	Firewall
	Software or Physical
	To use rules to define what data packets are permitted in and out of a network
	These can be integrated into routers, installed as a physical appliance or run locally as software.

	PAE/NX
	Feature
	Enables Hypervisors to work on devices. Primarily used with Type 2 Hypervisors hosting 82x architecture.
	Most are already enabled however the NX can be disabled in the BIOS

	OOBE
	OS Installation
	The initial configuration of the OS to finalise the installation of the image
	Allows for easy configuration for an installation. Guides a user through the installation process




[bookmark: _Toc129290078]Reflection of Tasks

The task given in for this assignment fits well within the topics covered within the Network Operating Systems and Services (NOSS) module. The team working elements were good with our team as together we had a very good knowledge of networking and gave a technical application for the knowledge that we possess. Whilst there were some challenging elements within the task such as troubleshooting any issues that were encountered, most of the task was time consuming as we regularly took snapshots to ensure that we were all working from the same device images.
Whilst I did miss some of the sessions the tasks were well structured so that I could recap and catch up with the team along with any outstanding actions I had. There were some issues encountered with OneDrive however we quickly resolved this by allowing more time for the files to upload prior to verifying them. I endeavoured to keep my team updated with any actions or medical issues that prevented me from being on site as much with any project it would have an effect on the work required. 
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