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	1. Introduction 
The purpose of this report is to help you understand what viruses are, how they may effect you and how to prevent your equipment being affected.  
 
2. Viruses  
Viruses are malicious software that inserts a code into other programs, it will self-replicate with the aim to disrupt how the program works. 
 
3. Ransomware 
Ransomware is a type of computer virus that will encrypt and block your files which will stop you accessing them. The people responsible will then ask for a ransom to be paid to release a key for you to access your files again.  
 
4. Cryptowall overveiw 
In 2014 crytowall made an appearance and has quickly become one of the worse you could receive on your devices (1). This malware will change both files and file names making it harder for you to restore.  
5. Infection  
You could find your computer getting infected a few different ways.  
1. Emails, A trick that many people have fallen for are emails that trick you into clicking links that will download malware. These are also known as “Phishing emails.” 
2. Another well-known way of infection is “Malicious Ads”. These are usually activated through adverts that can be clicked on the internet. That will then attached itself to your computer.  
3. “Exploit Kits” These are a more advanced way of infection, you will usually be targeted, vulnerabilities will be investigated and how they can infiltrate your computer.  
 
 
6. Prevention  
There are ways you can prevent your computer getting infected.  
1. Always back up your files, this is good practice as files can be lost many different ways not just through viruses. House fires, lighting storms, Technical faults etc.  
2. Never click pop up links or open files sent to you via email from an unfamiliar source.  
3. Download a good antivirus, this will help protect your computer software and stop unwanted viruses.  
 
 
7. What to do if you get infected 
If you find your computer has still got infected and crytowall gets passed your defences, don’t panic you can get rid of it.   
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