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       1.Introduction 

Digital services have become a central feature of how health and social care are planned, delivered and experienced in Wales (Johns et al, 2023). In this report, the term digital health services refer to the use of information and communication technologies to support prevention, diagnosis, treatment, monitoring and self‑management of health and wellbeing. This includes electronic health records, video and telephone consultations, patient apps and portals, remote monitoring tools, and the use of data to support planning and decision‑making.

Since 2015, Wales has pursued a clear national strategy to use digital technology to transform health and social care, starting with “Informed Health and Care: A Digital Health and Social Care Strategy for Wales” and more recently, the refreshed “Digital and Data Strategy for Health and Social Care in Wales.” These strategies aim to help people in Wales live “happier, healthier and longer lives” by designing user‑centred digital services, improving digital skills and building reliable digital platforms and data systems (Welsh Government, 2023a).A key institutional development has been the creation of Digital Health and Care Wales (DHCW) as a national organisation responsible for delivering and coordinating core digital and data services across NHS Wales, including national digital health records, infrastructure, and support for tools used in everyday practice ( Digital Health and Care Wales, 2024a).

The issue of digital health services in Wales has become especially prominent since 2015 because it has been shaped by several major pressures and reforms. These include rising demand for care, an ageing population, long‑standing workforce pressures and financial constraints following years of tight public funding (Welsh Government, 2015). The United Kingdom’s withdrawal from the European Union (Brexit) has also contributed to staffing and economic uncertainty, increasing the perceived need to use technology to work more efficiently (Full Fact, 2024). Most dramatically, the coronavirus (COVID‑19) pandemic in 2020 forced rapid changes to how care was delivered, with digital technologies fast‑tracked to support non‑contact consultations, remote working and real‑time data sharing. These developments pushed digital health from a long‑term ambition to an immediate operational priority (Peek, Sujan and Scott, 2023).

The scope of this report is limited to Wales and to the period from 2015 to the present. It will not attempt to cover the whole UK, because the Welsh context is distinctive in terms of devolved health policy, a single national digital health record, and specific Welsh legislation such as the Well‑being of Future Generations (Wales) Act 2015, which shapes long‑term planning for digital transformation(OECD,2023), and the Social Services and Well‑being (Wales) Act 2014, which emphasises person‑centred, integrated care(Welsh Government, 2025).The report will focus on several core digital services that have been central to the Welsh approach, including the Welsh Clinical Portal and the national digital health record, the NHS Wales App, video consultation services, and digital prescribing and medicines management programmes. It will also consider how digital data infrastructure and national standards for data and interoperability underpin these visible services, and how legal frameworks such as the Data Protection Act 2018 and the United Kingdom General Data Protection Regulation (UK GDPR) set requirements for how personal health information is collected, stored and shared.

There are strong reasons why the role of digital services in Welsh health care is an important issue to study now. On the positive side, digital technologies offer potential benefits such as quicker access to information, more flexible access to care, better coordination between services and more opportunities for people to manage their own health(Sheikh et al, 2021).The NHS Wales App has been rolled out across GP practices and has been downloaded by hundreds of thousands of users and is intended to develop as a central digital front door for citizens to manage appointments, prescriptions and health information. Video consultation services have enabled continuity of care during the pandemic and beyond, with high reported levels of patient satisfaction, while initiatives such as the Welsh Nursing Care Record aim to reduce paperwork and improve the quality and accessibility of nursing documentation (Johns et al, 2022).

However, the rapid expansion of digital health services also raises significant concerns and areas for improvement. There are ongoing challenges around digital exclusion, where some groups such as older people, people on low incomes, those with disabilities, or those living in rural areas with poor connectivity may struggle to access or use digital services (Older People’s Commissioner for Wales, 2025). Staff need appropriate training, time and support to use new systems safely and effectively, and there are risks of increased workload or stress if digital tools are poorly designed or implemented (Alobayli et al, 2023). Issues of data quality, privacy, cybersecurity and public trust are also critical, especially as more sensitive health information is stored and shared electronically across organisations (Tiley et al, 2025).

For these reasons, this report will investigate not only the technological developments since 2015, but also the human and organisational impact of digital health services on providers and service users in Wales. It will link these developments to relevant legislation and policy frameworks.













        2.Background: the 5Ws1H 

This section uses the 5Ws1H framework to outline the background to digital health services in Wales by asking who is involved, what is happening, where and when it occurs, why it matters, and how it has developed. This simple structure helps organise the descriptive context before the report moves on to more detailed analysis of impacts and recommendations (Gong, 2023).

The “Who” includes citizens, patients and unpaid carers who use digital services to book appointments, order repeat prescriptions, access parts of their records and attend video consultations, for example via the NHS Wales App. It also includes frontline staff—doctors, nurses, pharmacists and allied health professionals who rely on systems such as the Welsh Clinical Portal and the Welsh Nursing Care Record for viewing and documenting information, ordering tests and prescribing medicines. Managers, informatics teams in local health boards and national staff in Digital Health and Care Wales are key actors too, because they design, implement and support these digital systems (Sheikh et al, 2021).

The “What” refers to the main digital services now enclosed in Welsh health care. Core elements are the national digital health record infrastructure and tools like the Welsh Clinical Portal, which provide a shared view of patient information across settings. The NHS Wales App is being developed as a bilingual “digital front door” for GP services, prescriptions and waiting‑list information. Other components include video consultation platforms, remote monitoring tools, and national documentation systems such as the Welsh Nursing Care Record and the Welsh Community Care Information System.

The “Where” highlights that these services operate across all seven local health boards and national NHS trusts, covering urban centres, towns and rural areas. While core systems are available nationally, people’s ability to use them is affected by local factors such as connectivity, access to devices and levels of digital inclusion, which can be more challenging in rural and more deprived communities (Yates et al, 2022).

The “When” focuses on key milestones. In 2015 the Welsh Government published the “Informed Health and Care” strategy, setting out a vision for a single digital health record and integrated, data‑driven care. Digital Health and Care Wales was established as a special health authority in 2021, signalling the central role of digital in NHS Wales. During the COVID‑19 pandemic, use of video consulting and other tools expanded rapidly, with hundreds of thousands of remote consultations and digital services described as “here to stay”. In 2023, the “Digital and Data Strategy for Health and Social Care in Wales” refreshed this direction and reinforced a digital‑first approach (Digital Health and Care Wales, 2024b).


The “Why” and “How” are closely linked. Rising demand, an ageing population, workforce pressures and financial constraints have all pushed Wales to use technology to deliver care more efficiently, improve access and support better‑coordinated, preventative care, in line with wider aims set out in “A Healthier Wales” and the Well‑being of Future Generations (Wales) Act 2015. National bodies such as Digital Health and Care Wales have led investment in shared infrastructure and standards, while local health boards have adapted national tools, trained staff and supported the shift from paper to digital, leading to variation in how digital health is experienced across services (Digital Health and Care Wales, 2024b).
     
      

       


       3.Analysis

       a. Impact on providers (workforce and organisations)
SWOT analysis is a simple way of looking at a situation by dividing it into four parts: Strengths, Weaknesses, Opportunities and Threats. It is often used in health and social care to think clearly about what is working well, what is not working so well, what could be improved in the future, and what risks need to be managed (Teoli, Sanvictores and An, 2023). In this report, using a SWOT approach helps to explain the “so what?” of digital health services in Wales by showing how they affect providers and service users, where they bring clear benefits, and where there are gaps or problems that need attention.

For NHS Wales staff and organisations, digital health services bring clear benefits but also real pressures. Digital Health and Care Wales (2023a) reports that large numbers of clinicians now use national systems such as the Welsh Clinical Portal every day, and states that these tools give faster access to test results, letters and other key information to support clinical decisions. The same report points out that tens of thousands of GP records are viewed in hospitals each month and suggests this reduces duplication and helps staff avoid repeating questions or ordering unnecessary tests. Beadle and Havard (2024) describe how the Welsh Nursing Care Record has standardised nursing documentation and found that digital assessments took around nine minutes less per patient than paper, which they argue can release time for direct care.

At organisational level, digital systems also help with planning and improving services. The Welsh Government (2023a) states that shared data should support health boards to understand demand, monitor quality and design more preventative, integrated care. Digital Health and Care Wales performance report notes that national platforms such as Welsh Community Care Information System (WCCIS) are now used widely across health and social care and suggests that better data helps services track activity, outcomes and waiting times more accurately. The strategy also points out that digital change is closely linked to workforce development and that staff need support to build their digital skills and confidence.

However, research shows that digital systems can also make work harder if they are not well designed or well supported. Alobayli et al (2023) finds that many clinicians experience electronic health records as a source of stress and burnout, mainly because of poor usability, complex workflows and the time needed to complete electronic documentation. Recent systematic reviews show that dissatisfaction with electronic health records (EHRs), high documentation load and frequent system problems are strongly associated with clinician stress and burnout, and they recommend better system design, training and more realistic time allocation for digital tasks (Alobayli et al, 2023; Li et al, 2022). These findings suggest that when digital tools are slow, complex or poorly aligned with clinical workflows, they can increase workload and reduce time with patients instead of saving time.

 Overall, digital services in Wales give providers powerful tools for information and planning, but they also create new demands on staff time and new risks that need careful management.

b. Impact on service users (patients and families)

Digital technologies can make care more convenient and personalised for patients and families, but they can also create new barriers if they are poorly designed or not accessible (Digital Health and Care Wales, 2021; The NHS Alliance, 2025). Research and policy in Wales suggest that when electronic records and digital systems are well designed and integrated, they can support safer, more joined‑up care, help patients and carers understand their treatment and reduce duplication of assessments and questions (Digital Health and Care Wales, 2024; Jones et al, 2023). However, evidence from Wales and the wider UK suggests that when digital systems are confusing, some people feel frustrated, excluded or less able to engage with their care, particularly older adults and those with low digital skills (Older People’s Commissioner for Wales, 2024).

Specific programmes in Wales illustrate both the potential benefits and the need to protect patient experience. The Digital Maternity Cymru programme, for instance, aims to give women and birthing people digital access to their maternity records and information through an app and online portal (Digital Health and Care Wales, 2023b; Welsh Government, 2022). The Welsh Government states that this should support safer, more consistent maternity care across health boards and allow women to contribute details that matter to them (Welsh Government, 2022; Welsh Government, 2024). The Royal College of Midwives Wales (2025) believes that an electronic maternity record and app can free up midwives’ time, enabling more direct contact with pregnant women and families. However,user research for Digital Maternity Cymru also highlights the need to reduce inequalities and ensure that digitally excluded groups are not left behind (Centre for Digital Public Services, 2023).

In primary care, many GP practices in Wales use tools such as askmyGP to let patients submit queries online and request appointments (Swansea Bay University Health Board, 2020). Local evaluations suggest that askmyGP can make it easier for some patients, carers and parents to contact their GP at a time that suits them, but also note concerns that people without internet access or with limited literacy may find the system difficult to use (Swansea Bay Community Health Council, 2021).Similarly, the rollout of the Electronic Prescription Service (EPS) in Wales means prescriptions can be sent directly from GPs to pharmacies, which the Welsh Government suggests will simplify repeat prescribing and reduce the risk of lost paper forms for many patients (Community Pharmacy England, 2025). Policy documents also point out that EPS and the wider Digital Medicines Programme must still provide clear information and support for those who prefer face‑to‑face or telephone interactions, so that digital changes improve access without creating new obstacles (Welsh Government, 2021).

Digital tools can improve convenience, safety and joined‑up care, but poorly designed or digital‑only systems risk excluding people, especially older adults with low digital skills. Welsh examples like Digital Maternity Cymru, askmyGP and EPS show that strong support and non‑digital options are essential to avoid creating new barriers.



4.Data, Policy and Legislation 

The growth of digital health services in Wales depends on large‑scale use of personal data, supported by a strong policy and legislative framework. The Welsh Government place data “at the heart” of transforming services, promising user‑centred digital platforms, better digital skills and secure, interoperable systems. The newer strategy sets specific missions to build a comprehensive single digital health and social care record for Wales, accelerate national data resources and ensure systems are “cyber resilient” so that data are used legally, securely and ethically (Welsh Government, 2023a).

These commitments are reflected in activity data. Digital Health and Care Wales (2023a) reports that the volume of clinical documents held digitally in national systems increased from around 39 million to over 45 million in one year, while nearly 19,000 staff now use the Welsh Community Care Information System (WCCIS) to share information across health and social care (Digital Health and Care Wales, 2023a). National figures also show that the NHS Wales App has more than 300,000 users, giving people direct digital access to appointments, prescriptions and information (NHS Confederation, 2025). Together, these data show that digital services have moved from aspiration to core infrastructure.

At the same time, UK‑wide evidence shows that health and social care organisations face significant cyber and privacy risks. The UK Government’s Cyber Security Breaches Survey 2023 found that 59% of large businesses and 30% of charities had identified at least one cyber incident in the previous 12 months, with health and social care highlighted as a frequently targeted sector (Department for Science, Innovation and Technology, 2023).Also, a major 2022 breach at an NHS software provider resulted in sensitive information being exposed and has attracted  £3 million GDPR fine, signalling regulators’ willingness to penalise poor data protection (Harper James, 2025). Wales has experienced its own serious data breaches. In August 2020, Public Health Wales accidentally uploaded the personal details of 18,105 people who had tested positive for COVID‑19 to a public server for around 20 hours; an independent review found no evidence of malicious access but concluded that human error and inadequate checks allowed the breach to occur (Computer Weekly, 2020).

In law, digital health services in Wales must follow UK GDPR and the Data Protection Act 2018, as well as rules on confidentiality and human rights. These laws say that organisations must use people’s data fairly and openly, only collect what is needed, and have strong technical and organisational safeguards, including spotting and reporting breaches quickly to the Information Commissioner’s Office (Digital Health and Care Wales, 2025; NHS Wales Shared Services Partnership, 2018). Welsh guidance linked to the Social Services and Well‑being (Wales) Act 2014 also expects information to be shared only when it is necessary, accurate and secure, balancing privacy with the duty to protect people who may be at risk (Safeguarding Wales, 2026; Welsh Government, 2019).

More broadly, A Healthier Wales and the Well‑being of Future Generations (Wales) Act 2015 commit the government to long‑term, preventative approaches, which include using data to plan sustainable services while maintaining public trust (OECD, 2023). Recent initiatives such as the Cyber Action Plan for Wales promise to strengthen cyber‑resilience across public services, including health and social care, by improving coordination with the National Cyber Security Centre and investing in skills and defences (Welsh Government, 2023b). Taken together, these policies and legal duties mean that Welsh organisations are expected not only to exploit digital data to improve care, but also to prove that they are managing cyber risks and privacy responsibly.



5.Recommendations

This report suggests three main areas for action. First, studies of digital healthcare in Wales and wider EHR research show that digital tools work best when staff get good training and systems fit daily practice (Johns et al, 2023; Alobayli et al, 2023). Investing in ongoing digital training, protected time to learn for local digital tech leads would help staff use systems such as the Welsh Clinical Portal and Welsh Nursing Care Record more confidently and reduce stress. Second, evidence on cyber incidents and digital policy highlights that growing use of data must be matched by strong cyber‑security and information‑governance arrangements, including clear responsibilities and regular risk assessment. Strengthening information‑security policies, technical controls and incident‑response plans across NHS Wales would help protect patient data and sustain trust in national systems and apps (Peek, Sujan and Scott, 2023).  Third, research on digital exclusion and digital health inequalities shows that digital‑only services risk leaving behind older adults, people with low digital skills and those in more deprived areas (Zhang et al, 2023; Older People’s Commissioner for Wales, 2024). Keeping telephone and face‑to‑face options alongside apps and online portals, and providing targeted support, can make access more equal while still allowing innovation. Involving patients, carers and community groups in designing digital services can also help ensure that new tools are usable and acceptable in practice.









6.Final summary

Overall, recent literature suggests that digital health in Wales has moved from small pilots to a core part of how care is delivered, with clear potential to improve access, coordination and prevention when systems are well designed and supported (Johns et al, 2023: Welsh Government, 2023). At the same time, it warns that without continued investment in workforce skills, cyber-security and inclusion, digital change could increase workload, raise new risks and widen inequalities rather than reduced them (Alobayli et al, 2023; Zhang et al, 2023). Making digital services safe, fair and genuinely accessible is therefore crucial for the long-term sustainability of the NHS in Wales and the wider UK.
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