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Abstract 


   Cybersecurity has become a fundamental requirement for modern manufacturing organizations as increasing adoption of Industry 4.0 technologies introduces new security challenges. This coursework examines the cybersecurity risks faced by SteelForm Manufacturing Ltd (SFM), a smart manufacturing company using IoT-enabled devices, automated machinery, and cloud-based production systems. The study identifies key internal and external threats, including malware, phishing, unauthorized access, industrial espionage, and supply chain attacks that could affect operational continuity and sensitive business data. A comprehensive cybersecurity and data governance policy is developed to address these risks through security controls, access management, network protection, incident response procedures, employee awareness training, and continuous monitoring strategies. The proposed solution strengthens SFM’s security posture by improving threat prevention, detection, and response capabilities. Overall, the implementation of an integrated cybersecurity framework enhances protection of critical manufacturing assets and supports secure digital transformation.
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1. Introduction


Computer security, or cybersecurity, is the practice of protecting computer systems, networks, and data from unauthorized access, attacks, and disruption. As organizations increasingly depend on digital technologies, cybersecurity has become a global concern affecting businesses, governments, and individuals. Cyberattacks such as ransomware, phishing, and data breaches can cause financial losses, operational disruption, and reputational damage.

The growth of Industry 4.0, automation, and the Internet of Things (IoT) has created new cybersecurity challenges for manufacturing companies. Smart machines, connected sensors, cloud systems, and digital supply chains improve efficiency but also increase exposure to cyber threats. For organizations such as SteelForm Manufacturing Ltd (SFM), attacks on production networks could result in downtime, theft of intellectual property, and disruption to critical manufacturing processes.

Effective cybersecurity requires a structured approach to identify, manage, and reduce risks. The National Institute of Standards and Technology (NIST) Cybersecurity Framework (CSF) provides guidance through five key functions: Identify, Protect, Detect, Respond, and Recover. In addition, monitoring resources such as the Cybersecurity and Infrastructure Security Agency (CISA) Known Exploited Vulnerabilities (KEV) catalogue helps organizations prioritize vulnerabilities that are actively targeted by attackers.
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2. Task 

2.1 Identification of Modern Threats


SteelForm Manufacturing Ltd (SFM) faces increasing cybersecurity risks due to its use of smart manufacturing technologies, IoT devices, automation, and cloud-based systems. These technologies improve efficiency but also expose the company to both internal and external cyber threats.

One major external threat is Ransomware-as-a-Service (RaaS), where cybercriminals rent ransomware to launch attacks. A successful attack could encrypt production data, stop manufacturing operations, and cause significant financial losses (CISA, 2024). Another growing threat is AI-powered social engineering, such as voice phishing (vishing), where attackers use AI-generated voices or messages to trick employees into revealing sensitive information or making fraudulent payments (NIST, 2024).

Supply chain attacks are also a concern because SFM depends on suppliers and software vendors. If a trusted third party is compromised, attackers may gain access to the company's systems or install malware (ENISA, 2023). In addition, cloud security risks, including weak access controls and misconfigured cloud storage, may expose confidential production and customer data. IoT devices can also be targeted due to limited built-in security, leading to operational disruptions.

Internal threats are equally important. Employees may accidentally click phishing links, use weak passwords, or mishandle sensitive information, resulting in data breaches. Insider threats, whether intentional or accidental, can also compromise company systems. Furthermore, hybrid working increases security risks because employees may access company resources through unsecured home networks or personal devices.

SFM must address a wide range of modern cybersecurity threats, including RaaS, AI-powered social engineering, supply chain attacks, cloud and IoT vulnerabilities, insider threats, and human error. Implementing strong access controls, employee cybersecurity training, regular software updates, and continuous monitoring will help protect the organisation's systems, data, and business operations [1].
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2.2 Modern Security Policies

SteelForm Manufacturing Ltd. (SFM) should implement cybersecurity policies based on the Zero Trust security model and recognised standards such as the NIST Cybersecurity Framework (CSF), ISO/IEC 27001, and GDPR where personal data is processed. These policies should also support the CIA Triad by protecting the confidentiality, integrity, and availability of company data and systems.

The Zero Trust model follows the principle of "Never Trust, Always Verify," meaning every user and device must be authenticated before accessing company resources. This reduces the risk of unauthorised access, insider threats, and cyberattacks.

An Identity and Access Management (IAM) Policy should require Multi-Factor Authentication (MFA), strong passwords, and Role-Based Access Control (RBAC). Employees should only have access to the information needed for their roles, following the Principle of Least Privilege. SFM should also segment its IT and Operational Technology (OT) networks using firewalls and secure VPNs to prevent malware from spreading to production systems.

To protect devices, an Endpoint Security Policy should include antivirus software, Endpoint Detection and Response (EDR), encryption, and regular software updates. A Patch Management Policy should ensure that security updates are installed promptly to reduce vulnerabilities.

SFM should also introduce an Email and Security Awareness Policy by providing regular staff training and using email filtering to reduce phishing attacks. In addition, a Data Governance Policy should classify sensitive information, apply encryption, and restrict access to authorised personnel. Regular backups and a documented Incident Response Plan will help the company recover quickly from cyber incidents and minimise operational downtime.

These policies are clear, practical, and suitable for a medium-sized manufacturing company. They align with the Zero Trust model by requiring continuous verification, least-privilege access, and secure network design. They also support the NIST CSF and ISO/IEC 27001 by improving access control, system protection, incident response, and business continuity. Overall, these measures strengthen SFM's cybersecurity while ensuring the confidentiality, integrity, and availability of its critical information and manufacturing systems [2].




2.3 Technical Mitigation Measures


SteelForm Manufacturing Ltd (SFM) operates in an increasingly complex Industry 4.0 environment where IoT devices, automated machinery, cloud platforms, and connected supply chains improve efficiency but introduce significant cybersecurity risks. Threats such as ransomware, phishing, insider attacks, and industrial espionage can disrupt production, expose intellectual property, and cause financial losses. Therefore, SFM requires a practical defence-in-depth cybersecurity strategy combining technical controls and administrative measures.

A key mitigation measure is the implementation of Multi-Factor Authentication (MFA) and strong identity management. Since compromised credentials are frequently used in cyberattacks, MFA should be applied to cloud services, remote access systems, and privileged administrator accounts. Additional controls such as least-privilege access, regular account reviews, and Privileged Access Management (PAM) can reduce the risk of unauthorised access. These measures are realistic for SFM because most modern cloud platforms provide built-in MFA capabilities with limited additional investment.

Network segmentation is another important control for protecting operational technology (OT). Manufacturing systems should be separated from corporate IT networks using firewalls, VLANs, and industrial demilitarised zones (DMZs). This reduces the likelihood that malware entering through employee devices can spread to production machinery. Although legacy industrial equipment may create implementation challenges, a phased approach allows SFM to improve security without interrupting manufacturing operations.

To improve threat detection, SFM should deploy Security Information and Event Management (SIEM) and Endpoint Detection and Response (EDR) solutions. SIEM platforms analyse logs from networks, cloud services, and production systems, while EDR tools detect and isolate malware infections. These technologies support faster incident response and are achievable through cloud-based security services suitable for medium-sized organisations.

Ransomware resilience should be strengthened through immutable backups and disaster recovery planning. Following the 3-2-1 backup principle, SFM should maintain multiple copies of critical data, including offline or tamper-resistant backups. Regular recovery testing ensures business continuity during cyber incidents.

Finally, SFM should adopt risk-based patch management using sources such as the Cybersecurity and Infrastructure Security Agency (CISA) Known Exploited Vulnerabilities (KEV) catalogue. Prioritising actively exploited vulnerabilities ensures resources are focused on the highest risks. Combined with employee cybersecurity awareness training and phishing simulations, these measures address both technical and human vulnerabilities.

Overall, the proposed controls are realistic and achievable for SFM because they use scalable technologies and industry-recognised practices. Implementing MFA, SIEM, EDR, network segmentation, secure backups, and effective governance will significantly reduce exposure to modern cyber threats while supporting secure digital manufacturing operations [3].
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2.4 Proactive Monitoring and Incident Response


The increasing adoption of Industry 4.0 technologies has created significant cybersecurity challenges for SteelForm Manufacturing Ltd (SFM). The use of IoT-enabled sensors, automated machinery, and cloud-based production systems improves efficiency but also increases exposure to cyber threats. To protect manufacturing operations, intellectual property, and sensitive business data, SFM requires a proactive 24/7 monitoring and incident response strategy based on modern cybersecurity technologies.
SFM should establish a Security Operations Centre (SOC) that continuously monitors activity across its IT, Operational Technology (OT), IoT, and cloud environments. Security Information and Event Management (SIEM) technology should be implemented to collect and analyse security logs from firewalls, servers, employee devices, production equipment, and cloud platforms. The SIEM system can identify suspicious patterns, such as repeated failed logins, unusual data transfers, unauthorised access attempts, and ransomware-related encryption activity. This enables security teams to detect threats before they cause major disruption.
A Security Orchestration, Automation and Response (SOAR) platform should operate alongside the SIEM system to automate incident response procedures. When a threat is detected, SOAR can immediately perform actions such as isolating infected devices, blocking malicious IP addresses, disabling compromised accounts, and collecting forensic evidence. This reduces response times and limits the potential impact of cyberattacks.
The incident response process should follow a structured lifecycle consisting of preparation, identification, containment, eradication, recovery, and lessons learned. For ransomware incidents, SFM should use automated detection rules to identify abnormal file encryption and suspicious network behaviour. In response, affected systems should be isolated, compromised accounts disabled, and clean backups restored after malware removal. Similar procedures should be applied to phishing attacks and unauthorised access attempts targeting the production network.
Continuous monitoring should also include threat intelligence feeds, endpoint detection and response (EDR), and network monitoring tools to identify emerging threats. Regular security testing, employee awareness training, and incident response exercises should be conducted to improve organisational readiness.
By integrating SIEM, SOAR, and a dedicated SOC, SFM can move from a reactive security approach to a proactive defence model. This approach improves threat visibility, reduces downtime, protects manufacturing operations, and strengthens resilience against ransomware, industrial espionage, and other cyber threats [4].



2.5 Continuous Training and Awareness


Cybersecurity awareness is a critical component of SteelForm Manufacturing Ltd’s (SFM) defence strategy as the company adopts Industry 4.0 technologies, including IoT-enabled devices, automated machinery, and cloud-based production systems. While technical controls such as firewalls and endpoint protection are important, employees remain a major target for cyber attackers. Phishing, vishing, and social engineering attacks exploit human behaviour, making continuous security training essential. An effective awareness programme should move beyond annual compliance videos and create a security-conscious culture through regular education, simulations, and role-specific learning.

SFM should implement a continuous phishing and vishing simulation programme that exposes employees to realistic attack scenarios. Monthly phishing exercises could simulate threats such as fake supplier invoices, compromised cloud system notifications, or requests for confidential production information. Procurement staff, who have already been targeted by phishing attempts, should receive scenarios involving fraudulent supplier communications and invoice manipulation. Similarly, vishing exercises should train employees to recognise phone-based attacks where criminals impersonate IT support staff or suppliers to obtain sensitive information. After each simulation, employees should receive immediate feedback explaining the warning signs and correct response procedures.

The programme should also include role-based cybersecurity training because different departments face different risks. Production employees should learn about malware risks, removable media threats, and safe operation of industrial systems. Engineers should receive training on protecting intellectual property, design files, and technical data. IT administrators require advanced training on access management, vulnerability handling, and incident response. This targeted approach ensures that cybersecurity knowledge is relevant to each employee’s responsibilities.

Research supports the effectiveness of continuous awareness initiatives. The National Institute of Standards and Technology (NIST) Cybersecurity Framework highlights the importance of cybersecurity awareness and training as part of organisational risk management. Additionally, Verizon’s Data Breach Investigations Report identifies social engineering as a frequent cause of security incidents, demonstrating the need for employees to develop practical skills in recognising attacks.

The success of SFM’s programme should be measured through indicators such as reduced phishing click rates, increased reporting of suspicious messages, and improved employee assessment results. By combining simulated attacks, continuous learning, and employee engagement, SFM can develop a proactive security culture where staff become an active defence layer. This approach reduces the likelihood of successful cyberattacks and helps protect production systems, intellectual property, and business operations [5].








3 Conclusion 

SteelForm Manufacturing Ltd should adopt a proactive cybersecurity strategy based on a layered security approach, combining strong access controls, continuous monitoring, employee awareness, and effective incident response procedures. Implementing recognised frameworks such as NIST Cybersecurity Framework and ISO/IEC 27001 will improve resilience against cyber threats. Future improvements should include advanced threat intelligence systems, artificial intelligence-based anomaly detection, regular security audits, enhanced supplier security assessments, and continuous employee training. These measures will help SFM protect critical manufacturing systems, maintain operational continuity, and adapt to the evolving cybersecurity landscape.
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