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[bookmark: _Toc154572246]Introduction:
The MelodyHwb database system is designed to efficiently manage various aspects of a musical instrument store, from product management and sales to customer relationships and repair services. This comprehensive documentation outlines the database schema, performance optimization strategies, security measures, and provides descriptions of each table.

[bookmark: _Toc154572247]Performance Optimization:
[bookmark: _Toc154572248]Indexing Strategies:
The first performance optimization is indexing strategy. This is when you create indexes for the most actively used columns to speeds and performance. To increase perform identify frequently used columns in WHERE clauses and JOIN conditions and create indexes on those columns, however over-indexing, can impact performance.
[bookmark: _Toc154572249]Query Optimization:
The next performance optimizer is query optimization. This query optimizer will determine the most effective way to execute a query based on query plans. To fix or improve any issues use appropriate joins, avoid unnecessary subqueries, and ensure that indexes are utilized. You can also use the SQL Server Query Execution Plan to identify bottlenecks.
[bookmark: _Toc154572250]Caching:
Another method for improving performance is caching. This involves storing frequently used data into a temporary memory, which can then be accessed quicker than the database. Implementing caching techniques, either at the application level or using tools like SQL Server's built-in query caching, this will result on the load of the database being reduced.

[bookmark: _Toc154572251]Security Measures:
[bookmark: _Toc154572252]Data Encryption:
The first and most common method for protecting data is encryption. Encryption works by encrypting data with a key so that the data is scrambled and unreadable. Without data encryption customer data can be exposed while it is in storage or in transmission. Implementing encryption protocols like TLS or TDE can help protect sensitive information.
[bookmark: _Toc154572253]Parameterized Queries:
A risk that databases bring are SQL injection attacks where attacks create code to implement into query to get information out of the database. This can compromise data integrity, the solution to this is to use parameterized queries or prepared statements. These security measures can prevent SQL injection attacks while validating and sanitize user inputs before using them inside queries.
[bookmark: _Toc154572254]Backup and Recovery:
By backing up databases it can help reduce the amount of data lost when there is a system failure or accidental deletion. Having regular backups and implementing a robust disaster recovery plan will guarantee that backups are stored securely and that they are regularly tested for immediate recovery.

[bookmark: _Toc154572255]Access Control Policies and Authentication Mechanisms:
[bookmark: _Toc154572256]Role-Based Access Control (RBAC):
RBAC represents assigning permissions based on their role within an organisation. This can help secure the database by preventing people from accessing data they should need.
[bookmark: _Toc154572257]User Account Management:
You can enforce strong password policies, that should incorporate complexity requirements and regular password changes. To increase security you can implement account lockout mechanisms when a specified number of failed login attempts has been made. This can help prevent unauthorised users from accessing the database and any other data on the account.
[bookmark: _Toc154572258]Multi-Factor Authentication (MFA):
Enabling MFA will require users to authenticate using multiple factors (e.g., password and a one-time code sent to a mobile device) for enhanced security. This will prevent unauthorized individuals from accessing data on the database.
[bookmark: _Toc154572259]Least Privilege Principle:
[bookmark: _Hlk153884855]Assign the lowest level of access required for a user to perform their required tasks. Avoid giving unnecessary permissions. This will prevent any compromised account from doing more harm to the system than what the users can already do.

Prepare comprehensive documentation for the MelodyHwb database system, including:
Entity-relationship diagram (ERD) showcasing the database schema and relationships between tables.
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Detailed descriptions of each table, including field names, data types, and constraints.

Customer table:
· customer_ID - INT PRIMARY KEY, auto increment
· fname - varchar(40), first name of customer
· lname varchar(40), last name of customer
· email varchar(40), email of customer
· phone varchar(40), phone number of customer
deliveryMethods table:
· deliveryMethod_ID - INT PRIMARY KEY, auto increment
· deliveryMethodName varchar(40), name of the delivery method
· estTime varchar(40), estimated time of the delivery method
· extCost smallmoney, extra cost of the delivery method
paymentMethod table:
· paymentMethod_ID - INT PRIMARY KEY, auto increment
· customerID INT, customer id for the payment method
· creditCardNum BIGINT, credit card number for the payment method
· paymentExpiredate VARCHAR(7), expire date for the payment method
· CVV SMALLINT, cvv for the payment method
deliveryAddress table:
· deliveryAddress_ID - INT PRIMARY KEY, auto increment
· customerID INT, customer id for the delivery address
· addressLine1 varchar(40), address line 1 for the delivery address
· addressLine2 varchar(40), address line 2 for the delivery address
· postCode varchar(10), postcode for the delivery address
· county varchar(40), county for the delivery address
orders table:
· order_ID - INT PRIMARY KEY, auto increment
· [bookmark: _Hlk153886442]deliveryTrackingNumber INT, tracking number for the order
· customerID INT, customer id for the order
· delieveryAddressID INT, delivery address id for the order
· paymentMethodID INT, payment method if for the order
· delieveryMethodID INT, delivery method for the order
· dateOrdered varchar(10), date order for the order
· orderStatus varchar(40), status for the order
serviceRequest table:
· service_ID - INT PRIMARY KEY, auto increment
· customerID INT, customer id for the service request
· oderID INT, order id for the service request
· requestDate varchar(10), requested date for the service request
· appointmentDate varchar(10), date of the appointment
· completionDate varchar(10), date of completion
· serviceRequestStatus varchar(40), status for the service request
· customerDescription text, customer description of the service request
· serviceDescription text, services description for the service request
· qualityCheck varchar(40), quality check of the service request
orderDetails table:
· orderDetails_ID - INT PRIMARY KEY, auto increment
· orderID INT, order id for the order details
· productID INT, product id for the order details
· quantity INT, quantity ordered
· orderDetailStatus varchar(40), order statuses for a product
products table:
· product_ID - INT PRIMARY KEY, auto increment
· wholeSalerID INT, whole saler id for a product
· productName varchar(40), product name for a product
· subCategoryID INT, subcategory if for a product
· retailPrice FLOAT, price for the product
· quantityInStock INT, number of products in stock
· productDescription text, description of the product
wholesaler table:
· wholeSaler_ID - INT PRIMARY KEY, auto increment
· quantity INT, number in stock for the wholesaler
· cost FLOAT, cost of a product
category table:
· category_ID - INT PRIMARY KEY, auto increment
· categoryName varchar(40), category name
subcategory table:
· subCategory_ID - INT PRIMARY KEY, auto increment
· categoryID INT, category id for the subcategory
· subCategoryName varchar(40), subcategory name

[bookmark: _Toc154572260]Conclusion:
In conclusion, the MelodyHwb database system is designed to ensure both performance optimization and robust security measures. The outlined indexing strategies, query optimization techniques, access control policies, and authentication mechanisms contribute to a well-rounded database system.
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