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Abstract
This report contains a brief introduction to the concept of computer forensics, including what the statutory and mandatory standards are for computer forensics professionals operating within the UK. The report then contains analysis for various computer forensic tools, including a categorisation table. Finally, a case study is examined where a suspected terrorist is confronted and killed by the Heathrow Airport Police Force. A laptop is collected from the scene and is sent to an independent forensics company to be analysed on behalf of the police. A forensics report is created from this analysis and presented to the police so that it can be brought to the court.
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[bookmark: _Toc36040767]TASK 1: Research
[bookmark: _Toc36040768]Introduction
Digital forensic science is a subset of forensics, the process of obtaining, analysing and using digital evidence in investigations or criminal proceedings. Digital evidence ranges from images of child sexual exploitation to the location of a mobile phone[1]. It focuses on extracting data from electronic devices to recover, analyse, and present computer-based material to be used as evidence.
[bookmark: _Toc36040769]UK Law
There are regulations and laws governing computer forensics in the UK courts as there is in regular forensics. These used to include the Regulation of Investigatory Powers Act 2000 (RIPA) and the Data Retention and Investigatory Powers Act 2014 (DRIPA), but were superseded by The Data Retention and Acquisition Regulations Act 2018[2] (DRARA) after multiple controversies relating to the old Acts not conforming to the Human Rights Act or the European Union Charter of Fundamental Rights[3].
Computer Forensic professionals also must conform to a Code of Practice set out by the Forensic Science Regulator (FSR). The FSR works with the UK Home Office on behalf of the criminal justice system as a whole to ensure that forensic best practice is adhered to in the courts[4]. The advice set out by the FSR is not currently mandated by law for expert witnesses. However, if the practices are not followed it is necessary to disclose this to the court as it will negatively impact the credibility of the practitioners testimony[5]. As such it is necessary for all British computer forensic practitioners to follow the code of conduct if the case is to be taken to the courts.

[bookmark: _Toc36040770]Stages of a Forensic Investigation
There are typically four phases involved in the analysis of electronic evidence: 
1. Seizure
2. Acquisition
3. Analysis
4. Presentation
Throughout this process, a chain of custody of the evidence must always be updated whenever it changes hands and its integrity must always be secured. If this chain of custody is not maintained it could be held inadmissible in a court as it cannot be proven that the evidence wasn’t tampered with whilst outside of this chain[6]. An example of such a change of custody document can be seen in Appendix D. 
The Seizure phase involves the search and seizure of any evidence from the scene. The first step must be obtaining formal permission from the owner, stakeholder, or victim owning the target system. This may require obtaining search warrants for the systems in order for the investigation to be lawful. The next step would be to photograph and document any relevant details of the scene and the evidence in accordance with best forensic practice.
The Acquisition phase involves obtaining the data from the evidence, it must be obtained without altering it or damaging it in any way. It is recommended by the Internet Engineering Task Force (IETF) that the order of data acquisition is in reverse order of volatility[7], [8]. For instance, the network state with Address Resolution Process (ARP) cache and routing tables would be acquired first, then running processes, then main memory, then the storage disk. This is to limit the chances of losing data due to volatility.
The analysis phase is the main part of the forensic investigation where the forensic copies of the evidence data are analysed using forensics tools to determine facts related to the case. The analysis will largely by guided by the requestor’s documentation, as this will inform the examiner what the requester is looking for. This is becoming more important as the size and complexity explodes with the rise of networked devices and the Internet of Things (IoT)[9], overwhelming the resources of forensics labs unless tightly focused analysis is employed. The information requested can be infected programs, opened programs, erased documents, Internet history, or chat/calls history. Otherwise, it could be information related to certain topics or keywords such as terrorism or child exploitation. The information found is then organised to reconstruct event timelines or to provide facts[10]. The facts may identify the identity of the suspect, the method or location of the crime, or any other relevant information to the investigation.
The presentation phase involves the completion of a forensics report which will be delivered to the person or organisation that requested the investigation. The report must only contain the facts discovered in the analysis phase and the conclusions that were reached from these facts. The report must also be written such that it can be understood by a non-technical reader, this is essential if the report is to be used in a criminal court as the jury must be able to understand the facts of the report.
Whilst the Seizure phase can be conducted by non-experts such as law enforcement agents, acquisition, analysis and reporting phases must be completed by computer forensics experts. The examiners must have the appropriate knowledge and skills to carry out such an investigation within best practice.

[bookmark: _Toc36040771]Forensics Tools and Methods
[bookmark: _Toc36040772]Forensic Imaging
Forensic imaging is one of the most fundamental aspects of computer forensics. It is the process of copying a physical storage device for the purpose of conducting forensic investigations and evidence acquisition. The image is then stored as a single image file for the purpose of archiving or later retrieval. The copy that is created is forensically identical to the original evidence drive, as the data is replicated bit by bit instead of copying individual files[11]. This means that the ephemeral data such as that stored in the Windows swap file, unallocated space or files slack is retained. This ephemeral data is the most important data to retain in a forensic investigation as it generally contains the data that the owner of the drive wishes to hide.
An example of imaging software is Forensic Replicator by Paraben, a Windows based program for imaging the hard disks of Intel-based computer systems, providing compression and encryption options for the image file. It is intended only for imaging and does not include the analysis capabilities of some of the more well-known forensic software like EnCase. FTK also has a standalone forensics imager that is free to use[12].

[bookmark: _Toc36040773]Hashing
Hashing algorithms are a set of one-way mathematical functions that maps data of arbitrary size to a hash of a fixed size. This mapping is unique, meaning that if the input data is changed in the slightest, the output hash will be entirely different. It also means that no two different input values can give the same output hash. 
This applies to computer forensics because in the creation of forensic images as hash is created of the evidence drive. This hash can then be compared to the hash of the forensic image created to ensure that the data is exactly identical to the original drive.

[bookmark: _Toc36040774]Write Blocking
Write blocking is another way of ensuring that the data on the evidence drive is not edited or corrupted in any way. They can come in the form of software such as FASTBLOC SE from Guidance Software, this is a built-in module for the forensics suite EnCase[13] as of version 7[14]. Another example of a software write blocker is SAFE Block from ForensicSoft[15]. Software write blockers used to work through controlling access to disks through the interrupt 0x21 and 0x13 BIOS requests. This method was effective on early Operating Systems like DOS, but fell out of favour in the industry with the rise of ‘more complex’ operating systems like Windows and Linux. Modern software write blockers must be more rigorously designed to have disk controller drivers that monitor and control all system read/write commands[15].
Hardware Write Blockers function by implementing a physical bridge between the evidence drive and the forensic workstation. Hardware write blockers have write blocking software installed on a controller chip inside a portable physical device.[16]
All write blockers whether software or hardware based must be tested and validated before they can be used in a forensics investigation. The US Government organisation National Institute of Standards and Technology (NIST) runs the Computer Forensics Tool Testing Program (CFTT) alongside the Department of Homeland Security (DHS) to test commercial forensics tools such as write blockers[17]–[19].

[bookmark: _Toc36040775]Memory Analysis
If the machine to be investigated is running when the device is seized, it can cause complications to the evidence acquisition process. This is because whilst it allows the investigator to potentially capture data from the volatile memory of the machine that would otherwise have been lost if the machine was turned off. However, it also complicates the process of ensuring in a provable manner that no data is changed whilst acquiring the evidence. 
Memory analysis can come in many forms, as a RAW memory dump from a live environment, from a hibernation file if the system has been put to sleep, or if the system is running in a Virtual Machine (VM) there may be snapshots available to analyse. Volatility Suite is an open source software suite for analysing RAM, and has support for Windows, Linux and Mac systems. It can analyse RAW, Crash, VMWare, and VirtualBox dumps.
Memory analysis is especially useful for capturing data like open files, network information like current open connections, logged in users, and running processes. 

[bookmark: _Toc36040776]Forensic Labs
Computer forensics is a resource and time intensive practice. As such it is often better to consolidate the resources for investigations into one lab that will cover several organisations. One such example is the Tarian Regional Organised Crime Unit (ROCU) in Wales, which covers the forensic investigations for much of South Wales including three police forces[20].
These forensic labs must have several features, much like a data centre it must be secured against physical and environmental threats such as redundant power facilities and protections from floods and fires. The Digital Forensics Laboratory at Interpol have released guidance on minimum and suggested requirements for a forensics lab, including potential floor plans as in fig. 1.
[image: ]
[bookmark: _Toc36040810]Figure 1 - Basic floor plan of a Forensics Lab

As of 2017 computer forensics labs in the UK must also meet the standards of the ISO/IEC 17025:2017 standards on forensic science labs. If the lab does not meet this standard this fact must be published in all their reports and disclosed in any court proceedings they are a part of. This according to the FSR will damage the reputation of the expert witness and may call their findings into question[5].
[bookmark: _Toc36040777]Steganography
Steganography with regards to computer forensics is the technique of hiding data from one file within a second file[21]. This is often used to hide text messages within image files. Programs such as StegHide[22] or Crypture[23] can hide sensitive information within image or audio files[24]. There is also software that can detect steganography, such as EnCase and ILook Investigator[25]. This software looks for signatures in the files which can reveal the software used to encode the data and potentially the hidden data itself.

[bookmark: _Toc36040778]Forensics Suites
As there are a multitude of different tools required for a forensics investigation, it can be hard for investigators to keep track of all the different tools required and their use cases. Something that is especially difficult is validating multiple different tools to ensure their proper use as would be required to meet best practice. To resolve these issues, tools are sometimes packaged into forensic suites or toolkits. This allows the suites to be validated in their entirety with each version, greatly reducing the workload on the part of the investigator, and also the risk of trusting their own validation methods rather than that of a commercial product.

[bookmark: _Toc36040779]EnCase
EnCase is a collection of forensics tools that was originally created by Shawn McCreight for Guidance Software in 1997[14], [26]. It uses the proprietary ‘Expert Witness’ file format, which is a compressible file containing case meta data, a bit-by-bit copy of the media, interspersed with hashes for each 64KB of data to ensure data integrity. The file also has an MD5 hash appended to the image[27].

[bookmark: _Toc36040780]SIFT
SANS Investigative Forensic Toolkit (SIFT) is a group of free open source forensic tools. SIFT is an Ubuntu based environment which includes a variety of forensic tools. It supports analysis of Expert Witness Format (E01), Advanced Forensic Format (AFF), and RAW (dd) evidence formats. SIFT includes tools such as log2timeline for generating a timeline from system logs, Scalpel for data file carving as well as Rifiuti for examining the recycle bin[28][29].

[bookmark: _Toc36040781]FTK
Forensic Toolkit (FTK), is a computer forensics suite made by AccessData. It can search an image for various information such as emails or images and scan a disk for text strings to use them as a password dictionary to crack encryption[30]–[32].
The toolkit also includes a standalone disk imager called FTK Imager. This tool saves an image of a hard disk in one file or in segments that can be recovered later. It runs internal integrity checks using MD5 hash values data before closing the files. The result is an image file(s) that can be saved in several formats.
[bookmark: _Toc36040782]Autopsy
Autopsy is a Graphical User Interface (GUI) based program that uses The Sleuth Kit collection of command line tools behind the scenes. It allows you to efficiently analyse hard drives and smart phones. It has a plug-in architecture that allows the use of add-on modules or development of custom modules in Java or Python. Some of the features that a built into Autopsy without the need for modules are Timeline Analysis, Hash Filtering, File System Analysis and Keyword Searching. It also supports Multi-User Cases where investigators can collaborate on large cases, taking advantage of distributed computing[33]. Autopsy allows for registry analysis using RegRipper to identify recently accessed documents and USB devices. Autopsy also supports Hash Set Filtering, where the investigator can filter out known good files using the National Software Reference Library (NSRL) from NIST and flag known bad files using custom hashsets in HashKeeper, md5sum, and EnCase formats.

[bookmark: _Toc36040783]OSForensics
OSForensics by Passmark is a computer forensics suite that has a collection of very powerful tools, with password cracking capabilities for Bitlocker encryption, Windows or other product keys, or web based passwords from browser cookies[34]. It also has the ability to rebuild RAID arrays, which is useful if the target system was using a NAS unit to store data. As with other forensics suites, it has full text indexing, forensic imaging, and image mounting built in.

[bookmark: _Toc36040784]

Tool Analysis
	Name
	Creators
	Category
	Platform
	Price

	Autopsy[35]
	Brian Carrier[36]
	A digital forensics platform and GUI to The Sleuth Kit
	Windows, macOS, Linux
	Free

	The Sleuth Kit[37]
	Brian Carrier[36]
	A library of tools for both Unix and Windows
	Unix-like/Windows
	Free

	EnCase[26]
	Guidance Software
	Multi-purpose forensic toolkit
	Windows
	$3,594 for base licence

	FTK[38]
	AccessData
	Multi-purpose forensic toolkit
	Windows
	$3,995 with $1,119 yearly support 

	FTK Imager[12]
	AccessData
	Forensics imager
	Windows
	Free

	OSForensics[39]
	PassMark
	Multi-purpose forensic toolkit
	Windows
	$995

	SafeBack[40]
	Open Source
	Forensic imager
	DOS
	Free

	SANS Investigative Forensics Toolkit (SIFT)[28]
	SANS
	Multi-purpose forensic operating system
	Ubuntu
	Free

	Computer Aided Investigative Environment (CAINE)[41]
	Open Source
	Multi-purpose forensic operating system
	GNU/Linux
	Free

	Forensic Replicator[42]
	Paraben
	Forensic imager
	Windows
	$189

	Volatility Suite[43]
	Volatility Foundation
	Memory analysis suite
	Windows, Linux and Mac
	Free

	DebugDiag[44]
	Microsoft
	Memory analysis suite
	Windows
	Free

	BlueScreenView[45]
	NirSoft
	Memory analysis suite
	Windows
	Free

	Recuva[46]
	Piriform
	Data recovery tool
	Windows 
	Base licence is Free, full licence is £19.95 / yr

	WindowsSCOPE[47]
	BlueRisc[48]
	Memory analysis tool
	Windows
	$7,699 – $16,299

	MailXaminer[49]
	MailXaminer
	Email forensics tool
	Windows
	$2499

	Outlook Deleted Items Recovery[50]
	SysTools
	Email forensics tool
	Windows
	$49

	FreeWordExcel[51]
	FreeWordExcel
	Microsoft Office Password Cracker
	Windows
	Free / $19 for faster service




[bookmark: _Toc36040785]

TASK 2: Case Study
1. [bookmark: _Toc36040786]Assumptions
It is assumed that both John and Mark Wales are forensics investigators, this means that John is fully qualified to produce the forensic report, and Mark qualified to interpret it, produce an expert witness report and present it to a court of law.
It is also assumed that all legal arrangements with regards to warrants and documentation authorising the seizure of the briefcase and laptop were completed prior to John being involved in the investigation. 
It is assumed that the seizure phase of the investigation was completed successfully in full compliance with both The Data Retention and Acquisition Regulations Act 2018 and the Code of Practice set out by the Forensic Science Regulator.
It is assumed that whilst the laptop is running in hibernation mode, it is also protected by an account password.

[bookmark: _Toc36040787]Background Information
A man carrying a laptop briefcase who matched facial recognition scans with the terrorist list was confronted by police at Heathrow International airport. He tried to escape, which ultimately resulted in the police being forced to shoot him. He died on the scene.
Initial investigations indicated that he was planning to bomb the Mason International airport at Fiji. 
Mr. Mark Wales is the Chief Investigator at The Heathrow Police Department who is lead investigator on the case. He contacted John, a forensics investigator at Ty Glan-yr-Afon Forensics and asked him to investigate the items in the briefcase.

[bookmark: _Toc36040788]Problem Formulation
In the forensics request documentation from Mr. Mark Wales, John was asked to retrieve the following types of files that may be related to the case:
· MS Word files (doc or docx)
· Excel (xls or xlsx)
· PDF files
· Images files (jpeg, giff, bmp, tiff)
· video files (avi, mpeg, dat, mov)
· audio files (mp3, wav and rm)
· MS Outlook contacts
· email messages
· messenger chat history
· cache files
· Temporary files
· Internet files

[bookmark: _Toc36040789]Methodology
[bookmark: _Toc36040790]Seizure
To investigate the case, John was given following evidence:
· The laptop bag with the contents:
· documents
· immigration visas
· laptop charger
· The dell laptop which the terrorist had at the time of the confrontation with the police
· fingerprints that matched the terrorist
· Photographs of the crime scene showing the following:
· Where the laptop was in the scene
· The contents of the laptop bag individually
· The laptop itself including its serial number

This evidence had already been categorised and documented as per the Heathrow Police Department Standard Operating Procedures (SOP). This is because as stated in section 1.1.2, best practice does allow non-experts such as police officers to conduct the evidence seizure stage of the investigation. 
The chain-of-custody documents (as seen in Appendix D) for each piece of evidence was signed by John, stating the date and time he received the evidence, who he received it from, the purpose for the transfer, and his name.
Upon receiving the laptop, John found it was in a Standby mode, this means that memory analysis can be carried out on the machine. He then immediately used the charger that was in evidence to plug the laptop in to avoid losing any volatile data if the machine was to run out of battery.
John took the photographs of the computer screen using his Cannon Digital camera for evidence. John noted that the Operating System in use was Microsoft Windows XP Professional Service Pack 2. This would inform John of the tools and methods he would have to employ for the Acquisition and Analysis phases of the investigation.
All of these steps were logged so that they could be included in the final report.

[bookmark: _Toc36040791]Acquisition
[bookmark: _Toc36040792]Memory Acquisition
Using a hardware memory acquisition tool, John collected a raw dump of the physical system memory. This was then converted into a crash dump format to be analysed using a windows memory debugging tool such called BlueScreenView by NirSoft[45].
[bookmark: _Toc36040793]Storage Acquisition
Once the volatile data was secured, John then used a hardware write blocker and imaged the hard drive of the laptop. The MD5 and SHA1 hashes of this image were compared to the hashes of the original evidence drive to confirm that the image was exactly identical to the original and that it hadn’t been corrupted (see fig. 2).
[image: ]
[bookmark: _Toc36040811]Figure 2 - Evidence drive hash verification

Once John had completed all the data acquisition he needed, he then completed the chain-of-custody document again, giving the laptop and other evidence back to the police lockup where they could be stored in a secure location as the originals.

[bookmark: _Toc36040794]Analysis
Once John had a forensic image to work from safely, he started the analysis phase of the investigation, he chose to use Autopsy for this investigation as it is suited to windows machines and can easily sort file by type and run keyword queries.

[bookmark: _Toc36040795]Partitions
To begin the analysis John looked for the Master Boot Record Partition Table and found that the drive had two main partitions, a 16GB FAT32 partition (fig. 3), and a 500KB NTFS partition (fig. 4):
[image: ]
[bookmark: _Toc36040812]Figure 3 - FAT32 Partition

[image: ]
[bookmark: _Toc36040813]Figure 4 - NTFS Partition

The NTFS partition did not have any files related to the case, so John marked this in his report and moved on to analyse the FAT32 partition.

[bookmark: _Toc36040796]Text files (doc, docx or txt)
When John conducted a search for any text files in the evidence drive, he found word documents containing the contents of the Wikipedia articles on Heathrow Airport (see fig. 5) and Mason Jewett airfield (see fig. 6):
[image: ]
[bookmark: _Toc36040814]Figure 5 - Heathrow Airport.docx
[image: ]
[bookmark: _Toc36040815]Figure 6 - Mason Jewett Field.docx

Another file named “About Susan” was found (fig. 7), this file was a password protected word document. John was not able to crack the encryption on this file as the algorithm used on protected docx files is AES-256 and is therefore not susceptible to brute force attacks, should the suspect relinquish the password to this file it could be investigated further.
[image: ]
[bookmark: _Toc36040816]Figure 7 - About Susan.docx

A file was found that contained instructions for a terrorist attack on the Mason Airport (fig. 8 and 9), a similar file was found for an attack on Heathrow Airport (fig. 10 an 11)
[image: ]
[bookmark: _Toc36040817]Figure 8 - H3110.txt
[image: ]
[bookmark: _Toc36040818]Figure 9 - H3110.txt text
[image: ]
[bookmark: _Toc36040819]Figure 10 - Hi.mp3

[image: ]
[bookmark: _Toc36040820]Figure 11 - Hi.mp3 text

[bookmark: _Toc36040797]Excel (xls or xlsx)
A search for excel files was conducted on the drive, a was found that was a password protected excel document (fig. 12), John ran password cracking software called FreeWordExcel[51] on the file, the password was “money”.
[image: ]
[bookmark: _Toc36040821]Figure 12 - Bank.xlsx

The file contained bank account details and details of money transfers as follows (fig. 13 to 15):
[image: ]
[bookmark: _Toc36040822]Figure 13 - Bank.xlsx sheet 1
[image: ]
[bookmark: _Toc36040823]Figure 14 - Bank.xlsx sheet 2
[image: ]
[bookmark: _Toc36040824]Figure 15 - Bank.xlsx sheet 3

A “contacts” xlsx file was also found, it had had the file extension removed as an anti-forensics measure (fig. 16 and 17). The file contained a list of contacts with names and addresses:
[image: ]
[bookmark: _Toc36040825]Figure 16 - contacts xlsx 1
[image: ]
[bookmark: _Toc36040826]Figure 17 - contacts xlsx 2

[bookmark: _Toc36040798]PDF files
A search of the evidence drive was conducted for pdf files, a copy of the Heathrow Airport Wikipedia page (https://en.wikipedia.org/wiki/Heathrow_Airport) was found (fig. 18):
[image: ]
[bookmark: _Toc36040827]Figure 18 - Heathrow Airport PDF file

[bookmark: _Toc36040799]Images files (jpeg, giff, bmp, tiff)
A search for images related to the case was conducted, photographs of Heathrow International Airport (fig. 19 to 26) and Mason International airport (fig. 27 to 31) at Fiji were found:
[image: ]
[bookmark: _Toc36040828]Figure 19 - Photo of Heathrow Airport 1
[image: ]
[bookmark: _Toc36040829]Figure 20 - Photo of Heathrow Airport 2
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[bookmark: _Toc36040830]Figure 21 - Photo of Heathrow Airport 3
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[bookmark: _Toc36040831]Figure 22 - Photo of Heathrow Airport 4
[image: ]
[bookmark: _Toc36040832]Figure 23 - Photo of Heathrow Airport 5
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[bookmark: _Toc36040833]Figure 24 - Photo of Heathrow Airport 6
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[bookmark: _Toc36040834]Figure 25 - Photo of Heathrow Airport 7
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[bookmark: _Toc36040835]Figure 26 - Photo of Heathrow Airport 8
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[bookmark: _Toc36040836]Figure 27 - Photo of Mason Airport 1
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[bookmark: _Toc36040837]Figure 28 - Photo of Mason Airport 2
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[bookmark: _Toc36040838]Figure 29 - Photo of Mason Airport 3
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[bookmark: _Toc36040839]Figure 30 - Photo of Mason Airport 4
[image: ]
[bookmark: _Toc36040840]Figure 31 - Photo of Mason Airport 5

Logos of a known terrorist organisation were also found on the drive.

[bookmark: _Toc36040800]video files (avi, mpeg, dat, mov)
When John conducted a search for any video files, he noticed the following video files had contents related to the suspects charges:
Two videos were found that both contained handheld footage of the terrorist attack on the World Trade Centre committed on 11/09/2001 (fig. 32 & 33):
[image: ]
[bookmark: _Toc36040841]Figure 32 - 9/11 video file 1
[image: ]
[bookmark: _Toc36040842]Figure 33 - 9/11 video file 2

The following videos were found that contained footage of terrorists practicing at a terror camp (fig. 34 to 36):
[image: ]
[bookmark: _Toc36040843]Figure 34 - Terrorist camp video 1
[image: ]
[bookmark: _Toc36040844]Figure 35 - Terrorist camp video 2
[image: ]
[bookmark: _Toc36040845]Figure 36 - Terrorist camp video 3

A 30-minute video of the Heathrow International Airport and Mason International airport was found (fig. 37):
[image: ]
[bookmark: _Toc36040846]Figure 37 - Heathrow Airport video 1

There were several other videos found relating to the case, including the killing of kidnapped hostages, motivational speeches by leaders of various terrorist outfits, personal videos which showed the terrorist spending some light moments with his wife and two small kids, and videos taken in a hotel room along with 6 other suspects.

As part of his forensics report, John made a detailed list of the videos and prepared a document explaining each of the videos in brief. This would be presented in the court by Mr. Wales as an expert witness. Mr Wales could comment on the potential implications of the videos, but could not lead the court to any decision as this is outside the scope of an expert witness’s role.

[bookmark: _Toc36040801]MS Outlook contacts
John used both MailXaminer[49], and Outlook Deleted Items Recovery[50] from SysTools to find any email data on the evidence drive. Upon completion of this search he found that the list of contacts on the drive matched the ones found in the earlier documents.

[bookmark: _Toc36040802]Internet files
A search for internet files was conducted on the drive. The results showed the Wikipedia pages of both the Mason Jewett Field and the Heathrow Airport as html files (fig. 38 & 39):
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[bookmark: _Toc36040847]Figure 38 - Heathrow Airport HTML file
[image: ]
[bookmark: _Toc36040848]Figure 39 - Mason Jewett Field HTML file

[bookmark: _Toc36040803]Physical Documents
The laptop bag contained documents and immigration visas which may indicate links with other terrorist organizations (fig. 40 & 41):
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[bookmark: _Toc36040849]Figure 40 - Passport 1
[image: ]
[bookmark: _Toc36040850]Figure 41 - Passport 2

[bookmark: _Toc36040804]Reporting
Once John had completed the analysis phase of his investigation, he compiled the notes he had gathered into his final forensics report. This report detailed each step of John’s investigation, the tools that were used, and the factual results of the investigation. The report did not contain any speculation regarding the evidence found, only 
Prepared a report of John forensics analysis to be given to Mr. Mark Wales along with an invoice for his professional service (see Appendix C for the invoice).

[bookmark: _Toc36040805]Conclusion
The analysis on the drive revealed that the suspect had attempted several different anti-forensics techniques. These included renaming files to different filetypes, deleting files, and protecting files with passwords. This indicates that the content of these files is something that the suspect wants to be hidden. 
There were several notable files that matched the forensics request documents from Mr. Wales. The content of the files relates to both past terrorist attacks, as well as the planning of future attacks. Specifically, the bombing of both Heathrow Airport and the Mason International airport in Fiji. 

[bookmark: _Toc36040806]Further work
should the suspect relinquish the password to the protected file “About Sarah.docx” on the evidence drive they could be investigated further.

Appendix A: Forensic Investigators Invoice
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[bookmark: _Toc36040807]Appendix B: Chain of Custody Document
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Name /img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/9 11 WTC Attacks - Rare Video Quality near HD - YouTube (360p).mp4.

Type File System
MIME Type video/mp4
Size 28214041

File Name Allocation ~ Allocated
Metadata Allocation ~ Allocated

Modified 2018-11-13 16:08:32 GMT
Accessed 2018-12-18 00:00:00 GMT

Created 2018-12-18 19:20:03 GMT

Changed 0000-00-00 00:00:00

MDS 4d2127a4618ed2cc3d524b7b691657d

Hash Lookup Results  UNKNOWN
Internal ID 56




image35.png
Name. /img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/9_11~September 11th 2001-Attack on the World __ Trade Center - YouTube (360p).mp4

Type File System
MIME Type video/mp4
Size 65348076

File Name Allocation ~ Allocated
Metadata Allocation ~ Allocated

Modified 2018-11-13 16:10:10 GMT
Accessed 2018-12-18 00:00:00 GMT

Created 2018-12-18 19:20:06 GMT

Changed 0000-00-00 00:00:00

MDS 7881ccbee24033cf51130fa2d40¢94e8.

Hash Lookup Results  UNKNOWN
Internal ID 58
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Name /img_ARW-Evidence_Disk.001/vol_vol4/Arrow SO5/Vishwaroopam - Anu Vidhaiththa Boomiyile Video _ Kamal Haasan - YouTube (360p).mp4.

Type File System
MIME Type video/mp4
Size 9650641

File Name Allocation ~ Allocated
Metadata Allocation ~ Allocated

Modified 2018-11-30 12:44:16 GMT
Accessed 2018-12-18 00:00:00 GMT

Created 2018-12-18 19:20:43 GMT

Changed 0000-00-00 00:00:00

MDS 688a0620€7cedsar363710ace43ec005

Hash Lookup Results  UNKNOWN
Internal ID 76
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Name. /img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/Vishwaroopam - Thuppaki Engal Tholile Video _ Kamal Haasan - YouTube (360p).mp4

Type File System
MIME Type video/mp4
Size 14500132

File Name Allocation ~ Allocated
Metadata Allocation ~ Allocated

Modified 2018-11-13 18:04:22 GMT
Accessed 2018-12-18 00:00:00 GMT

Created 2018-12-18 19:20:45 GMT

Changed 0000-00-00 00:00:00

MDS 9043ffdagadd0008 aef72dbe21bd66a

Hash Lookup Results  UNKNOWN
Internal ID 78
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Name /img_ARW-Evidence_Disk 001/vol_vol4/Arrow SO5/Vishwaroopam - Vishwaroopam Remix Video _ Kamal Haasan - YouTube (720p).mpd.

Type File System
MIME Type video/mp4
Size 20040580

File Name Allocation ~ Allocated
Metadata Allocation ~ Allocated

Modified 2018-11-30 12:47:46 GMT
Accessed 2018-12-18 00:00:00 GMT

Created 2018-12-18 19:20:47 GMT

Changed 0000-00-00 00:00:00

MDS 4a1fdd7a405c821561c6578346d177el

Hash Lookup Results  UNKNOWN
Internal ID 80
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Name /img_ARW-Evidence_Disk 001/vol_vol4/Arrow S05/London's Heathrow Intemational Airport - LHR - YouTube (360p).mp4

Type File System
MIME Type video/mp4
Size 47902034

File Name Allocation ~ Allocated
Metadata Allocation ~ Allocated

Modified 2018-11-13 16:18:16 GMT
Accessed 2018-12-18 00:00:00 GMT

Created 2018-12-18 19:20:16 GMT

Changed 0000-00-00 00:00:00

MDS 7aT6feblch498fbc0ecs3850cb41d1b

Hash Lookup Results  UNKNOWN
Internal ID 62
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Name /img_ARW-Evidence_Disk 001/vol_vol4/esh Anjaa/Heathrow Airport - Wikipedia. htm

Type File System
MIME Type texthtmi
size 620562

File Name Allocation ~ Allocated
Metadata Allocation ~ Allocated

Modified 2018-11-13 15:19:14 GMT
Accessed 2018-12-18 00:00:00 GMT

Created 2018-12-18 19:30:42 GMT

Changed 0000-00-00 00:00:00

D5 5a71a6410ad32a42e8148dddc 182eeQ

Hash Lookup Results  UNKNOWN
Internal ID 91
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Name /img_ARW-Evidence_Disk 001/vol_vold/esh Anjaa/Mason Jewett Field - Wikipedia htm

Type File System
MIME Type texthtmi
Size 84568

File Name Allocation ~ Allocated
Metadata Allocation ~ Allocated

Modified 2018-11-30 14:50:10 GMT
Accessed 2018-12-18 00:00:00 GMT

Created 2018-12-18 19:30:42 GMT

Changed 0000-00-00 00:00:00

MDS 5203e26849febesi4T86easddiocsha3

Hash Lookup Results  UNKNOWN
Internal ID o7
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INVOICE

DATE INVOICE NO INVOICE FROM
Ty Glan-yr-Afon
10/03/2020 123-456-789 21 Cowbridge Road East
Cardiff
CF11 9AD
INVOICE TO 02920 500500
Mr. Mark Wales forensics@tga.co.uk
Heathrow Airport Police Station
Harmondsworth
UB7 0
02072 301212
SALESPERSON JoB PAYMENT TERMS DUE DATE
John Smith Forensics Investigator Due on Reoeipt
QUANTITY DESCRIPTION UNIT PRICE (£) LINE TOTAL (£)
1 Travel expenses to London 150.00 150.00
1 Accommodation expenses 200.00 200.00
1 Forensic drive image 100.00 100.00
50 Evidence analysis {1 hr} 80.00 4,000.00
1 Forensics report 160.00 160.00
Subtotal £4,610.00
VAT £922.00

Total £5,532.00
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# (signature & 1D#] (signature & D%





image1.png




