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Abstract— This report will provide a solution to the problems that arise while setting up a BYOD/BYOT network. To accomplish this task, the use of data flow diagrams, security policies, device management policies and the use of a suitable Mobile Device Management software will be utilized.
Keywords—BYOD, BYOT, MDM, SECURITY, UWTSD
INTRODUCTION
This report will provide Golding-Harvest Ltd with an in-depth comprehensive framework for a BYOT/BYOD network. The framework will cover every aspect of the network including a user policy, device management policy and a security policy.

A data flow diagram will be used to show the architecture of the network including the flow of information from different types of users that will be using the network. The network will accommodate both staff and customers with varying levels of access to information stored on the company’s network.

A fully functioning network will be designed in Cisco Packet Tracer to visualize the layout of the network. Varying levels of security will be implemented across the network to allow different levels of employees to access what they require for their jobs, as well as basic level access to the network for customers.

After reviewing the needs of the company’s network, a suitable Mobile Device Management software will be selected to manage devices on the network. It is important that this software allows for the wide range of devices that could be present on the network including operating system versions, accessibility issues and practicality.

The advantages and disadvantages of a BYOT/BYOD network will be analysed
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RESEARCH

A BYOD system allows for a business to convert a large amount of its network infrastructure into wireless functionality. [1,15,16]

BYOD creates an environment where the majority of devices using the network are owned by the employee/client themselves. [2] This means that the users should be more comfortable and understanding of the devices used, resulting in higher productivity, and in effect, less tickets submitted to IT support on device failures/advice.

To be able to design and implement a BYOD system for Golding-Harvest Ltd, it would be wise to take a look at the current systems already functioning, and how they are secured and protected against inside and outside threats to the network. It is apparent that the most efficient way of maintaining the integrity of the network while implementing a BYOD system, is to make use of Mobile Device Management software. [2,3,4]

Mobile Device Management software allows the IT department to remotely configure user access groups which contain varying levels of user restrictions. MDM can allow a select group of employees/users to only access required data on the network. [2,3]

Being able to remotely control the activities available to users on the network is a big increase to the security of the network and its data. Some MDM software also allows locational tracking and identification for devices which can add another layer of security. [5] Using location technology such as GPS or RFID tagging, devices can be tracked should they be lost or stolen. If the device is irretrievable it is sometimes possible to remotely wipe the device to reduce the chance of important data ending up in the wrong hands. [5]

There are many MDM software providers in the market, including software from some of the biggest companies in the IT world such as Microsoft, IBM, cisco and many more. [1]

Different MDM software varies in the level of support they offer to certain devices, for example almost all top MDM providers support iOS, android and windows as they are the most common devices used currently. Whereas a company seeking MDM software to support Blackberry devices will be limited in the options they have.  [1, 17-24]

Each MDM software provider usually offers a few different versions of their MDM software, which increase in price as the levels of security are increased. Depending on the type of business, it may be cost effective to implement a higher level of security at a higher cost to protect your company’s data. [1, 17-24]

An example of this tiered pricing could be VMware AirWatch, where the base version costs $4.33 per device per month and offers the basic Mobile device management and custom app catalogue. Whereas the 3rd option (out of 4) offers the base package as well as VMware Boxer, Identity management, VMware Content Locker Standard, a VMware browser and VMware PIV-d Manager at an increased price of $6.33 per device per month. [20,21]

Ease of setup can also play a huge part in what MDM software is suitable for your company. A company with a user base of 20-50 may be ok with manually entering data to register every user’s device to the system, whereas a larger company with potentially 1000s of users, this is just not a viable option. Some MDM software allows the use of QR code scanning for quick, streamlined user registration which can be easily carried out by the user without relying on IT staff. [15,16]

Due to the different packages offering different levels of functionality, security, ease of setup and support to different operating systems of devices, it is important to analyse the needs of your company and make a cost-effective decision as to which package from which provider would be the most suitable for your company network. [17-24]



Advantages of BYOD/BYOT [3,7,8-10]

· Increased productivity due to smooth device connection and the use of familiar devices
· Allows more freedom and flexibility in choice of devices used
· Reduced costs as personal devices are used, and usually more looked after than company supplied devices.
· Remote monitoring of devices through suitable Mobile Device Management software
· Increased security functionality with use of MDM software
· Less need for costly infrastructure as wireless capability is increased
· Less wires in the workplace which reduces potential safety hazards
· MDM Software moves the line of responsibility from network users to company liability due to access control lists/groups












While there appear to be more disadvantages than advantages, the strength of the advantages are much stronger due to there being workarounds for many of the disadvantages displayed above.









Disadvantages of BYOD/BYOT [3,7,8-10]

· Poses increased security risks/threats that have to be acknowledged and dealt with
· While relying mostly on wireless technology, dead zones may arise in certain areas and will have to be dealt with
· Wireless devices are usually small and easy to lose, damage or steal than desktop hardware
· Incompatibilities between different devices operating systems and MDM software
· Potential increased load on IT Support due to device failures
· Company has to choose whether to cover the cost of device repair/replacement or leave it to the device owner
· Required MDM software can be expensive and may need retraining of staff to be able to use the new software
· Device users may feel over restricted due to strict usage policies
· Mobile devices lack the level of antivirus/antimalware capabilities that desktop computers have access to 
· Requires multiple STRONG enforced policies and training of users to ensure smooth and secure performance of the BYOD system



IMPLEMENTATION

Data Flow Diagram

This data flow diagram shows the process of a device entering the companies network. Showing both new and old devices paths into joining the network, and showing how lost or stolen devices are dealt with.
[image: ]


Packet Tracer

Proposed network layout designed in Cisco Packet Tracer. The network layout demonstrates the onsite office including separate customer and employee wireless networks, as well as the firewall to protect the company’s data.

[image: ]

USER POLICY [2-4, 11]

The company has a ZERO TOLERANCE policy towards the following:

· The presence of alcohol or drugs (both consumed and in possession) 
· The use of devices while in control of a vehicle or any machinery on site
· Harassment to any other user on the network
· Any activity performed in an attempt to hide actions carried out on the network
· Unauthorised access to any part of the network
· The storage of information/data that could put the company and/or its users at risk
· Transporting illicit material across the network.

Acceptable Use

· Every BYOD/BYOT device shall only be operated by the device owner. (This rule will serve to add another layer to the protection of user’s data, and to reduce the risks of impersonation. It will also aim to provide the Network Engineers with more accurate data logs
· Each device using the company network during work hours shall only be used for activities required of the users assigned work.
· Usage of the network during non-work hours (break times, before and after shifts start and end) will be less restricted to allow some measure of personal use for example social media, reading, games, phone calls in non-restricted areas. However, activities that undermine the integrity of the network will still be restricted.
· Device camera, video and microphone capabilities must be disabled during work hours unless the user is granted use due to job role requirements.
· Applications will be blocked during work hours aside from a list of applications required for certain job roles in the company.
· Access to certain websites will be blocked on the company network due to not being of any use to any user on the network, and being a potential threat to the security of the network and the data of the users.


DEVICE MANAGEMENT POLICY 
[2-4,6-9,11]

Supported Devices/ Device Security

· Any modern smartphone (Apple, Android and windows) is permitted to use the network providing the latest updates have been installed and the software has not been modified in any way (NO jailbroken/rooted devices as they are unstable) from the standard configuration. Any device not using the latest update can be updated to the latest version by IT Support.
· Devices must use the company supplied antivirus software that is compatible with the device.
· An IT Support team will be on site to assist with any device related problems.
· Devices must be installed with tracking software that will be operational during work hours. Should a device be lost, IT Support can manually activate the tracking software to attempt to retrieve/track the lost device. (This will reduce the amount of lost devices, while also providing valuable information should a device be stolen.
· Devices must always communicate with available servers to access information, and only certain job roles will be able to store data on devices. Devices that are permitted to store data/information must be equipped with a remote wiping capability. (less data being stored locally on devices means a lower chance of confidential, important data being compromised) 



· In the event of a lost device, if the device is not recovered through the use of tracking software, it will be wiped 24hrs from the initial lost device report. Devices will also be wiped at the end of an employee’s contract.


· Every user will be given a level of access suitable for the job role they are required to perform. This will limit app usage, data access and device capabilities while on the company network.
· Devices must auto-lock requiring re-entry of password if the device is idle for more than 5 minutes.

Costs

· The company will provide devices for certain job roles when absolutely necessary (usually when a job role requires the use of certain programs to perform). 
· Devices damaged during work will be covered by company insurance, and reviewed on a case by case basis by IT Support to first ensure the device is not repairable.

Risk Analysis and disclaimers

· Due to some devices requiring storage of personal/confidential data, it is the user’s responsibility to keep backups in the even that a device must be wiped.
· Damaged, lost or stolen devices must be reported to IT Support immediately so that the best course of action may be taken to maintain integrity of the network.
· The company may revoke access to the network for any device at any time, in an effort to protect the integrity of the network. 






SECURITY POLICY [7,11-14]

· Every device on the network must be protected by a suitable password that includes: Minimum 8 characters including upper and lower-case letters, 1 number and 1 symbol. Passwords will have to be changed every 3 months (no repeating passwords in last 10 used) to increase security.
· 5 failed password attempts will result in a locked device, which can only be unlocked by contacting IT Support.
· Company applications and data will not be usable unless connected and authorised by the company network. Exceptions will be made for employees who are permitted to work from home, and will make use of a VPN to connect safely to the company network.
· Before connecting a device to the company network, the user must be made aware of all policies concerning use of the network and appropriate handling of data stored on the network. This means being knowledgeable of current data protection laws

MOBILE DEVICE MANAGEMENT

A suitable Mobile Device Management software must allow the IT Department to easily and reliably control and restrict a range of available Mobile OS systems. The main OS systems used by mobile devices currently are Apple iOS, Android, and Windows. [1,15,16]

Mobile Device Management software allows IT Support to easily make changes to the access levels of user groups. Through the use of an MDM client, any changes made to the user profile or groups will synchronise to all connected devices. The updates will either take place live in a hotfix if the situation requires urgent action, or during a scheduled update period, usually during out of work or low traffic work hours. [1,15,16]

[bookmark: _GoBack]

As seen in Figure 1, a comparison was carried out by uk.pcmag.com which shows the leading Media Device Management systems used today in businesses around the world. The top 4 including VMware airwatch, citrix XenMobile, IBM MaaS360 and Microsoft intune all support devices which use Apple, Android and Windows. [1,15-20]

All the above Mobile Device Management systems allow user self-registration, which reduces the workload on the IT department. New users can register themselves by simply entering login credentials given to them from the IT Department, which will usually follow company standards such as an employee number that is already assigned. [1, 15-20]

The above MDM systems also allow IT Engineers to Remote lock devices, which can stop malicious actions in their tracks. Devices can also be remote wiped should the situation demand it. Remote wiping devices can give peace of mind that data is not lost should it go missing or be stolen. [1, 15-20]

Geofencing is a technology that allows the device to be tracked using GPS or RFID technology. The MDM software can effectively create a virtual boundary around the company’s work sites. [1,5,17-20]
This positional data allows the network engineers to restrict usage of the device or company applications in areas deemed to be non-work related. [5] 

Due to the nature of a BYOD/BYOT system, easy intuitive device setup is key as there may be multiple new devices entering the network every day. While many new devices will be entering the network, it is important to be able to quickly go through the process of removing a device from the network for situations such as employees being terminated, replacing old devices and removing broken devices to keep the network secure. [15,16]

Quick access to control features and finding specific devices on the network is a MUST to be able to swiftly deal with any problems that arise on the network. [1,15,16]
VMware AirWatch is the market leader of Mobile Device Management Systems. [1]
While the base version of VMware AirWatch costs $4.33 per device per month, the $6.33 per device per month version offers Identity management and increased functionality. VMware AirWatch makes use of QR code scanning on all devices apart from Windows devices. QR scanning allows quick input of information for ease of configuration on new devices. [20,21]

Microsoft Intune lacks a device location service for all devices but IOS, [25] so would not be suitable for this company due to the BYOD nature of the network involving multiple new devices entering the network from across the whole work site. It is of high importance that location services are available to ensure the company’s data is only to be accessed on site. [17,22]

While Citrix XenMobile is a strong competitor in the MDM field, the cost is over 10 times that of a similar performing software at a huge $61(£45.55) per device. [19,21,23]
Using Citrix XenMobile with back-end systems other than those from Citrix can result in incompatibilities across the device management system. It is not wise to restrict the companies network back-end system to that of one vendor. This would result in extra costs of installation, as well as retraining of staff to ensure they are comfortable and confident using the new equipment/software. [19,23]

IBM MaaS360 is very comparable to VMware AirWatch in performance, however its support for Windows devices is considerably lower than that of VMware AirWatch. IBM MaaS360 utilises QR codes for ease of configuration which speeds up new user registration massively. [18,24]










While each MDM provider has multiple levels of security/controls among different versions of the software, the cost selected below reflects the most suitable version of MDM to protect the potential billions worth of intellectual property and important data in the company. The cost (At time of research, 09/12/2017) of similar competing MDM software options is shown below: [1,17-24]

	MDM Software
	Cost Per Device Per Month
	Source

	VMware AirWatch
	$6.33
	£4.73
	[21]

	Microsoft Intune
	$17.41
	£13
	[22]

	Citrix XenMobile
	$61
	£45.55
	[23]

	IBM MaaS360
	$9
	£6.71
	[24]


(Costs accurate at time of research: 09/12/2017)

Due to the downsides of the other 3 top MDM options, the MDM software VMware AirWatch will be the preferred MDM solution for the company. VMware AirWatch offers the best control/security package for the company along with a very competitive price considering similar alternatives.























CONCLUSION 

Considering the information gained during the research of BYOD setups and the various Mobile Device Management software available, it’s clear that VMware AirWatch is the best fit for Golding-Harvest Ltd. The strong device support over multiple OS platforms that are regularly used along with the quick and easy setup ensures that smooth transition into a full, secure BYOD system is possible. This version of VMware AirWatch will provide the most suitable security controls to protect the billions worth of intellectual property that is owned by the company.

The geofencing capabilities will ensure that the devices are only restricted while on site and have access to company data through the network, while devices will be able to function as normal without access to important company data in the comfort of the device owners home. This is an important aspect of MDM as after all, the devices are owned by the users, so they will not want to feel their personal devices have restricted performance while not at work.

The above Data Flow Diagram demonstrates the process of a device entering the company network. It shows the process of a current user accessing the network, as well as a new user going through the registration process with the IT Department. The handling of a lost or stolen device is also shown in the data flow diagram.

The supplied Cisco Packet-Tracer network demonstrates the functionality and security of the proposed network design. The customers and employees are setup on separate VLANs so that traffic can be identified and sent to the correct destinations, as well as restricted from certain areas of the network.
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