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	First Marker’s General Comments and Original Mark

The forensic evidence, correlation, metadata extraction and analysis were used to construct an accurate timeline of events from two hard drives.
The project went beyond the work students did in the forensics and cyber security modules.  I do hope in the future other students will do similar projects, there are lots of real life experiences to learn from such project.
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The forensic evidence, correlation, metadata extraction and analysis were used to construct an accurate timeline of events from two hard drives.
The project went beyond the work students did in the forensics and cyber security modules.  I do hope in the future other students will do similar projects, there are lots of real life experiences to learn from such project.
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	Survey
	Review
	Experiment
	Development

	1.Research-informed Literature
	
	
	
	

	Introduction
	/5
	/5
	3.5/5
	/5

	Literature Review
	/20
	/35
	18/20
	/15

	Comments:
An abstract written giving an account of the overall project. It could have highlighted the key findings and not only what was done on the system.
A written introduction including aim, objectives but not the structure of the project.

An extensive literature review that covers all the areas needed for a forensics investigator. The Lit review includes discussion areas such as computer forensics, file systems, time and data structures, timestamps, timeline, network forensics, forensic tools, virtual machines, related works, etc.


	 
	Survey
	Review
	Experiment
	Development

	2. Knowledge and Understanding of Subject
	
	
	
	

	Methodology
	/5
	/5
	3.5/5
	/5

	Survey Design
	/15
	 -
	 -
	 -

	Requirements/Design
	 -
	 -
	 -
	/5

	Comments:
The research methods discuss and relate most aspect to the different part of the project. 





	 
	Survey
	Review
	Experiment
	Development

	3. Analysis
	
	
	
	

	Results & Discussions
	/25
	/25
	21/25
	/25

	Conclusions and Recommendations 
	/10
	/10
	8/10
	/10

	Comments:
The investigation analysis of the report were two-fold, analysing the Linux system and a Windows systems. The appropriate tools were used to examine these systems where the appropriate investigation processes were followed filling out the chain of custody form and firstly did a bit by bit copying of the disk to avoid tampering.  The investigation of the disks examined areas such as logs, secure shell protocol, Daemon logs, etc folder, software packages installations, root directories, time and dates  etc.
The analysis, findings and report provided reflect thorough investigation of the forensics case.

A summarised conclusion of the entire report with recommendation. 
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	Review
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	4. Practical Application and Deployment
	
	
	
	

	Development
	 -
	 -
	 -
	/15

	Experimental Design
	 -
	 -
	13/15
	 -

	Comments:
The areas examined, explained with step by step procedures were: 
· Problem formulation of a company network that was potentially compromised, this area could give more background to the problem and as an investigator the approach to be used to investigates the problem.
· A blue print of the design explained, that has used to carry out the investigation. The design was the contingency plan.
· The implementation had two phases to it; normally it should have been one, failing to acquire the compromised disk a test bed implemented to mimic the compromised disk.  This step was implementation 1, where the steps to create the virtual environment was documented and explained.  Implementation 2 documented the forensic toolkits for investigation.
The implementation extend beyond the work students did the forensics and cyber security modules.  The physical layouts shown in the figures in the report.
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	5. Skills for Professional Practice
	
	
	
	

	Reflection
	/10
	/10
	9/10
	/10

	Quality of Report
	/10
	/10
	8/10
	/10

	Comments:

The reflection gave an account of lesson learnt, things that could be done differently, barriers experienced, the positives and guidance to future students.

The quality of the report was excellent.
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