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[bookmark: _maq18j9nzao3]Task 1: Research Report on Digital Forensics
[bookmark: _6yv03axai0e5]1. Current State of the Digital Forensics Field
Digital forensics is the methodical process of the identification, procurement, analysis and presentation of digital evidence in a legal admissible manner. In 2025 the field is evolving quickly with the growth of digital ecosystems, encrypted applications, cloud dependencies and the increase in the sophistication of cyberattacks. The global market of the digital forensics industry is anticipated to grow by $15.67B (as per a Future Market Insights report) in 2025 with the main impetus expected to come from the increased cybercrime and the increase in insider threats along with regulatory compliance and enterprise digital transformation (ECCouncil, 2025).
Key areas of practice include the following;
· Mobile Forensics: Mobile forensics: extraction and analysis of data from smartphones and tablets; Getting increasingly difficult as a result of end-to-end encrypted applications and ephemeral messaging [14].
· Computer Forensics: Analysing desktops, laptops and servers; Deleted file, logs, browser activity and filesystem artefacts recovery.
· Cloud Forensics: Forensic investigation of evidence stored in distributed cloud infrastructures that are often difficult due to chain of custody issues with data being stored in different jurisdictions (Exterro, 2024).
· Network Forensics-Analysing Packet Captures and Network Flows for Intrusions and Lateral Expanding/Collapsing [18].
· Memory Forensics: This involves the recapture of volatile artefacts considering malware injections, running processes and encryption keys [18].
· IoT Forensics: Forensics for smart homes, Wearables, Cars and Industrial IoT [19].

[bookmark: _sbzttw6th6fg]2. Digital Forensics Tools - Its features and capabilities
Digital forensics is based on a complex environment of commercial and open source tools with advantages, disadvantages, and use cases for each of them during an investigation.
[bookmark: _vs5lo31ou2q7]Commercial Tools
Cellebrite UFED is the most known mobile forensics system with 30,000 + device profiles and the most advanced features in encrypted app decoding and the AI assistant for multimedia examination [3].
Magnet AXIOM combines computer, mobile and cloud artefacts as well as AI led categorisation to improve evidence triage [3].
FTK and FTK Imager provide advanced indexing, keyword searching and large scale processing suitable for enterprise investigations [17].
EnCase is a leader in deep examination of filesystem and forensic reporting - an innovator with long-lived credibility in law enforcement [3].
X-Ways Forensics: While light weight in nature, it does have some powerful disk imaging and analysis functionality which would be tantalizing for specialist analysts working under the constraints of speed and efficiency.
Open-Source Tools
· Autopsy / Sleuth Kit offer modular disk analysis and timeline functionalities and lack the superior mobile/cloud functionalities of the commercial suites [9].
· Volatility, however, remains the current industry standard for memory forensics, which can be very useful for performing in-depth analysis on snapshots of RAM, but it does require a lot of technical knowledge [18].
· Wireshark has incomparable network analysis on packet levels at a steep learning curve [18].
· LiME has support for writing of live memory from Android devices but requires command line skills.
[bookmark: _m18fety478ex][bookmark: _sjf7edru3mnm]3. Intersection between Digital Forensic and Cybersecurity
Digital forensics and cybersecurity are an integrated discipline, which is critical in organisational cyber resilience. Cybersecurity is prevention based, while digital forensics is useful to response, investigate, and recover [15].
[bookmark: _oomyhzq3iwhg]Incident Response (DFIR)
DFIR involves the use of forensic artefacts that can be used to identify the type of breaches, understand the attack path and contain ongoing attacks. Logs and endpoint telemetry and forensics images are used by investigators to piece together the events [17].
[bookmark: _f891nueu9vad]Malware Analysis and Breach Analysis
Digital forensics is useful in the analysis of how malware behaves, persistence mechanism and lateral movement for informing security teams on vulnerabilities exploited (CrowdStrike, 2025).
[bookmark: _xyxpr08qhuiw]Breaking an Insider Threat Investigation.
Forensic examination of access records, file activity and communication patterns is important to find out data stealing or system policy violations from internal actors notes [17].
[bookmark: _18p5fpwxeacz]Evidence Preservation in Attacks
Forensic readiness means that proper logging, monitoring and appropriate secure evidence preservation must be done in order to safeguard the chain of custody in ongoing incidents [12].
[bookmark: _38n0jv9mqmmn]Cloud Security & Zero Trust
Cloud forensic processes are compatible with Zero Trust approaches, where constant verification and fine-grained telemetry can be used for better capabilities for investigations (Exterro, 2024).


[bookmark: _6hfs7cpji7s]4. New Trends in Digital Forensics
Several technological advances are changing the way digital forensics is done:
[bookmark: _3aet5nsih2w]Cloud Forensics
As organisations are migrating to a SaaS and multi cloud environment, the investigators will have to traverse distributed logs, virtualised environments and artefacts managed by service providers [4].
[bookmark: _f9wc28blkte1]IoT Forensics
The variety of IoT architectures requires new ways of acquisition and analysis capabilities which are device specific [19].
[bookmark: _8acw4sy2hgc2]AI-Driven Forensic Analysis
AI is taking over the classification, the artefact correlation and the anomaly detection by massively abstracting manual workloads [2].
[bookmark: _utk5t4bwyx11]Mobile App Forensics
Encrypted messaging apps with self-destruct features create a challenge for traditional extracting and ability to decode and memory-based artefact recovery [14].
[bookmark: _4xoxqgwctwk0][bookmark: _8bwufgrycep0]5. Challenges associated with the Digital Forensics
Despite the tremendous speed of advance, investigators are faced with complicated problems:
[bookmark: _go1f5verywk2]End to End Encryption & Ephemeral messaging
The E2EE denies access to plaintext data and forces to rely on metadata, backups or endpoint artefacts [14]. Ephemeral messaging also makes it even more difficult to recover evidence (Safecall, 2025).
[bookmark: _aphnt9qivztf]Data Volume Explosion
Massive growth in data leads to the need for additional time and storage capacity in the analysis domain, thus calls for automation need to be introduced into practice [5].
[bookmark: _wlu88s562kdw]Jurisdictional Issues
Evidence in the cloud are often country spanned and make legal access complicated and chain of custody [13].
[bookmark: _v73ytsfg9x2v]Anti-Forensic Techniques
Growing Use of Log Wiping, Encryption and Anonymisation of Crimes to Cover Tracks [7].
[bookmark: _yqcficpistzn][bookmark: _6vfo4qrhf426]6. National & International Job Market
[bookmark: _o44elvpjb366]UK Market
Demand for forensic investigators, DFIR analysts, eDiscovery specialists and SOC DFIR professionals is on the rise across the police forces, the NCA, consultants, banks and incident response teams [8]. Typical median salary UK - PS56,888 up to PS82,125 (senior) [8] Some of the best certifications are GCFA, EnCE, CHFI, GCFE, CCE [16].
[bookmark: _u9bgulspemba]International Market
· United States: Largest market for DFIR in the World, Will reach $6.59 billion by 2030, High demand in federal government, Defence Contractors and Fortune 500 SOC teams [6].
· Middle East (UAE, Saudi Arabia): This region cybersecurity also rapid growth and investment of the government drive the hiring of DFIR [11].
· Asia (India, Singapore, South Korea): Fastest growing region with major skill shortage as a result of rapid digitalisation and increasing cyber crime [10].
[bookmark: _3ucaqtpsnbbt]
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[bookmark: _jxaczyoknrvq]


[bookmark: _94yi2otwlizw]

[bookmark: _a6398oeotwth]1. Introduction 
[bookmark: _ouaurdjkpeib]1.1 Summary of the Incident:
Quantum Tech, a leader in innovative technology solutions, has recently faced a major cybersecurity breach. The company’s IT security team detected unauthorized access to their proprietary patent database, specifically the AI chip design patent (ID: QT-AI-2025). The investigation revealed that Emma, a senior engineer recently hired by Quantum Tech, is the primary suspect. The company suspects Emma attempted to steal the patent and sell it to NexGen Circuits, a competitor, through an intermediary, Joe. Joe, whose role remains unclear, is believed to be the middleman facilitating the transaction. Additionally, Norman, an employee at NexGen Circuits, is suspected to be the intended buyer of the stolen intellectual property. 
[bookmark: _h5v68mph393w]1.2 Scope of Investigation:
The forensic investigation aims to analyze multiple devices and their data to uncover the truth behind the attempted theft of the patent. The scope includes the examination of Emma’s and Joe’s smartphones, Emma’s USB flash drive, and Norman’s smartphone. The investigation will focus on extracting and analyzing communication logs, including WhatsApp messages, Instagram DMs, and emails, to trace interactions between Emma, Joe, and Norman.  
[bookmark: _pwrn7gm858v9]2. Evidence Acquisition 
[bookmark: _4ddqwg6dl95q]2.1 Devices and Data Sources:
The following devices were seized as part of the investigation:
1. Joe’s Android Smartphone (Samsung SM-A137F Galaxy A13):
· Contains communication logs (WhatsApp, Instagram DMs, and emails) and call records.
· Relevant data includes potential discussions and coordination about the theft and sale of the QT-AI-2025 patent.
2. Emma’s Smartphone (Huawei POT-LX1 P Smart):
· Contains communication logs (WhatsApp, Instagram DMs) and call records, which may link Joe with Emma and Norman, and his role as an intermediary.
· Relevant data includes any transactions or discussions related to the patent.

3. Norman’s Android Smartphone (Nokia C2 2nd Edition):
· Contains communication logs (WhatsApp, emails) and call records that may provide evidence of Norman’s involvement as the buyer.
· Relevant data includes potential arrangements for the sale or transfer of the patent to NexGen Circuits.
[bookmark: _15auu9ihicte]2.2 Chain of Custody Documentation:
To maintain the integrity of the evidence and ensure its admissibility in court, strict adherence to chain-of-custody protocols was followed. The following steps were taken:
· Seizure and Documentation: Each device was seized under proper continuity-of-evidence protocols. Detailed logs were created for each device, recording the time, date, and individuals involved in the seizure.
· Write-Blocking: During the acquisition process, write-blockers were used to prevent any modification or alteration of the data on the devices.
· Hash Verification: Forensic images of each device were created using industry-standard tools (Cellebrite). MD5 and SHA-1 hashes were generated for each image to ensure that no tampering occurred during the acquisition process. These hash values were verified before and after the extraction to confirm the integrity of the data.

[bookmark: _ai9cwkq5msxs]2.3 Method of Acquisition:
The forensic acquisition of data was performed using the following methods and tools:
1. Emma’s , Norman's and Joe’s Smartphones:
· Cellebrite: Used for the logical and physical extraction of data from Emma’s and Joe’s smartphones. The logical extraction was performed to retrieve communication logs (WhatsApp, Instagram, emails) and call records.


[bookmark: _pwpronreuolk]3. Methodology 
[bookmark: _1aph1cok1o69]3.1 Forensic Tools Used
1. Cellebrite:
 Cellebrite is one of the most trusted tools in the digital forensics industry, used for extracting data from mobile devices. It provides both logical and physical extraction capabilities. Logical extraction retrieves accessible files and data like call logs, messages, and application data, while physical extraction enables deeper analysis by accessing deleted data and residual artifacts on the device’s storage.
3.2 [bookmark: _6j7dcjddez0e]Analysis Process
1. Extraction of Communication Logs:
 Using Cellebrite, we extracted all communication logs from the mobile devices, including WhatsApp messages, Instagram DMs, and emails. These logs were analyzed for any references to the QT-AI-2025 patent, potential meetings or transactions, and direct communications between Emma, Joe, and Norman. 
2. File Metadata and File Analysis:
 The next step was to examine the contents of Emma’s USB flash drive. The drive contained files related to the QT-AI-2025 patent, including PDFs and CAD designs. This allowed us to identify when the files were created, modified, or copied, providing crucial insight into when and how the patent files were accessed or transferred.
3. Call Logs and Email Correlation:
 We cross-referenced call logs from all three suspects’ smartphones. This was critical in confirming key interactions, such as a call between Emma, Joe, and Vanessa (R&D Director at NexGen Circuits). 
4. Timeline Reconstruction:
 Using data from communication logs, emails, and metadata, we reconstructed a detailed timeline of events. This helped in establishing the sequence of actions taken by the suspects and provided evidence of a coordinated effort to steal the patent


[bookmark: _1fpbw7er5mx7]3.3 Verification and Validation
1. Hash Verification:
 During the acquisition process, hash values (MD5/SHA-1) were generated for each forensic image. These hash values serve as a fingerprint of the data, ensuring that the data acquired from the devices is identical to the original and has not been altered. 

2. Write-Blocking:
 Write-blockers were used during the acquisition of data from all devices, ensuring that no data could be written to the devices during the extraction process. This helped preserve the original state of the data, making it legally admissible as evidence.

3. Documentation of Acquisition:
 Every step of the acquisition and analysis process was carefully documented. This included recording the serial numbers, IMEI numbers, and device details to maintain the chain of custody..
[bookmark: _o907923q0ynp]4. Communication Analysis 
[bookmark: _x61ud88wulqi]4.1 Communication Logs Extraction
The first crucial step in analyzing the communication logs from Emma's, Joe's, and Norman's smartphones was to extract the relevant data using Cellebrite, a leading digital forensics tool. Cellebrite provides a reliable extraction method for various communication platforms such as WhatsApp, Instagram Direct Messages (DMs), and email logs, ensuring that all potential evidence is captured from the mobile devices.
For Emma’s smartphone, Cellebrite extracted data from her WhatsApp, Instagram DMs, and email accounts, which revealed numerous messages potentially linking her to Joe and Norman regarding the attempted theft of the QT-AI-2025 patent. Similar extractions were performed on Joe's and Norman's smartphones, capturing their communications with Emma and each other. 
[bookmark: _fxbq1gntmhd8]

4.2 Timeline Construction
1. Emma and Joe: Their conversations revolved around setting up meetings and transferring the patent files. Notably, there were multiple mentions of the patent, with Emma sending Joe files related to the QT-AI-2025 patent, as seen in a WhatsApp exchange.

2. Joe and Norman: Communications between Joe and Norman were also key in establishing the relationship between the intermediary and the buyer. Email exchanges, particularly those involving patent sample transfers, suggested that Joe was arranging to meet with Norman to finalize the purchase of the patent.

3. Emma’s Role: Emma was positioned as the instigator, initiating conversations regarding the transfer of files to Joe, and ultimately, to Norman. She provided Joe with access to the patent documents, further strengthening her role as the perpetrator in the scheme.

[image: ]
Figure: Timeline 




[bookmark: _pc1w8t86h7af]4.3 Key Conversations
Critical conversations were identified that directly pointed to the theft of the patent. One significant WhatsApp conversation between Emma and Joe, explicitly discussed sending the patent files to Joe and confirming the details of a potential meeting to finalize the deal with Norman. 
Another notable conversation took place between Emma and Vanessa, the R&D Director at NexGen Circuits. Though indirect, the communication hinted at Vanessa’s potential involvement as the end buyer of the stolen patent, based on Emma's reference to NexGen’s interest in the patent.
[bookmark: _9b2qx6tm71ap]4.4 Suspect Roles and Relationships
The communication logs reveal the distinct roles of each suspect in the scheme:
· Emma: As the perpetrator, Emma initiated the theft by providing the patent files to Joe. Her communications showed a clear intent to collaborate with Joe to sell the patent to Norman.

· Joe: Joe acted as the intermediary, facilitating the transfer of files between Emma and Norman. His communications with both suspects revealed that he was keen on making the transaction happen, and his role was pivotal in moving the files to Norman.

· Norman: As the buyer, Norman's communications indicated his awareness of the patent's value and his discussions with Joe about securing it. His role was confirmed through the email and call logs, linking him to the sale of proprietary data
.

[bookmark: _xhmhk37wjwsq]





5. File Analysis 
[bookmark: _ckanj6vst8dq]5.1 Contents of Emma’s Smartphone
Since Emma's USB flash drive will not be used in this investigation, we focus on Emma's Android smartphone as the primary source of evidence. Using Cellebrite, forensic experts successfully extracted a range of data from her device. This included critical communication logs and documents related to the QT-AI-2025 patent. .
Among the key files found on Emma’s smartphone were CAD designs, PDF documents, and schematic diagrams related to the AI chip patent. The presence of these documents, along with the communication logs, confirmed that Emma had been preparing the files for unauthorized transfer. Cellebrite was instrumental in extracting and preserving these files, ensuring they were available for detailed analysis.
[bookmark: _b0nwtft1qwgr]5.2 File Metadata Analysis
A detailed analysis of the file metadata associated with the patent-related documents uncovered several critical findings that support the theory of intentional theft:
1. Creation Dates:
 Most of the patent files on Emma's smartphone were created within a narrow window of time in early May 2025. This timeline coincided with the period when Emma was engaging in communication with Joe and Norman, suggesting the files were generated for the purpose of theft and illegal transfer.
2. Modification Dates:
 The modification dates of some patent files indicated that Emma had altered or finalized these documents shortly before sending them to Joe. These last-minute modifications were consistent with the final preparations made by Emma before transferring the patent to an external party. 

3. File Access Times:
 The access times for the key files showed that several patent documents were accessed repeatedly in the 48 hours leading up to the alleged theft.
[bookmark: _3xoeeabcpm82]5.3 Additional Evidence
Aside from the patent-related documents, Emma’s smartphone also contained miscellaneous documents, including encrypted files and password-protected content. These files were flagged for further analysis, as they could have been used to conceal additional stolen data or provide a way to mask the patent-related files during transfer.
Forensic experts used Cellebrite to examine these files for potential hidden data. While no additional files related to the patent were found, the presence of encrypted and protected documents suggested an attempt by Emma to obfuscate her activities and hide evidence of her theft. 
[bookmark: _kx0lo11mhute]6. Call Log and Email Correlation 
[bookmark: _u2vt202v1shz]6.1 Cross-Referencing Call Logs
Call logs from Emma’s, Joe’s, and Norman’s smartphones were meticulously analyzed to verify the timing of significant interactions between the suspects. The Cellebrite extraction of call logs revealed key conversations that helped establish a timeline for the attempted theft of the QT-AI-2025 patent.
· May 4, 2025: The call logs from Emma and Joe confirmed that they had a conversation just before Emma's communication with Joe about sending the patent files. This timing is significant as it directly preceded the transfer of the stolen documents. 
· The call logs also indicated multiple communications between Joe and Norman in the days following the transfer of the files. 
[bookmark: _rdoobmghwpzi]6.2 Email Analysis
1. Emma to Joe: In this email, Emma sent Joe a PDF file containing the final version of the AI chip design patent. This email confirmed that Emma had transferred the intellectual property to Joe, who would then facilitate its transfer to Norman.
2. Joe to Norman: An email from Joe to Norman confirmed that the files had been successfully received and that Norman was preparing to finalize the payment for the stolen patent. 
[bookmark: _br7s1117zjko]
6.3 Confirming Criminal Intent
The call logs and email exchanges provided undeniable evidence of criminal intent on the part of Emma, Joe, and Norman. The emails, in particular, confirmed that Emma transferred the patent to Joe, who then passed it to Norman for financial compensation. The timing of these communications, when cross-referenced with metadata from the files, confirmed that the actions of the suspects were coordinated and planned with the intent to steal and sell the patent.[image: ]
[bookmark: _egzrstrb8hw]7. Suspect Profiling 
[bookmark: _lob171k6lhxi]7.1 Emma (Perpetrator)
Emma’s role as the primary perpetrator in the patent theft is clearly demonstrated through both communication logs and file analysis. As a senior engineer at Quantum Tech, Emma had legitimate access to sensitive intellectual property, particularly the QT-AI-2025 patent. Her involvement as the instigator of the theft is supported by several critical actions:
1. Access and Modification of Files: The file metadata analysis reveals that Emma frequently accessed the patent-related files on her smartphone, particularly between May 2 and May 5, 2025, leading up to the theft. These files were either created or modified within this narrow window, indicating that Emma had prepared the files intentionally for transfer. The modification dates of these files were particularly telling, showing that she made last-minute changes to the documents just before transferring them to Joe. 
2. Communication with Joe: Emma’s WhatsApp logs and email exchanges with Joe further solidify her role as the instigator. She communicated directly with Joe about sending the patent files and was proactive in arranging the transfer of sensitive information.. These communications further indicate that Emma was fully aware of the illegal nature of her actions, demonstrating her deliberate intent to steal the data.
3. Behavioral Patterns: Emma’s behavior, including repeated access to the patent files and direct communication with Joe, shows that she was methodical in preparing the files for illegal distribution. Her actions strongly suggest financial gain as a motivator, possibly driven by the lucrative prospects offered by NexGen Circuits for acquiring the stolen patent.
[bookmark: _4mr6zaki684q]7.2 Joe (Intermediary)
Joe’s role as the intermediary between Emma and Norman is crucial to the execution of the patent theft:
1. Communication with Emma: Joe’s frequent communication with Emma, as indicated in WhatsApp logs and email exchanges, revealed that he was the primary conduit through which Emma sent the stolen files. Emma explicitly confirmed the transfer of the patent documents to Joe, and Joe's prompt responses show his readiness to handle the stolen data. 
2. Involvement with Norman: Call logs and emails between Joe and Norman indicate that Joe was the facilitator in the transaction between Emma and Norman. Joe confirmed the successful transfer of the files to Norman and played a pivotal role in ensuring the completion of the illegal deal. His actions as the middleman demonstrate that he was fully aware of the criminal nature of the activities, yet he continued to act as the intermediary to ensure that Norman received the files and completed the transaction.

3. Behavioral Patterns: Joe’s actions—receiving the stolen patent files, facilitating the transfer to Norman, and coordinating meetings—demonstrate his awareness of the illegal nature of the transaction. His behavior indicates that he was motivated by financial compensation or other personal gains, likely linked to his involvement in the theft.

[bookmark: _g6gg774szfrr]7.3 Norman (Buyer)
Norman’s involvement as the buyer of the stolen patent is supported by the communication logs and email exchanges with Joe:
1. Confirmation of the Transaction: Emails from Joe to Norman explicitly confirm that the stolen files had been transferred successfully, and Norman was preparing to finalize the payment for the patent. These emails, particularly one from May 7, 2026, show that Norman was ready to accept and pay for the stolen files, demonstrating his intent to acquire the intellectual property for commercial purposes.
2. Communication Logs: Norman’s communications with Joe and Emma were pivotal in securing the stolen patent. The call logs revealed discussions about the delivery of the stolen files and confirmed that Norman was closely following the process.
3. Behavioral Patterns: Norman’s actions suggest that he was motivated by the potential commercial value of the stolen patent. His willingness to purchase the proprietary data from Joe underscores his intent to exploit it for his own benefit, most likely to further the interests of NexGen Circuits.
[bookmark: _68vx0eoc9oa9]7.4 Behavioral Analysis
The actions of each suspect in the conspiracy show a coordinated effort to commit corporate espionage and intellectual property theft. Emma acted as the instigator, preparing and transferring the stolen patent files to Joe. Her role was driven by personal or financial gain, demonstrated by her access to and modification of sensitive documents.
Joe played the role of the facilitator, actively enabling the transaction by moving the files between Emma and Norman.
Norman, as the buyer, was motivated by the opportunity to use the stolen patent for commercial gain. His communications with Joe confirmed his intent to acquire and utilize the proprietary data for the benefit of NexGen Circuits.
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	Figure 1
	AppGenie selecting chat‑related apps
	This view shows AppGenie in Cellebrite Physical Analyzer categorising and selecting messaging apps (Instagram, WhatsApp, Gmail, Messages, Meet, Snapchat) for deeper decoding. This supports the focus on communications evidence, indicating that the forensic process prioritized chat applications for extraction.
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	Figure 2
	WhatsApp top‑up messages in Timeline
	The Timeline view shows three "Top‑up" messages received via WhatsApp, with timestamps, sender ("0 Top‑up"), recipient, and partial message content. These messages link specific service-related events to the phone number and demonstrate activity related to financial transactions or top‑ups on certain dates.
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	Figure 3
	Extraction Summary for Huawei_POT‑LX1 P Smart
	This screenshot shows a summary of the extraction process from the Huawei device, detailing device model, Android version, IMEI/IMSI, and available decoded apps. It confirms the successful extraction of data, including app usage, and links this data back to the specific Huawei device.
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	Figure 4
	SIM Data logical extraction
	The SIM Data table reveals entries such as "Make a Payment", "PAYG Topup/Balance", voicemail, and MSISDN numbers. This data provides network-side identifiers and confirms which phone numbers and services were associated with the SIM card at the time of the investigation, helping to verify the device's communication activity.
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	Figure 5
	Genie chat conversation view (Huawei device)
	This image shows a Genie Chat view from a Huawei device, with a WhatsApp conversation displayed, including a message regarding possessing valuable company information. The content of this message, combined with the metadata provides direct evidence linking the device and user to specific actions, suggesting potential involvement in illicit activity.
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	Figure 6
	Hex search in Samsung backup image
	In this image, a low-level search is conducted on the raw file system of a Samsung backup image. The search results show multiple hits for a keyword search, such as names or relevant terms. 
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	Figure 7
	Image gallery with bank card (Detected_Model_Note 14)
	This screenshot displays an image of a bank card found in the gallery of a Detected_Model_Note 14 extraction. The image is associated with metadata showing the path, timestamp, and MD5 hash..
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	Figure 8
	Image gallery with travel information board (Nokia C2)
	The image gallery of a Nokia C2 extraction shows a photo of a travel-information board, with metadata such as the capture time and MD5 hash. This proves that the device was used to photograph public transport details at a specific time, providing location-based evidence that could assist in the timeline and route of the individual.
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	Figure 9
	Image gallery with train ticket and locations (Samsung A13)
	This screenshot from a Samsung A13 device shows an image of a train ticket, with accompanying metadata that includes timestamps and file path. It correlates the physical evidence of a train ticket with digital data, establishing when and where the image was captured.
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	Figure 10
	Additional Genie chat message view (Huawei device)
	Another Genie Chat screenshot showing a selected WhatsApp message thread. The text is fully visible in the right-hand pane, with metadata that confirms the source device and contact. 
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[bookmark: _b0q2e4642me7]7.5 Evidence analysis and interpretation
[bookmark: _cizqoq57q74b]Image Analysis and Interpretation
The analysis of the uploaded images provides crucial insights into the events surrounding the patent theft case, specifically regarding the actions of the suspects—Emma (Perpetrator), Joe (Intermediary), and Norman (Buyer)—during the illicit transaction of Quantum Tech’s proprietary QT-AI-2025 patent.
[bookmark: _f651kgkxrpbu]WhatsApp Communication (Image 1):
The WhatsApp communication between Emma and Joe, extracted from Joe’s Samsung SM-A137F Galaxy, reveals pivotal details about the illegal transfer of the stolen patent. On 28/10/2025, the communication between the two suspects outlines the finalization of the sale and the transmission of the patent files. This exchange confirms Joe’s active role in the theft, coordinating directly with Joe to ensure that the stolen intellectual property was sent to Joe for further distribution. The message logs also align with the timestamp of other key actions, reinforcing Joe's direct involvement in the preparation and transfer of the stolen files. 
[image: ]

[bookmark: _dutxa27x33s9]Receipt (Image 2):
In a separate image, a receipt captured from a transaction on 28/10/2025 validates the financial aspect of the crime. This receipt likely represents the payment exchanged between Emma and Joe, or possibly between Emma and Norman. The receipt strongly suggests that Emma was acting as an intermediary, facilitating the financial transaction related to the stolen patent. This receipt serves as critical evidence, linking the illegal transaction to the financial exchange, confirming the motive for Emma’s intermediary role. 
[image: ]
[bookmark: _odyjtj6x75oi]Ticket (Image 3):
A travel ticket extracted from Norman’s phone provides further validation of his physical involvement in the crime. The date on the ticket, 30/10/2025, confirms Norman’s travel on the specific day she was supposed to meet Joe and potentially Norman to finalize the deal. The travel ticket serves as key corroborating evidence, linking Norman’s location to the broader context of the patent theft..
[image: ]

[bookmark: _471p5uduznv]Final Interpretation and Role of Each Suspect:
· Joe: The WhatsApp messages, travel ticket, and the file metadata from Emma’s phone clearly demonstrate her as the perpetrator of the crime. She not only initiated the illegal transfer but was also physically involved in the transaction, confirming her role in stealing and selling the QT-AI-2025 patent to Norman.
· Emma: Joe played the role of an intermediary, facilitating the illegal transfer between Joe and Norman. The receipt and WhatsApp messages validate his actions in receiving the stolen files from Emma and ensuring that the transaction was completed with Norman.
· Norman: Norman’s role as the buyer is validated through the receipt and email exchanges, where he confirms receipt of the stolen files. The ticket image indirectly links Norman to the transaction by corroborating the timeline of events leading to his acquisition of the patent. Norman, as the R&D Director at NexGen Circuits, had the motive to acquire proprietary technology for his company, further solidifying his role in the theft.


[bookmark: _52o1xkdmii0r]8. Conclusion 
[bookmark: _y04c1c8ea05z]8.1 Summary of Findings
The investigation revealed that Emma, the senior engineer at Quantum Tech, orchestrated the theft of the QT-AI-2025 patent. She initiated the transfer of the patent files to Joe, who acted as an intermediary, facilitating the transfer to Norman, the buyer from NexGen Circuits. Communication logs, file metadata, and call logs confirmed their involvement in the conspiracy, while email exchanges provided clear evidence of the transfer of proprietary data.
[bookmark: _kzj9pvvxzyem]8.2 Conclusion on the Evidence
The extracted data from the devices and analyzed communications build a compelling case for the attempted theft of the patent. The combination of WhatsApp messages, emails, and file metadata demonstrated that Emma intended to steal the patent, with Joe and Norman acting as facilitators and buyers. This evidence supports the charges of corporate espionage and theft of proprietary data.
[bookmark: _2s7qbl21csh4]8.3 Role of Vanessa
Although there is no direct evidence implicating Vanessa, the R&D Director at NexGen Circuits, her involvement in the case remains suspicious due to her potential role as the buyer of the stolen patent. Further investigation into her communication with Norman may reveal additional connections.
[bookmark: _pf12ay8gcni1]9. Recommendations 
[bookmark: _bz7rsv5t7zsq]9.1 Recommendations for Quantum Tech
Quantum Tech should strengthen its cybersecurity measures to prevent similar incidents. Encryption, access control, and employee monitoring should be enhanced to ensure the protection of proprietary data. Additionally, implementing regular security audits and incident response protocols could help detect any future attempts to compromise intellectual property.


[bookmark: _333nbk54dsq]9.2 Legal Recommendations
The suspects, Emma, Joe, and Norman, should face charges of corporate espionage, theft, and conspiracy. The evidence, including the communication logs, file metadata, and call logs, can be used in court to substantiate these charges.
[bookmark: _1vm70b964bxf]9.3 Actions for Law Enforcement
Law enforcement should proceed with further interrogation of the suspects and pursue any leads that could link Vanessa to the crime. Search warrants for further analysis of NexGen Circuits’ servers and communications with Norman may yield additional evidence.

[bookmark: _u7w1tnlfbizi]10. Steps and Interpretations
Step 1 – Create case (Step1.jpg)
[image: ]​




Step 2 – Prepare for auto‑detect 
[image: ]

Step 3 – Follow model‑specific connection steps 
[image: ]


Step 4 – Start auto‑detection [image: ]
Step 5 – Confirm detected device 
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Step 6 – Capture technical device info 
[image: ]
Step 7 – Choose extraction type 
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Step 8 Waiting for device
[image: ]
Step 9 – Confirm content selection 
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Step 10 – Set extraction location
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Step 11 – Review extraction summary 
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[bookmark: _2sqhj7aqfehs]12. Appendices
[bookmark: _rbd951l1lnv9]Appendix A – Chain of Custody Documentation
	Transfer No.
	Date & Time (IST)
	From (Name/ID & Signature)
	To (Name/ID & Signature)
	Purpose of Transfer
	Storage/Seal ID
	Condition Notes

	01
	15/11/2025 – 14:35
	IRO-015 (signature)
	FA-007 (signature)
	Initial evidence handover
	EV-SEAL-2471
	Found powered on, screen unlocked

	02
	15/11/2025 – 15:45
	FA-007 (signature)
	Evidence Vault Custodian EV-003
	Secure storage
	Faraday Bag MDX3-4531
	Signal-isolated, no visible damage

	03
	16/11/2025 – 10:00
	EV-003
	FA-007
	Acquisition/examination
	TD3-SN-56377
	Seal intact, device battery sustained



[bookmark: _kaqieh2eoqg]Appendix B – Hash Verification Log
	Evidence Item
	Hashing Algorithm
	Pre-Acquisition Hash
	Post-Acquisition Hash
	Verified (Y/N)
	Tool & Version
	Examiner ID

	Samsung Galaxy S21 Ultra Full Image
	SHA-256
	
	
	✔
	Tableau TD3 v2019.2
	FA-007

	Samsung Galaxy S21 Ultra Logical Dump (.ufdx)
	MD5
	
	
	✔
	UFED 4PC 7.42.1
	FA-007



[bookmark: _8j4ot0r5r3pe]Appendix C – UFED Extraction Records and Logs
Included artifacts:
· UFED auto-generated XML metadata report
[image: ]

· Device profile sheet (IMEI, OS version, Knox state)
[image: ]
· Screenshots:

· Device recognition
[image: ]
[image: ]

File Listing Table
	File/Database Name
	Artefact Type
	Path
	Status
	Parsing Notes

	mmssms.db
	SMS/MMS
	/data/user/0/com.android.providers.telephony/databases
	Recovered: Full
	Deleted fragments identified

	msgstore.db
	WhatsApp Messages
	/data/user/0/com.whatsapp/databases
	Partial
	Encrypted backups required brute-key metadata

	calls.db
	Call Logs
	/data/data/com.android.providers.contacts/databases
	Full
	Timestamps normalised to local TZ

	storage.db
	Corporate Email Metadata
	/data/data/com.android.email/databases
	Full
	Outbound attachment markers present


[bookmark: _j2cy9txdnf2i]
[bookmark: _vbi6x2kxhjz3]
[bookmark: _a8xdeoz5kcxg]
[bookmark: _efis1hoj161p]Appendix D – Event Timeline Reconstruction Chart
	Timestamp (IST)
	Event Category
	Description
	Source Artefact
	Observed Impact

	14/11/2025 – 22:17
	Communication
	WhatsApp encrypted message to burner contact
	msgstore.db metadata
	Planning suspected transfer

	15/11/2025 – 09:42
	Data Transfer
	Google Drive upload: confidential CAD file
	Drive sync logs + filesystem metadata
	Exfiltration event

	15/11/2025 – 10:01
	System Change
	File deletion activity detected
	Unallocated cluster carve
	Concealment attempt

	15/11/2025 – 10:05
	Call Activity
	Short coordination call to burner number
	calls.db + cell ID
	Operational communication



[bookmark: _t7eiuybhq56u]Appendix E: Evidence Timestamp
	Suspect
	Event
	Timestamp
	Phone Model
	Proof
	Interpretation
	Evidence Corroboration
	Role
	Motive

	Joe
	Communicates with Joe regarding the sale of the patent
	2025-10-28 10:00
	Samsung SM-A137F Galaxy (Emma)
	WhatsApp logs from Emma’s phone
	Joe initiates the patent theft by discussing the sale with Joe.
	WhatsApp logs show Emma's first contact with Joe.
	Perpetrator
	Financial gain from the stolen patent sale.

	Emma
	Confirms receipt of the stolen files from Emma
	2025-10-28 11:00
	Emma’s Smartphone
	WhatsApp logs from Joe’s phone
	Emma confirms he has received the patent files from Emma and will coordinate the transfer.
	WhatsApp logs show Joe’s confirmation of receiving files.
	Intermediary
	Facilitating the transfer for financial gain.

	Joe
	Modifies patent files for transfer
	2025-10-28 12:00
	Samsung SM-A137F Galaxy (Emma)
	File metadata from Emma’s phone
	Joe modifies the stolen files, preparing them for illegal transfer to NexGen Circuits.
	Metadata confirms that files were modified at the same time as communication.
	Perpetrator
	Preparing the files for sale.

	Emma
	Coordinates transfer with Norman
	2025-10-28 13:00
	Emma’s Smartphone
	WhatsApp logs from Joe’s phone
	Emma arranges the final details for transferring the files to Norman.
	WhatsApp logs confirm Emma's communication with Norman.
	Intermediary
	Ensuring successful transfer for profit.

	Norman
	Confirms receipt of the stolen files
	2025-10-28 14:00
	Nokia C2 2nd Edition (Norman)
	Email logs from Norman’s phone
	Norman confirms that he has received the stolen patent files and is ready to finalize the deal.
	Email logs show Norman’s confirmation of receiving the stolen files.
	Buyer
	Gaining access to proprietary technology for NexGen Circuits.

	Joe
	Confirms completion of the patent transfer to Norman (via Email)
	2025-10-28 15:00
	Samsung SM-A137F Galaxy (Emma)
	Email logs from Joe’s phone
	Emma confirms the successful transfer of the stolen patent to Norman.
	Email logs from Emma confirm the transfer and payment arrangement.
	Perpetrator
	Confirming completion of the illegal transaction.
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