
Introduction
Technology has been rapidly evolving and with it the reliance of organisations on using it to store, 
process and share information using technologies such as cloud computing and social media. While 
these changes have made it easier for organisations to become more accessible to their customers, 
they also increase their exposure to information security threats [1]. In order to combat this issue, 
modern organisations need to evolve their approaches to information security, governance, and 
compliance in order to protect their data, customers and meet legal obligations where they trade.

NatureGreen (NG) is a globally recognised and sough after company that provides customers with 
products for a healthier lifestyle. With their global presence, they rely on using cloud services to 
deliver their IT services to both staff and clients, relying mostly on a wireless network 
infrastructure, and maintaining a large only and social media presence to promote their brand. In 
addition, NG is currently under pressure by both staff and customers to allow them to use their 
personal devices to access the company network, known as Bring Your Own Device (BYOD) 
practices [2]. While implementing BYOD practices and relying mostly on a wireless network 
infrastructure will help increase NG’s flexibility, productivity and scalability, they will also 
introduce major security risks. Risks including unauthorised access to sensitive staff and customer 
data, threats to system integrity, and potential compromise of the company’s intellectual property. 
The risks that NG faces are made even worse with the absence of an established information 
security policy framework and governance structure within the company.

This report will examine how already established information security, governance, and compliance 
frameworks can be applied to help NG’s security risks. The report will begin by reviewing relevant 
security frameworks and models, including some from the ISO/IEC 27000 series,  Information 
Technology Infrastructure Library (ITIL), and other related standards, showing how each one is 
relevant to what NG needs and lacks. Using all of this information, the report will then propose a 
tailored information security, governance, and compliance framework designed specifically to meet 
NG’s needs and risk profile.

Finally, the report will discuss the importance of constantly updating regulations and standards in 
response to how technology evolves and the emerging threats that might come with it.



Case Scenario: Nature Green(NG)

NatureGreen (NG) is an organisation that operates globally using cloud-based services to deliver 
their IT services and resources to their staff and customers. It is estimated that 95% of the 
organisation’s network infrastructure is wireless. Moreover, NG relies on their social media 
presence to promote their brand, further increasing the risk of being hacked and damaging their 
reputation. Furthermore, NG is facing a demand to support Bring Your Own Device (BYOD) 
practices by customers and employees. By increasingly allowing the use of personal devices to 
access the companies systems and resources, it enhances productivity and convenience but, it also 
introduces more security risks such as unauthorised access, data leaks, damage to the companies 
reputation [3]. This threat increases as NG’s user base increases where it become more likely that a 
compromised user tries accessing NG’s network, which complicates the security management.

The protection of sensitive information is a major concern for NG. The organisation holds large 
amount of personal data belonging to staff and customers, and since they work globally, they are 
subject to data protection legislations such as the General Data Protection Regulation (GDPR) [4]. 
In addition, NG’s intellectual property is worth billions, making it a high value target for hackers. 
The risk of a successful breach means that the company can result in major financial losses, legal 
penalities and a massive distrust by their staff and customers. Furthermore, while NG recognises the 
importance of information security, they currently lack any form of information security policy and 
formal governance structure. Meaning that, NG cannot systematically assess security risks, enforce 
any security controls or demonstrate compliance to any regulatory body.

Finally, the reliance on wireless connectivity, cloud-based services, and BYOD practices, on top of 
not having a structured security governance framework, exposes NatureGreen to more information 
security risks. This highlights the importance for a structured, risk-based information security, 
governance, and compliance approach using recognised frameworks.

Assumptions
the following assumptions have been made in order to support the analysis and proposed security, 
governance, and compliance framework for NatureGreen(NG), based on the scenario given.

1. NG operates within multiple legal jurisdictions and is therefore subject to international 
data protection regulations such as the General Data Protection Regulation(GDPR), due to its global 
staff and customer base.
2. NG uses third party cloud service providers for the hosting and processing of customer data, 
operating under a shared responsibility model for information security.
3. NG processes and stores sensitive information, including personal data and intellectual property, 
which requires protection against unauthorised access.



Review of Information Security Frameworks and Models

Information security frameworks and models are used for structured and standardised approaches 
for an organisation to manage security risks. Rather than relying on reactive measures, frameworks 
allow organisations to identify risks, implement appropriate controls and apply compliant measures 
with the legal requirements they must follow. This section will review information security and 
service management frameworks that are relevant to how NatureGreen (NG) operates, focusing on 
their strength, weaknesses and applicability to NG’s security challenges.

ISO/IEC 27001 and ISO/IEC 27002
ISO/IEC 27001 is a popular standard that gives the requirements for managing and continuously 
improving a companies Information Security Management System (ISMS). Its main purpose is to 
provide a structured management framework for organisations to govern information security in a 
structured risks based approach.  its main advantage is requiring organisations to identity and treat 
risks based on their potential business impact and how likely they might occur [5] . This makes 
ISO/IEC 27001 relevant for NG because of the lack of any security governance and large threat 
potential due to their popularity and worth.

ISO/IEC 27002 complements ISO/IEC 27001 by working as a practical guide for the information 
security objectives given with the ISMS. ISO/IEC 27002 is a standard that provides organisations a 
structured guidance on a wide range of security measures that can be used on identified risks. These 
measures include both technical and organisational safeguards, allowing organisations to select and 
implement controls that are appropriate to how they operate [6]. This flexibility works well for NG 
since it allows for security controls to be tailored to their cloud based operations and wireless 
infrastructure.

For NG, ISO/IEC 27001 and 27002 are a strong foundation for addressing threats to personal data, 
intellectual property worth billions and cloud stored data. On the other hand, they are limited to 
describing outcomes rather that provide detailed instructions on how the services should operate.

Information Technology Infrastructure Library (ITIL)

ITIL is a framework that provides organisations with guidance on how to design, transition, operate, 
and continually improve their IT services. Its main focus is how the organisations IT services 
support their objectives and help deliver them in a consistently reliable way [7]. Its important to 
note that while ITIL is not a security framework, it tries to create an operational environment for the 
organisation so security requirements can be used effectively.



At its core, ITIL offers a flexible approach for to managing day to day IT service delivery. This is 
relevant to information security because the framework promotes predictable and consistent 
deliverables using the lifecycle perspective in which the services will be designed, transitioned into 
operations which will continuously be reviewed for improvement at every step making security a 
consideration throughout the service lifecycle [8]. However, a major limitation of ITIL is how it 
does not define how the information security risks should be assessed or which controls should be 
implemented.

NIST   Cybersecurity Framework  

The National Institute of Standards and Technology (NIST) cybersecurity framework is created to 
help organisations to manage cybersecurity risks in a structured manner. Rather than giving a 
mandatory requirements, NIST provides a common structure for organising cybersecurity activities 
across a lifecycle of identification, protection, detection, response, and recovery. The lifecycle 
allows organisations to align their cybersecurity activities with their business objectives, risk level 
and their available resources, allowing an ongoing assessment of cybersecurity that can improve 
and evolve with the companies wants and needs [9]. With recent updates to the framework, further 
emphasis was placed into governance by focusing on organisation accountability and integration 
with enterprise risk management throughout the cybersecurity lifecycle. The core strength of the 
NIST cybersecurity framework is its flexibility, it understands that organisations differ in their risk 
exposure, operational levels and financial capacity [10]. The lifecycle allows for the organisation to 
use a suitable approach that can be continuous with  incremental improvement. This is particularly 
valuable for an organisation such as NatureGreen, which is under risk of large cyber attacks. 
However, despite its recent updates focusing on governance, the NIST framework is still less 
prescriptive compared to formal governance standards

Figure 1: NIST 2.0 cybersecurity lifecycle [11]



Comparison of Frameworks

Each of the reviewed frameworks address a different aspect of information security, meaning that 
no single frameworks meets all criteria to help a massive organisation such as NG on their own. 
ISO/IEC 27001 is the most relevant framework for NG, since it provides a formal governance and 
risk based approach to managing information security. However, it offers limited guidance on how 
the security should be controlled in daily IT operations. ISO/IEC 27002 address this gap by 
providing guidance on the selection of security controls that can be used to stop the identified risks, 
although ISO/IEC 27002 itself does not provide any governance or compliance mechanism on its 
own. ITIL complements this approach, by focusing on how the IT services are designed, delivered 
and operated while continuously improving, allowing for a consistent service delivery and incident 
handling. On the other hand, its limitation is that is does not define security risks or controls making 
it an unsuitable framework to manage security on its own. Finally, the NIST cybersecurity 
framework is valuable because of its lifecycle based approach to managing cybersecurity incidents, 
especially detection, response and recovery. Unfortunately, while it increasingly recognises 
governance considerations, its less prescriptive than ISO/IEC 27001. Overall, while ISO/IEC 27001 
is the most relevant framework for NatureGreen the most effective approach is an integrated one, 
with ISO/IEC 27001 providing governance foundation, supported by ISO/IEC 27002 for control 
selection, ITIL for operational service management, and NIST for enhancing cybersecurity 
resilience.



Proposed Information System Security, Governance and Compliance 
Framework for NatureGreen

Overview of the Proposed Approach

NatureGreen (NG) relies heavily on digital technologies to support its business operations, such as 
its cloud based services, wireless connectivity, and Bring Your Own Devices (BYOD) practices. On 
top of that, the absence of a security governance structure, means there is an increased information 
security, potentially legal and operational risks that NG faces.

In response to the risks this section proposes a tailored information security, governance, and 
compliance framework designed specifically for NG. Utilising research done in previous sections 
the approach is using best practice standards such as ISO/IEC 27001, ISO/IEC 27002 and will be 
supported by the IT service management principles drawn from the ITIL. As previously concluded, 
rather than applying a single framework in isolation, the proposed approach will integrate different 
approaches into one cohesive structure that fits NG’s business objectives.

The framework is designed to be a risk based and scalable, enabling NG to protect their sensitive 
data and meet regulatory obligations and effectively respond to threats.

Governance and Strategic Planning for Security

a strong governance is the foundation of effective information security. NG is a global brand 
without any defined security leadership allowing for decisions to be made without proper risk 
management and accountability. To address this issue, the proposed governance structure 
established a clear governance structure and hierarchy that aligns with ISO/IEC 27001 requirements 
for leadership and accountability. Defining operational responsibility clearly to ensure effective 
implementation and show of accountability within the organisation.

Role Responsibility
Board of Directors Oversight of information security strategy and risk
Chief Information Security Officer (CISO) Development and management of the ISMS
Data Protection Officer (DPO) Data protection and GDPR compliance
IT Security Team Implementation administrative controls
Employees and Contractors Compliance with security policies
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